
UNI I SYSTEM .. 
UNT UNT HEALTH SCIENCE CENTER 

Office of General Counsel 

September 20, 2019 

SENT VIA E-MAIL ONLY 
Rkick.contractor@neavs.org 

Russ Kick 
New England Anti-Vivisection Society 
333 Washington Street, Suite 850 
Boston, MA 02108 

RE: Request for Open Records Ruling 
UNTHSC Public Information Request No. 002537 

Dear Mr. Kick: 

UNT DALLAS 

The University of North Texas Health Science Center ("Health Science Center" and 
"UNTHSC") is in receipt of your request, dated August 28, 2019, for records related to 
two contracts and study protocols with the United States Drug Enforcement 
Administration. On September 13, 2019, and in accordance with section 552.301(d) of the 
Texas Government Code, you were notified that the Health Science Center was seeking an 
open records ruling concerning whether certain information you requested is subject to 
public disclosure under the Texas Public Information Act. A copy of our brief in support 
of an Open Records Division ruling, without attachments, is enclosed. The Open Records 
Division will inform you when it issues its decision. 

There are 145 pages of information responsive to your request, not subject to our 
request for an open records ruling. There is no charge to receive copies of this 
information. 

Please feel free to contact me at (940) 565-2717 or alice.hawes@untsvstem.edu if 
you have any questions regarding this letter. 

Sincerely, 

Alice Hawes 
Public Information Coordinator 

Enclosures 

1155 UNION CIRCLE #310907 • DENTON, TEXAS• TEL 940.565.2717 • FAX 940.369.7026 • UNTSYSTEM.EDU 
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UNI HEALTH. 
sci ENCE CENTER Institutional Animal Care and Use Committee (IACUC) 

MEMORANDUM 

To: Michael Gatch, Ph.D. 
Pharmacology & Neuroscience 

From: Nathalie Sumien, Ph.D. ~ DocuSigned b y: 

Date: 

Subject: 

Chairwoman, IACUC fJ~t- SW'\,iUA, 
A1A818408461466 ... 

May 3, 2019 

(IACUC-2019-0006) Evaluation of Abuse Potential of Synthetic Cathinones and 
Other Substances that have Stimulant Effects or Synthetic Opioids using in Vivo 
Pharmacological Studies: Mouse Subproject" 
Species: Mouse 
Funding: DOJ 

The protocol identified above has been approved by the IACUC effective May 3, 2019. Please 
reference this protocol number in all animal research activities covered by this application. 

• Please note that for protocols containing USDA Covered Species, you are responsible for 
submitting an Annual Animal Protocol Review application to be approved before the 
first and second anniversaries of the initial IA CUC approval. 

• If this animal research activity is to be continued beyond the third anniversary, a new 
Animal Use Protocol Application must be submitted for full IACUC review. 

NS/ cka 

Texas College o f Osteopathic Medicine • Graduate School of Biomedical Sciences • School of Public Health 
School o f Health Professions • UNT System College of Pharmacy 

3500 Camp Bowie Boulevard. Fort Worth, Texas 76107 • 817-735-2533 • www.unthsc.edu 

An EEO/Affirmative Action Institution Obtained by Rise for Animals. Uploaded 07/08/2020



Filled out by IACUC office only 

In
Vivo

5/3/2019

5/3/2022
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If yes, list the title used on the Grant application to assure proper notification of the approval status to the 
funding agency.  If you are submitting the application to more than one funding agency, you must submit a 
separate form for each to list each agency and the associated information.  The grantee must be either the 
Principal Investigator or the Co-Investigator on the IACUC protocol.  For federally funded projects, the PI 
must submit a copy of the vertebrate animal section of the grant with the IACUC application.  Pending 
applications may be listed, however animal orders cannot be made until a pending grant application has 
been approved. 

If no, and you do not require verification of approval for an outside funding source; you may list the fund 
source as "Departmental".  The duration dates for departmentally funded projects must not exceed three 
years.

In Vivo
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(should be consistent 
with the number of animals described in the justification):

*Include total anticipated period of project funding (grants beyond 3 years) and animal use. PHS policy 
stipulates that anticipated use of animals more than three years beyond approval date should be included, 
even though new IACUC approval will be required after three years

DocuSign Envelope ID: 422306C5-76E4-4783-A8F1-92C65D1C277F
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each species
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If neuromuscular blocking agents are used during the surgical procedure, a narrative for the justification of its 
use must be included below 
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Dose-effect test. 
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Antagonism test.
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PRINCIPAL INVESTIGATOR ASSURANCES (Signify by in itialing each box) 

ALL ASSURANCES MUST BE INITIALED BY PRINCIPAL INVESTIGATOR BEFORE SUBMISSION TO IACUC 

1. I have a working knowledge of the PHS "Guide for the Care and Use of Laboratory 

Animals" and the USDA "Title 9 Animal Welfare Act" and its revisions ..................... ........ ... ..................... [8J ~ 

2. The proposed work does not unnecessarily duplicate previous experiments, based 

upon search results described in question 7 ... .... ......................... ... ... .......... .................... .. ...... .... .... .......... IZI W, 
3. All personnel involved in this project have been trained in the procedure to be used 

or will be training before performing procedures ... .......... .. ..... .. .... ...... ......... .. ....... ...... ....... ..... ........ .. .... ...... lZ!~ 

4. I and all personnel on the project have read any pertinent safety information, IACUC 

requirements, and security procedures (See Vivarium Director) ........ ..... ........................... ....... .. ......... ..... IZI ~ 

5. I shall be responsible for maintaining records of all animals used and the procedures 

carried out. .. ...................................................................... ....................................................... .......... ...... .. 1Z1 ~ 

6. Any discomfort, distress or pain that may be associated with this research wi ll be 

held to the absolute minimum .. ...................................... ................ ............... ........................... ...... ............ IZI /M?f 

7. Alternatives to any procedures that may cause pain or discomfort have been 

considered .. ... .. ........... ...... .... ....... ................ .. .... .. ............. ...... ..... ... ..... ........ ....... .. ....... ... .. .. ..... .. 
41

~:lJIJ. ······· IZI~ 

Controlled Substances ..... .................. ........... ........ ........ .. ....... ....... ........ .............. ......... .......... ~«fes!ZI No• 8. 

:Jbes~~~~eas~~i .. '. .~.~ .~~.~:.~~s.i~I.~ .~~·r· :.~~.~~.~~.~~.n~'. .s~~~~.~~· .. a~~.i~i.~~~~:'.~.~'. .~.~~ .. ~~~~.~~ . ~.~~:.i~~. ~~~ .~.I'. .~~~.t~~I_J~~ 
9. Non-pharmaceutical Grade Compounds ...... .. ...................... ....... ................... ... ... ......... .... H."s!Z! No• 
If yes, please initial: I have read and understand the IACUC's policy regarding the use of NPGC's in animals. 

NPGC's will only be used for projects with scientific justification, when acceptable pharmaceutical compounds /Lr,~ 

are unavailable, and with prior IACUC approval. ....... . ............................... ..... ............. ... ....... ....... .. ... !Ziv~ 

As Principal Investigator and/or Co-Principal Investigator, I am aware that I have the ultimate responsibility, on a day­

to-day basis, for the proper care and treatment of the laboratory animals. I agree to adhere to all federal, state and 

local laws and regulations governing the use of animals in teaching and research. I further assure the University of 

North Texas HSC IACUC that the minimal number of animals will be used for the project and that every possible step 

will be taken to minimize stress or pain to the animals. 

I will submit appropriate annual review forms for this project, and obtain formal approval of the Committee prior to 

impleme ion of any changes in this protocol. 
' 

Date 

Co-Principal Investigator/Course Director Date 

Departmental Approval 
To be completed for all animal research supported by departmental or non-peer reviewed funding. The Department 

Chair must read the protocol and sign below to verify department approval before IACUC approval will be granted. 

"I have read the Animal Use Protocol Application and find this research to be appropriate in design and that 

the investigator Is competent to perform (or supervise) this study. My signature below denotes departmental 

approval of this study as submitted" 

Department Chair/Peer Reviewer Date 

Revised I 0/22/13 13 
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UNI HEALTH. 
SCIENCE CENTER Institutional Animal Care and Use Committee (IACUC) 

MEMORANDUM 

To: Michael Gatch, Ph.D. 
Pharmacology & Neuroscience 

From: 
Chairwoman, IACUC fJtJLLit- S°W\\tUA, 
Nathalie Sumien, Ph.D.~ DocuSig~edby: . 

Date: 

Subject: 

A1A818408461466 .. 

May 3, 2019 

(IACUC-2019-0007) Evaluation of Abuse Potential of Synthetic Cathinones and 
Other Substances that have Stimulant Effects or Synthetic Opioids using in Vivo 
Pharmacological Studies: Rat Subproject" 
Species: Rat 
Funding: DOJ 

The protocol identified above has been approved by the IACUC effective May 3, 2019. Please 
reference this protocol number in all animal research activities covered by this application. 

• Please note that for protocols containing USDA Covered Species, you are responsible for 
submitting an Annual Animal Protocol Review application to be approved bef ore the 
first and second anniversaries of the initial IACUC approval. 

• If this animal research activity is to be continued beyond the third anniversary, a new 
Animal Use Protocol Application must be submitted for full IACUC review. 

NS/ cka 

Texas College of Osteopat hic Medicine • Graduate School of Biomedical Sciences • School of Public Healt h 
School of Health Professions • UNT System College of Pharmacy 

3500 Camp Bowie Boulevard. Fort Worth. Texas 76107 • 817-735-2533 • www.unthsc.edu 
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Filled out by IACUC office only 

In
Vivo

5/3/2019

5/3/2022
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If yes, list the title used on the Grant application to assure proper notification of the approval status to the 
funding agency.  If you are submitting the application to more than one funding agency, you must submit a 
separate form for each to list each agency and the associated information.  The grantee must be either the 
Principal Investigator or the Co-Investigator on the IACUC protocol.  For federally funded projects, the PI 
must submit a copy of the vertebrate animal section of the grant with the IACUC application.  Pending 
applications may be listed, however animal orders cannot be made until a pending grant application has 
been approved. 

If no, and you do not require verification of approval for an outside funding source; you may list the fund 
source as "Departmental".  The duration dates for departmentally funded projects must not exceed three 
years.

In Vivo
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(should be consistent 
with the number of animals described in the justification):

*Include total anticipated period of project funding (grants beyond 3 years) and animal use. PHS policy 
stipulates that anticipated use of animals more than three years beyond approval date should be included, 
even though new IACUC approval will be required after three years
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each species
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If neuromuscular blocking agents are used during the surgical procedure, a narrative for the justification of its 
use must be included below 
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PRINCIPAL INVESTIGATOR ASSURANCES (Signify by initialing each box) 

ALL ASSURANCES MUST BE INITIALED BY PRINCIPAL INVESTIGATOR BEFORE SUBMISSION TO IACUC 

1. I have a working knowledge of the PHS "Guide for the Care and Use of Laboratory " A 

Animals" and the USDA "Title 9 Animal Welfare Act" and its revisions ........ ..... .. ... .................. .... ... .......... IZl lfJ/ 1 

2. The proposed work does not unnecessarily duplicate previous experiments, based 

upon search results described in question 7 ................ .. .. .... ... .. ....... ... ........... .... ..... ....... .. ..... .. ... .. .... ..... .. ... IZl IJll'J" 

3. All personnel involved in this project have been trained in the procedure to be used 

or will be training before performing procedures ................. ....... .... .. .... ... ............... .. ....... .. ...... .. ... ..... ...... ... IZl ¢' 

4. I and all personnel on the project have read any pertinent safety information, IACUC 

requirements, and security procedures (See Vivarium Director) ..... .. ........... ....................... .. .................... [8J 4',l#-

5. 
~!~rf ~ldb~u~e~~~~·~·i·~·l~. ~~~ .. ~.~-i.~~~.i~'.~~ .r~~~r~~.~f. ~ll .. a·n·i·~ ·~-I~. ~~~~.~~~ .~~~ .~~~~~~~~~~ ....... ... ... .......... .... .. IZl ffellt 

6. ~~I~ ~~f ~:~~:;~i~~r~~~i:u:.i~- .~~.~.~ .~.~y. -~·e· .~.~~~~'.~t~·~· .~'.~~.~~is .. ~~~~.~.~~~ .. ~.ill.·~-~ .. ... .. ... ..... ......... ........ .... IZl (frlf 

7. ~~t~;~:~~~~~. ~~.~~~ .~~~~~~~.~~~-~~~~ .~~~·~·a·~·s~. :.~'.~ . ~r. ~'.~~~~~~~. ~~~~.~~~~ ··· · ········ · ·· ·· · · ·· ·· ···mAA✓-··· · · · l:8lef 
Controlled Substances ... .. .. ......... .......... ....... ... .... .... .. ... .......... ..... ....... ... .. .... ..... ... .. ... .... ..... .... Jre~!ZI No• 

8. 

~Jbes~~~~:s~e_: .. '. ·~-~ -~~.~~~~~.i~I.~ .~~·r· :.~~.cu.~e.~~nt'. .s~~~~.g~ .. . ~~~.i~_i.~~~~~'.~.~ '. .~.~~ .~~~~.~~. ~.~~~i~~. ~~~·~·I'. -~~~.tr~I.I~ ~ 
9. Non-pharmaceutical Grade Compounds .. .... .... ..... ... ...... .. .... ... .. .. ...... ...... .. .... ... .... ..... ..... .. ~ es!ZI No• 
If yes, please initial : I have read and understand the IACUC's policy regarding the use of NPGC's in animals. 

NPGC's will only be used for projects with scientific justification, when acceptable pharmaceutical compounds,.,. 4 

are unavailable, and with prior IACUC approval. .. .......... ................ . .................... . .... .. ................. ...... !Zlvp / 

As Principal Investigator and/or Co-Principal Investigator, I am aware that I have the ultimate responsibility, on a day­

to-day basis, for the proper care and treatment of the laboratory animals. I agree to adhere to all federal, state and 

local laws and regulations governing the use of animals in teaching and research. I further assure the University of 

North Texas HSC IACUC that the minimal number of animals will be used for the project and that every possible step 

will be taken to minimize stress or pain to the animals. 

I will submit appropriate annual review forms for this project, and obtain formal approval of the Committee prior to 

implementation of any changes in this protocol. 

Date 

Co-Principal Investigator/Course Director Date 

Departmental Approval 
To be completed for all animal research supported by departmental or non-peer reviewed funding. The Department 

Chair must read the protocol and sign below to verify department approval before IACUC approval will be granted. 

"I have read the Animal Use Protocol Application and find this research to be appropriate in design and that 

the investigator Is competent to perform (or supervise) this study. My signature below denotes departmental 

approval of this study as submitted" 

Department Chair/Peer Reviewer Date 

Revised I 0/22/13 16 
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m
U. S. Department of Justice

Drug Enforcement Administration

Office of Acquisition & Relocation Management

8701 Morrisette Drive

Springfield, VA 22152

www.dea.gov

University of North Texas

ATTN: Lori O'Neal APR 3 0 2019
3500 Camp Bowie Blvd.

Forth Worth TX. 76107

Subject: Blanket Purchase Agreement: 1 5DDHQ 1 9A00000009

Dear Ms. O'Neal:

Congratulations, the Drug Enforcement Administration (DBA) has awarded the subject Blanket

Purchase Agreement to your University. Please acknowledge receipt of this order by email by

completing the acceptance below and returning this page to Contract Support Specialist,

Jacqueline Schottlcr, via e-mail at Jacquclinc.P.SehottlcriTusdoi.gov. Please sign and return

the vendor signature page of the Blanket Purchase Agreement Document. If you have any

questions com?erhing this matter, please contact Jacqueline directly at (202) 598-2289.

Sim:ere#-.

John Girard

Contracting Officer

Office of Acquisition & Relocation Management

Acknowledgement Cert i fication :

1 hereby acknowledge acceptance of the above subject Order.

Andrea Anderson

Print Name and Title

Executive Director, OSP

s	 DocuSigned by:

kLifste-C\J(Yid* "A
6/7/2019

Signature Date

DS

t^ap
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JOHN GIRARD Digitally signed by JOHN GIRARD 
Date: 2019.06.07 15:32:50 -04'00'

15DDHQ19A00000009 Page 1 of 5

ORDER FOR SUPPLIES OR SERVICES
IMPORTANT: Mark all packages and papers with contract and/or order numbers.

1 . DATE OF ORDER

06/10/2019	

3. ORDER MO.

15DDHQI9A00000009

2, CONTRACT NO. (If any) 6. SHIP TO:

a. NAME OF CONSIGNEE

J. REQUISITION/REFERENCE NO.
DEA

D-19-OD-0078
b. STREET ADDRESS

Attn: Diversion Control Division(DC), 8701 Morrissctle Drive

C. CITY

5. ISSUING OFFICE (Address correspondence to)

DBA
Attn: Office of Acq & Rclo Mgmt (FA)
870.1 Morrissette Drive
Springfield, VA 22152

Jacqueline Schottler

(O) 202-598-8829

Jaeq u e 1 1 n e, P . Schott I er@ u sc tg rfHiYg field

f. SHIP VIA

d. STATE e. ZIP CODE

VA 22152

7. TO:
a. NAME OF CONTRACTOR

UNIVERSITY OF NORTH TEXAS HEALTH SCIENCE CENTER AT FORT WORTH
6. TYPE OF ORDER	

H b. DELIVERY - Except for billing
instructions on the reverse, this
delivery order is subject to
instructions contained on this side
only of this form and is issued
subject to the terms and conditions
of tne above-numbered contract.

a. PURCHASE

REFERENCE YOUR:
b. COMPANY NAME

DUNS: 1 1 009 1 SOS

c. STREET ADDRESS

2500 CAMP BOWIE BLVD

Please furnish the following on the
terms and conditions specified on
both sides of this order and on the
attached sheet, if any, including
delivery as indicated.

10. REQUISITIONING OFFICE

d. CITY i

FORT WORTH

9, ACCOUNTING AND APPROPRIATION DATA

Sec Lines

e. STATE f. ZIP CODE

76107-2699TX

11. BUSINESS CLASSIFICATION (Check appropriate box(es))

] a. SMALL Q b. OTHER THAN SMALL Q c. DISADVANTAGED Q d. WOMEN-OWNED Q e.HUBZone
g. WOMEN-OWNED SMALL BUSINESS (WOSB)

ELIGIBLE UNDER THE WOSB PROGRAM

14. GOVERNMENT 8/L NO.

12. F.O.S. POINT

f. SERVICE-DISABLED
VETERAN-OWN ED I ] h. EDWOSB

15. DELIVER TO F.O.B. POINT ON 1 16. DISCOUNT TERMS
OR BEFORE (Date)

05/QI/20I9

Destination

13. PLACE OF

a. INSPECTION b. ACCEPTANCE
NET 30

17. SCHEDULE (See reverse for Rejections)

ITEM NO

!	
ffiSE w
	-	^	H

SS
(9
.-.v

	 	 	 			—^...~	 	 .	 ,	

The Contractor shall provide services in accordance with (he

attached Blanket Purchase Agreement number

15DDIIQ19A00.000008 and Quote dated February 15, 2019.

See Continuation Sheet(s)

18. SHIPPING POINT 19, GROSS SHIPPING WEIGHT 20. INVOICE MO.

SO.OO 17(h) TOT.

fConf.

pages)

21. MAIL INVOICE TO:

SEE BILLING

INSTRUCTIONS
a. NAME

DEAON
REVERSE

b. STREET ADDRESS (or P.O. Box)

17(1)Attn: Diversion Control Division(DC). Invoice. DivcrsioiKaiusdoj.gov
GRAND

TOTAL
SO.OOd, STATEc. CITY e, ZIP CODE

Springfeld VA 22152

22. UNITED STATES OF AMERICA BY (Signature)

|/^\|_|N| /-inApn Digitally signed by JOHN GIRARD
JOHN G|RARD Date: 2019.06.07 15:32:50 -04'00'

23. NAME (Typed)

Girard, John C.

TITLE: CONTRACTING/ORDERING OFFICER

AUTHORIZED FOR LOCAL REPRODUCTION
PREVIOUS EDITION NOT USABLE

OPTIONAL FORM 347 (REV. 2/2012)
Prescribed by GSA/FAR 48 CFR 53.213(f)
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Section 2 - Commodity or Services Schedule

SCHEDULE OF SUPPLIES/SERVICES

CONTINUATION SHEET

ITEM NO. SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT

0.000000 $4,237.9900 S0.00Drug Discrimination (monthly maintenance of training drugs) Assay0001
Cos

Line Period of Performance: 06/10/2019 - 06/09/2020

Base Period

Drug Discrimination (monthly maintenance of training drugs)
Incidental Cost

0.000000 $0.0000 $0.000002

Line Period of Performance: 06/10/2019 - 06/09/2020

Base Period

Drug Discrimination of test drug
Assay Cost

$2,097.8100 S0.000.0000000003

Line Period of Performance: 06/10/2019 - 06/09/2020

Base Period

CLIN 0004

Drug Discrimination of test drug
Incidental Cost

$73.0000 $0.000.0000000004

Line Period of Performance: 06/10/2019 - 06/09/2020

Base Period

Locomotor Activity Assay Cost

$3,972.8100 $0.00Line Period of Performance: 06/10/2019 - 06/09/2020

Base Period

Locomotor Activity Incidental Cost

0.0000000005

$73.0000 $0.00Line Period of Performance: 06/10/2019 - 06/09/2020 0.0000000006

Base Period

Drug Cost - Not to Exceed

$500.0000 S0.00Line Period of Performance: 06/10/2019-06/09/2020

Base Period

0.0000000007

cj Discrimination (monthly maintenance of training drugs) AssayDru>.
Cos

$4,237.9900 $0.000.0000001001
Line Period of Performance: 06/10/2020 - 06/09/2021

Base Period

Drug Discrimination (monthly maintenance of training drugs)
Incidental Cost

$0.0000 $0.000.0000001002

Line Period of Performance: 06/10/2020 - 06/09/2021

Base Period

Drug Discrimination of test drug
Assay Cost

0.000000 $2,097.8100 $0.001003

Line Period of Performance: 06/10/2020 - 06/09/2021

Base Period
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Drug Discrimination of test drug
Incidental Cost

0.000000 $73.0000 $0.001004

Line Period of Performance: 06/10/2020 - 06/09/2021

Base Period

Locomotor Activity Assay Cost 0.000000 $3,972.8100 $0.001005

Line Period of Performance: 06/10/2020 - 06/09/2021

Base Period

Locomotor Activity Incidental Cost 0.000000 $73.0000 $0.001006

Line Period of Performance: 06/10/2020 - 06/09/2021

Base Period

Drug Cost - Not to Exceed 0.000000 $500.0000 S0.001007

Line Period of Performance: 06/10/2020 - 06/09/2021

Base Period

0.000000 $4,237.9900 $0.002001
Drug Discrimination (monthly maintenance of training drugs) Assay
Cos

Line Period of Performance: 06/10/2021 - 06/09/2022

Base Period

0.000000 $0.0000 S0.002002
Drug Discrimination (monthly maintenance of training drugs)
Incidental Cost

Line Period of Performance: 06/10/2021 - 06/09/2022

Base Period

Drug Discrimination of test drug
Assay Cost

0.000000 $2,097.8100 $0.002003

Line Period of Performance: 06/10/2021 - 06/09/2022

Base Period

Drug Discrimination of test drug
Incidental Cost

$73.00000.000000 $0.002004

Line Period of Performance: 06/10/2021 - 06/09/2022

Base Period

$3,972.81000.000000 $0.002005
Locomotor Activity Assay Cost

Line Period of Performance: 06/10/2021 - 06/09/2022

Base Period

Locomotor Activity Incidental Cost
0.000000 $73.0000 $0.002006

Line Period of Performance: 06/10/2021 - 06/09/2022

Base Period

$500.00000.000000 $0.002007
Drug Cost - Not to Exceed

Line Period of Performance: 06/10/2021 - 06/09/2022

Base Period

$4,237.99000.000000 $0.003001
Dru g Discrimination (monthly maintenance of training drugs) Assay
Cos

Line Period of Performance: 06/10/2022 - 06/09/2023

Base Period

0.000000 $0.0000 $0.003002
Drug Discrimination (monthly maintenance of training drugs)
Incidental Cost

Line Period of Performance: 06/10/2022 - 06/09/2023

Base Period
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Drug Discrimination of test drug
Assay Cost

0.000000 $2,097.8100 $0.003003

Line Period of Performance: 06/10/2022 - 06/09/2023

Base Period

Drug Discrimination of test drug
Incidental Cost

3004 0.000000 $73.0000 $0.00

Line Period of Performance: 06/10/2022 - 06/09/2023

Base Period

Locomotor Activity Assay Cost 0.000000 $3,972.81003005 S0.00

Line Period of Performance: 06/10/2022 - 06/09/2023

Base Period

Locomotor Activity Incidental Cost

Drug Cost - Not to Exceed

0.000000 $73.00003006 S0.00

Line Period of Performance: 06/10/2022 - 06/09/2023

Base Period

Drug Cost - Not to Exceed3007 0.000000 $500.0000 $0.00

Line Period of Performance: 06/10/2022 - 06/09/2023

Base Period

Drug Discrimination (monthly maintenance of training drugs) Assay4001 0.000000 $4,237.9900 S0.00
Cos

Line Period of Performance: 06/10/2023 - 06/09/2024

Base Period

Drug Discrimination (monthly maintenance of training drugs)
Incidental Cost

0.000000 $0.0000 S0.004002

Line Period of Performance: 06/10/2023 - 06/09/2024

Base Period

Drug Discrimination of test drug
Assay Cost

0.000000 $2,097.8100 S0.004003

Line Period of Performance: 06/10/2023 - 06/09/2024

Base Period

Drug Discrimination of test drug
Incidental Cost

0.000000 $73.00004004 $0.00

Line Period of Performance: 06/10/2023 - 06/09/2024

Base Period

Locomotor Activity Assay Cost 0.000000 $3,972.81004005 $0.00

Line Period of Performance: 06/10/2023 - 06/09/2024

Base Period

Locomotor Activity Incidental Cost4006 0.000000 $73.0000 $0.00

Line Period of Performance: 06/10/2023 - 06/09/2024

Base Period

Drug Cost - Not to Exceed4007 0.000000 $500.0000 S0.00

Line Period of Performance: 06/10/2023 - 06/09/2024

Base Period	

SoooBase Total:

$0.00Exercised Options Total:

Unexercised Options Total: $0.00

Base and Options Total: 50.00
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FUNDING DETAILS:

ACCOUNTING CODES

__

DEA-2019-DXD-DC-2900000-DCF-G3-ENF-2521 1-HDQ-2930310-2019

FUNDING LINE OBLIGATED AMOUNTITEM

MR!?
NO.

	

$0.00N/A 1

TOTAL: $0.00

Obtained by Rise for Animals. Uploaded 07/08/2020



15DDHQ19A00000009 Page 11 

DRUG ENFORCEMENT ADMINISTRATION 
OFFICE OF ACQUISITION & RELOCATION MANAGEMENT 

BLANKET PURCHASE AGREEMENT 

Evaluation of Abuse Potential of Synthetic Cathi nones and Other Substances that have 
Stimulant Effetcts Using In Vivo Pharmacological Studies 

15DDHQ19A00000009 

Contractor: 
University of North Texas 
3500 Camp Bowie Blvd. 

Fort Worth, TX 76107 

I. DESCRIPTION OF AGREEMENT

Government: 

Drug Enforcement Administration 
Office of Acquisition Management 

8701 Morrissette Drive 

Springfield, VA 22152 

This is a Blanket Purchase Agreement (BPA) between the Drug Enforcement Administration
(DEA) and the University of North Texas Health Science Center for the Evaluation of Abuse
Potential of Synthetic Cathinones and Other Substances that have Stimulant Effects Using In
Vivo Pharmacological Studies. Which the Contractor may be in a position to provide the
Government, if and when requested by the Contracting Officer, or authorized representative,
commencing from the effective date of the BPA, until canceled by either party, however, not
to exceed a maximum of sixty (60) months from the effective date. Call orders will be
initiated on an as needed basis. The services that will be purchased and performed under
the BPA are described in the attached Optional from 347. The contractor shall furnished the
services identified if and when requested by a Contracting Officer who is duly warranted by
DEA to authorize the expenditure of funds during the period of performance of this BPA

II. Background

The Drug Enforcement Administration's (DEA) Diversion Control Division (DC), Drug and
Chemical Evaluation Section is responsible for evaluating drugs and chemicals to determine
whether these substances have abuse potential. These evaluations are used by DEA to
support its domestic scheduling activities. In order for DEA to determine the abuse
potential of drugs and chemicals, pharmacological, medical, epidemiological, and other
scientific data for these drugs, when necessary, are needed to initiate the administrative
procedure to place these substances under regulatory control according to the guidelines of
the Controlled Substances Act (CSA).

III. TERM OF AGREEMENT

The BPA period of performance for services described herein is established for 60 months 

starting from June 10, 2019. 
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IV. EXTENT OF OBLIGATION

This BPA does not obligate any funds. The Government is obligated under this BPA only to

the extent of call orders placed by authorized DEA representatives against this agreement.

V. PRICING INFORMATION

The prices charged to the Government for all (calls) made under this Agreement shall be as

low as, or lower than, those charged to the suppliers most favored customer, in addition to

any discounts for prompt payment. The Contractor agrees that the supplies furnished under

this BPA shall be covered by the most favorable commercial warranties the Contractor gives

to any customer for such supplies.

VI. CALL LIMITATION FAR 13.303-5(b)fl)

No single call placed under this Agreement shall not exceed the $7 million limitation for

individual purchases. Individuals with ordering authority are shown in the following

paragraph. Requirements shall not be split for the purpose of staying under the simplified

acquisition threshold or individual's delegated limits of authority.

VII. INDIVIDUALS AUTHORIZED TO PLACE CALLS AND DOLLAR LIMITATIONS

The individuals authorized to place calls under this Blanket Purchase Agreement, and the

Limits of their purchase authority are shown below:

Unlimited:

OFFICE OF ACQUISITION AND RELOCATION MANAGEMENT (FA)

VIII. ORDERING PROCEDURES

This BPA is intended to allow ordering from multiple Contracting Offices within the Drug

Enforcement Administration. When this occurs, the contractor is directed to email the

Contract Specialist within DEA HQ office of Acquisition & Relocation management to ensure

that the order quantity and amount are recorded to ensure the BPA does not exceed the

maximum order threshold.

(a) All efforts under this BPA shall be performed in response to fully executed Call

Orders. Each Call Order will be issued in writing (e-mail issuance is permissible with

receipt and acceptance response required from the contractor) by the cognizant

Contracting Officer using Standard Form 1449 or Optional Form 347. The original Call

Order will be submitted to the Primary contact listed in the Attachment 4 clause

entitled "Contract Administration Points of Contact." It is the contractor's

responsibility to ensure that a written order is prepared in order that subsequent

invoices may be properly processed and paid in a timely manner. Failure to submit a

copy of the written
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call order with the invoice may result in the contractor not being paid for work

performed.

(b) At a minimum, Call Orders will contain the following information:

1. Date of the order;

2. Contract and Call Order number; Contract line item number and description,

quantity, and unit price;

3. Description of the services to be performed;

4. Delivery or completion date;

5. Place of delivery or performance;

6. Shipping and packaging instructions (if applicable); and

7. Accounting and appropriation data.

(c) Call Orders may be issued by any properly warranted DEA HQ. No orders under this

BPA shall be accepted or honored from any Government agency other than DEA. The

duly warranted DEA Contracting Officer is the only individual who can legally commit or

obligate the Government to the expenditure of public funds. No costs chargeable to the

proposed BPA can be incurred before receipt of a fully executed call order, or specific

authorization from the Contracting Officer.

(d) Any questions or clarifications regarding a unilaterally issued Call Order must be

addressed prior to commencement ofwork. The contractor will not receive financial

compensation for effort performed that is not in accordance with the requirements of

the Call Order.

IX. DELIVERY TICKET

All shipments under this BPA shall be accompanied by delivery tickets or sales slips

prepared in triplicate which shall contain the following information:

Name of Contractor

BPA Number

Date of Call

Call Number

• Itemized list of supplies or services furnished

• Quantity, unit price and extension of each item, less applicable discounts (unit

prices and extensions need not be shown when incompatible with the use of

automated system, provide that the invoice is itemized to show this information)

• Date of delivery or shipment

X. INSPECTION AND ACCEPTANCE

Inspection and acceptance will be at destination, unless otherwise provided. Until

delivery and acceptance, and after any rejections, risk of loss will be on the Contractor

unless loss results from negligence on the part of the Government. For additional

information on Inspection and Acceptance requirements see FAR 52.246-4, Inspection

of Services-Fixed Price.
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XI. COMMERCIAL WARRANTY

The contractor agrees that the supplies or services furnished under this BPA shall be

covered by the most favorable commercial warranties the Contractor gives to any

customer for such supplies or services.

XII. PAYMENT AND BILLING INSTRUCTIONS

The Contractor shall submit scanned or electronic images of invoice(s) to the following

e-mail addresses: Invoice.Diversion@usdoj.gov ; Cassandra.Prioleau@usdoj.gov

; Iacqueline.P.Schottler@usdoi.gov - (This section will be completed at the time

individual BPA calls are provided. The date of record for invoice receipt is established

on the day of receipt of the e-mail if it arrives before the end of standard business

hours (5pm Local], or the next business day if the invoice arrives outside of normal

business hours. Scanned documents with original signature in pdf or other graphic

formats attached to the e-mail are acceptable. Digital/Electronic signature and

certificates cannot be processed by the DEA will be returned.

In addition to the items required in FAR clause 52.232-25 PROMPT PAYMENT, at

(a)(3)(i) through (x), a proper invoice shall also include the following minimum

additional information and/or documentation.

(1) BPA and Order or Call Number;

(2) Total/cumulative charges for the billing period;

(3) Dates upon which items/services were delivered;

(4) The Contractor's Taxpayer Identification Number (TIN); and

(5) A statement signed by a responsible official of the concern substantially similar if

not identical to the

XIII. ADDITIONAL INFORMATION

(a) The terms and conditions included in this BPA apply to all purchased made pursuant to it. In

the event of an inconsistency between provisions of this BPA and the contractor's invoice,

the provision of this BPA will take precedence.

(c) The DEA reserves the right to review and renegotiate the term and conditions of this

Agreement at any time during the term of this BPA.

Following: "1 certify that the items above have been delivered in accordance with the contract and

that all charges are true, correct, and have not been previously billed."

Contractor's Signature Date

Printed Name/Title/Company Phone Number
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GIRARD

Digitally signed by 
JOHN GIRARD 
Date: 2019.06.07 
15:32:19 -04'00'
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Invoices will be rejected if they do not display/open/exccute properly, are not legible, or if

they do not contain the required information or signatures for processing.

Any proposal for modificationfs] of this BPA shall be submitted to the Contracting Officer:

Drug Enforcement Administration

Officer of Acquisition & Relocation Management

Attn: John Girard

8701 Morrisette Drive

Springfield, VA 22152

CONTRACTOR AUTHORIZED OFFICIAL:

DocuSigned by:

tTn FlNorth Texas Health
Science Center

6/7/2019

Date

GOVERNMENT AUTHORIZED OFFICIAL:
jqHN Digitally signed by

JOHN GIRARD

Date: 2019.06.07

15:32:19 -04'00'GIRARD
Date

John Girard

Contracting Officer

OS

ka?
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DEA CLAUSE MATRIX - COMMERCIAL ITEMS

Updated through FAC 2005-101 (10/26/2018)

ORDER #: 15DDHQ19A00000009

52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text. Upon request, the Contracting Officer

will make their full text available. Also, the full text of a clause may be accessed electronically at this address:

https://www.acQuisition.BOv/sites/default/files/current/far/html/FARTOCP52.htmlBwp372482.

(End of clause)

CONTRACTING OFFICER: Check the appropriate box only for clauses that are applicable to this procurement.

52.203-16 PREVENTING PERSONAL CONFLICTS OF INTEREST (DEC 2011)

52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (APR 2014)

52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON POSTCONSUMER FIBER CONTENT PAPER (MAY 2011)

52.204-9 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL (JAN 2011)

52.204-12 UNIQUE ENTITY IDENTIFIER MAINTENANCE (OCT 2016)

[SI 52.204-13 SYSTEM FOR AWARD MANAGEMENT MAINTENANCE (OCT 2018)

52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE MAINTENANCE (JUL 2016)

IE! 52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND CERTIFICATIONS (DEC 2014)

52.204-21 BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEMS (JUN 2016)

52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, AND SERVICES DEVELOPED OR PROVIDED BY KASPERSKY LAB AND OTHER

COVERED ENTITIES, IN ALL SOLICITATIONS AND CONTRACTS (JUL 2018)

52.207-5 OPTION TO PURCHASE EQUIPMENT (FEB 1995)

52.209-12 CERTIFICATION REGARDING TAX MATTERS (FEB 2016)

EI 52.212-4 CONTRACT TERMS AND CONDITIONS-COMMERCIAL ITEMS (OCT 2018)

52.212-4 ALT I CONTRACT TERMS AND CONDITIONS— COMMERCIAL ITEMS (JAN 2017) WITH ALTERNATE I (JAN 2017)

S 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR EXECUTIVE ORDERS—COMMERCIAL ITEMS (OCT 2018)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are incorporated in this contract by reference, to

implement provisions of law or Executive orders applicable to acquisitions of commercial items:

(1) 52.203-19. Prohibition on Requiring Certain Confidentiality Agreements or Statements (JAN 2017) (section 743 of Division E, Title VII, of the
Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as extended

in continuing resolutions)).

(2) 52.204-23. Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul

2018) (Section 1634 of Pub. L. 115-91).

(3) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015) (Executive Order 13658).

(4) 52.233-3. Protest After Award (Aug 1996) (31 U.S.C. 3553).

(5) 52.233-4. Applicable Law for Breach of Contract Claim (Oct 2004)(Public Laws 108-77 and 108-78 (19 U.S.C. 3805 note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated as being incorporated in this contract by

reference to implement provisions of law or Executive orders applicable to acquisitions of commercial items:

[Contracting Officer check as appropriate .]

d (1) 52.203-6. Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate I (Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402).

(2) 52.203-13. Contractor Code of Business Ethics and Conduct (Oct 2015) (Pub. L. 110-252, Title VI, Chapter 1 (41 U.S.C. 3509)).

£3 (3) 52.203-15. Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (June 2010) (Section 1553 of Pub. L. 111-5).

(Applies to contracts funded by the American Recovery and Reinvestment Act of 2009.)

d (4) 52.204-10. Reporting Executive Compensation and First-Tier Subcontract Awards (Oct 2018) (Pub. L. 109-282) (31 U.S.C. 6101 note).

(5) [Reserved)

CD (6) 52.204-14. Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of Div. C).

CH (7) 52.204-15. Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016) (Pub. L. 111-117, section 743 of Div. C).
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Updated through FAC 2005-101 (10/26/2018)
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E (8) 52.209-6. Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, or Proposed for Debarment. (Oct 2015)
(31 U.S.C. 6101 note).

® (9) 52.209-9. Updates of Publicly Available Information Regarding Responsibility Matters (Oct 2018) (41 U.S.C. 2313).

(10) [Reserved]

(ll)(i) 52.219-3. Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 U.S.C. 657a).

(ii) Alternate I (Nov 2011) of 52.219-3.

(12)(i) 52.219-4. Notice of Price Evaluation Preference for HUBZone Small Business Concerns (Oct 2014) [if the offerorelects to waive the preference, it shall

so indicate in its offer) (15 U.S.C. 657a),

(ii) Alternate I (Jan 2011) of 52.219-4.

(13) [Reserved)

(14)(i) 52.219-6. Notice of Total Small Business Set-Aside (Nov 2011) (IS U.S.C. 644).

(ii) Alternate I (Nov 2011).

(iii) Alternate II (Nov 2011).

Q (15)(i) 52.219-7. Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644).

(ii) Alternate I (Oct 1995) of 52.219-7.

(iii) Alternate II (Mar 2004) of 52.219-7.

(16) 52.219-8. Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and (3)).

(17)(i) 52.219-9. Small Business Subcontracting Plan (AUG 2018) (15 U.S.C. 637(d)(4)).

(ii) Alternate I (Nov 2016) of 52.219-9.

(iii) Alternate II (Nov 2016) of 52.219-9.

(iv) Alternate III (Nov 2016) of 52.219-9.

(v) Alternate IV (AUG 2018) of 52.219-9.

(18) 52.219-13. Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r».

(19) 52.219-14, Limitations on Subcontracting (Nov 2011) (15 U.S.C. 637(a)(14)l

(20) 52.219-16. Liquidated Damages-Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)).

D (21) 52,219-27. Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 2011) (15 U.S.C. 657 f).

(22) 52,219-28. Post Award Small Business Program Representation (Jul 2013) (15 U.S.C. 632(a)(2)).

(23) 52.219-29. Notice of Set-Aside for Economically Disadvantaged Women-Owned Small Business (EDWOSB) Concerns (Dec 2015) (15 U.S.C. 637(m)).

CH (24) 52.219-30. Notice of Set-Aside for Women-Owned Small Business (WOSB) Concerns Eligible Under the WOSB Program (Dec 2015) (15 U.S.C. 637(m)).

El (25) 52.222-3. Convict Labor (June 2003) (E.0. 11755).

E (26) 52.222-19. Child Labor—Cooperation with Authorities and Remedies (Jan 2018) (E.0. 13126).

El (27) 52.222-21. Prohibition of Segregated Facilities (Apr 2015).

El (28)(i) 52.222-26. Equal Opportunity (Sept 2016) (E.0. 11246).

El (ii) Alternate I (FEB 1999) of 52.222-26.

EI (29)(i) 52.222-35. Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).

El (ii) Alternate I (JULY 2014) of 52.222-35.

E (30)(i) 52.222-36. Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793).
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(ii) Alternate I (JULY 2014) of 52.222-36.

!3 (31) 52.222-37. Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212).

I~1 (32) 52.222-40. Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.0. 13496).

0 (33}(i) 52.222-50. Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.0. 13627).

(ii) Alternate I (Mar 2015) of 52.222-50 (Mar 2015) (22 U.S.C. chapter 78 and E.0. 13627).

(34) 52.222-54. Employment Eligibility Verification (Oct 2015). (Executive Order 12989). (Not applicable to the acquisition of commercially available off-the-

shelf items or certain other types of commercial items as prescribed in 22.1803.)

(3S)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items (May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to

the acquisition of commercially available off-the-shelf items.)

f~l (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of commercially available off-the-shelf items.)

(36) 52.223-11. Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (Jun 2016) (E.0. 13693).

Ci (3') 52.223-12. Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air Conditioners (Jun 2016) (E.0. 13693).

(38)(i) 52.223-13. Acquisition of EPEAT®-Registered Imaging Equipment (Jun 2014) (E.O.s 13423 and 13514).

(ii) Alternate I (Oct 2015) of 52.223-13.

(39)(i) 52.223-14. Acquisition of EPEAT«-Registered Televisions (Jun 2014) (E.0. 13423 and 13514).

(ii) Alternate I (Jun 2014) of 52.223-14.

(40) 52.223-15. Energy Efficiency in Energy-Consuming Products (Dec 2007) [42 U.S.C. 8259b).

(41)(i) 52.223-16. Acquisition of EPEAT'-Registered Personal Computer Products (Oct 2015) (E.0. 13423).

(ii) Alternate I (Jun 2014) of 52.223-16.

^ (42) 52.223-18. Encouraging Contractor Policies to Ban Text Messaging While Driving (Aug 2011) (E.0. 13513).

(43) 52.223-20. Aerosols (Jun 2016) (E.0. 13693).

(44) 52.223-21. Foams (Jun 2016) (E.0. 13693).

(45)(i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).

(ii) Alternate I (JAN 2017) of 52.224-3.

(46) 52.225-1, Buy American—Supplies (May 2014) (41 U.S.C. chapter 83).

D (47)(i) 52.225-3. Buy American—FreeTrade Agreements— Israeli Trade Act (May 2014) (41 U.S.C. chapter 83. 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19
U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43.

(ii) Alternate I (May 2014) of 52.225-3.

(iii) Alternate II (May 2014) of 52.225-3.

(iv) Alternate III (May 2014) of 52.225-3.

(48) 52.225-5, Trade Agreements (AUG 2018) (19 U.S.C. 2501. et seq., 19 U.S.C. 3301 note).

E3 (49) 52.225-13. Restrictions on Certain Foreign Purchases (JUNE 2008) (E.O.'s, proclamations, and statutes administered by the Office of Foreign Assets
Control of the Department of the Treasury),

0 (50) 52.225-26. Contractors Performing Private Security Functions Outside of the United States (Oct 2016) (Section 862, as amended, of the National
Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).

(51) 52.226-4. Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).

(52) 52.226-5. Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 U.S.C. 5150).

(53) 52.232-29. Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 4505. 10 U.S.C. 2307(f)).
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(54) 52.232-30, Installment Payments for Commercial Items (JAN 2017) (41 U.S.C. 4505. 10 U.S.C. 2307(f)).

[x] (55) 52.232-33, Payment by Electronic Funds Transfer—System for Award Management (Oct 2018) (31 U.S.C. 3332).

D (56) 52.232-34, Payment by Electronic Funds Transfer—Other than System for Award Management (Jul 2013) (31 U.S.C. 3332).

(57) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332)

(58) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

(59) 52.242-5. Payments to Small Business Subcontractors (JAN 2017) (15 U.S.C. 637(d)(12)).

(60)(i) 52.247-64. Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Aoox. 1241(b) and 10 U.S.C. 2631).

(ii) Alternate I (Apr 2003) of 52.247-64.

(iii) Alternate II (FEB 2006) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that the Contracting Officer has indicated as being

incorporated in this contract by reference to implement provisions of law or Executive orders applicable to acquisitions of commercial items:

[Contracting Officer: check as appropriate.]

(1) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.0. 13495).

O (2) 52.222-41. Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67).

D (3) 52.222-42. Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67, et seq.).

CD (4)52.222-43, Fair Labor Standards Act and Service Contract Labor Standards— Price Adjustment (Multiple Year and Option Contracts) (AUG 2018)
(29 U.S.C. 206 and 41 U.S.C. chapter 67).

(5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards—Price Adjustment (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67,

etseq.).

(6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, Calibration, or Repair of Certain

Equipment— Requirements (May 2014) (41 U.S.C. chapter 67. etseq.).

(7) 52.222-53. Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services— Requirements (May 2014)

(41 U.S.C. chapter 67. et seq.).

(8) 52.222-55. Minimum Wages Under Executive Order 13658 (Dec 2015).

(9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.0. 13706).

(10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) (42 U.S.C. 1792).

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph (d) if this contract was awarded using other

than sealed bid, is in excess of the simplified acquisition threshold, and does not contain the clause at 52.215-2, Audit and Records— Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall have access to and right to examine

any of the Contractor' s directly pertinent records involving transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other evidence for examination, audit, or

reproduction, until 3 years after final payment under this contract or for any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the

other clauses of this contract. If this contract is completely or partially terminated, the records relating to the work terminated shall be made available for 3

years after any resulting final termination settlement. Records relating to appeals under the disputes clause or to litigation or the settlement of claims arising

under or relating to this contract shall be made available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other data, regardless of type and regardless of

form. This does not require the Contractor to create or maintain any record that the Contractor does not maintain in the ordinary course of business or

pursuant to a provision of law.
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(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the Contractor is not required to flow down any FAR

clause, other than those in this paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall be as

required by the clause—

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (Pub. L. 110-252, Title VI, Chapter 1 (41 U.S.C. 3509)).

(ii) 52.203-19, Prohibition on Requiring Certain internal Confidentiality Agreements or Statements (Jan 2017) (section 743 of Division E, Title VII, of

the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts

(and as extended in continuing resolutions)).

(iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other Covered Entities

(Jul 2018) (Section 1634 of Pub. L. 115-91).

(iv) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and (3)), in all subcontracts that offer further subcontracting

opportunities. If the subcontract (except subcontracts to small business concerns) exceeds $700,000 ($1.5 million for construction of any public

facility), the subcontractor must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities.

(v) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.0. 13495). Flow down required in accordance with paragraph (I) of FAR clause

52.222-17.

(vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).

(vii) 52.222-26. Equal Opportunity (Sept 2016) (E.0. 11246).

(viii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).

(ix) 52.222-36. Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C,.793).

(x) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212).

(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.0. 13496). Flow down required in accordance

with paragraph (f) of FAR clause 52.222-40.

(xii) 52.222-41. Service Contract Labor Standards (AUG 2018) (4 1_JJ ch aRter 67 ) .

(xiii) [x] (A) 52.222-50. Combating Trafficking in Persons (Mar 2015) ((Mar 2015) (22 U.S.C. chapter 78 and E.0. 13627).

(B) Alternate I (Mar 2015) of 52.222-50 (Mar 2015) (22 U.S.C. chapter 78 and E.0. 13627).

(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, Calibration, or Repair of Certain

Equipment-Requirements (May 2014) (41 U.S.C. chapter 67).

(*u) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services-Requirements (May 2014)
(41 U.S.C. chapter 67).

(xvi) 52.222-54. Employment Eligibility Verification (Oct 2015) (E.0. 12989).

(xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015).

(xviii) 52,222-62. Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.0. 13706).

(xix)(A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a).

(B) Alternate I (Jan 2017) of 52.224-3.

(xx) 52.225-26, Contractors Performing Private Security Functions Outside of the United States (Oct 2016) (Section 862, as amended, of the National

Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).

(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) (42 U.S.C. 1792). Flow down required in accordance with

paragraph (e) of FAR clause 52.226-6.

(xxii) 52.247-64. Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631). Flow down

required in accordance with paragraph (d) of FAR clause 52.247-64.

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal number of additional clauses necessary to satisfy its

contractual obligations.

(End of clause)

52.223-2 AFFIRMATIVE PROCUREMENT OF BIOBASED PRODUCTS UNDER SERVICE AND CONSTRUCTION CONTRACTS (SEP 2013)

••""fill-in information in paragraph (d); enter agency point of contact name, phone #, and e-mail address •••
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52.225-8 DUTY-FREE ENTRY (OCT 2010)

52.232-18 AVAILABILITY OF FUNDS (APR 1984)

[SI 52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (JUN 2013)

52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (DEC 2013)

CONTRACTING OFFICER: List additional FAR clauses below, as needed, by entering the clause number, title, and date for each clause added.

52.227-14 Rights in Data General, Alternate IV (Dec 2007). As prescribed in 27.409(b)(5), substitute the following paragraph (c)(1) for paragraph (c)(1) of the

basic clause:

(c) Copyright-(l) Data first produced in the performance of the contract. Except as otherwise specifically provided in this contract, the Contractor may assert

copyright in any data first produced in the performance of this contract. When asserting copyright, the Contractor shall affix the applicable copyright notice of 17

U.S.C. 401 or 402, and an acknowledgment of Government sponsorship (including contract number), to the data when such data are delivered to the

Government, as well as when the data are published or deposited for registration as a published work in the U.S. Copyright Office. For data other than computer

software, the Contractor grants to the Government, and others acting on its behalf, a paid-up, nonexclusive, irrevocable, worldwide license for all such data to

reproduce, prepare derivative works, distribute copies to the public, and perform publicly and display publicly, by or on behalf of the Government. For computer

software, the Contractor grants to the Government and others acting on its behalf, a paid-up, nonexclusive, irrevocable, worldwide license for all such computer

software to reproduce, prepare derivative works, and perform publicly and display publicly (but not to distribute copies to the public), by or on behalf of the

Government.

DEA-2852. 239-70 SECURITY OF SYSTEMS AND DATA, INCLUDING PERSONALLY IDENTIFIABLE DATA (AUGUST 2012)

(a) Systems Security. The work to be performed under this contract requires the handling of data that originated within the Drug Enforcement

Administration (DEA)/U.S. Department of Justice (DOJ), data that the contractor manages or acquires for the DEA/DOJ, and/or data that is acquired in order to

perform the contract and concerns DEA/DOJ programs or personnel. For all systems handling such data, the Contractor shall comply with all security

requirements applicable to DEA/DOJ systems, including but not limited to all Executive Branch system security requirements (e.g., requirements imposed by OMB

and NIST) DOJ IT Security Standards, and DOJ Order 2640.2F.

The Contractor shall provide DEA/DOJ access to and information regarding the contractor's systems when requested by the DEA/DOJ in connection with its efforts

to ensure compliance with all such security requirements, and shall otherwise cooperate with the Department in such efforts. DEA/DOJ access shall include

independent validation testing of controls, system penetration testing by DEA/DOJ, FISMA data reviews, and access by the DEA Office of the Chief Inspector/DOJ

Office of the Inspector General for its reviews.

The use of contractor-owned laptops or other media storage devices to process or store data covered by this clause is prohibited until the contractor provides a

letter to the Contracting Officer (CO) certifying the following requirements:

(1) Laptops must employ encryption using a NIST Federal Information Processing Standard (FIPS) 140-2 validated product;

The Contractor must develop and implement a process to ensure that security and other applications software is kept up-to-date;

Mobile computing devices will utilize anti-viral software and a host-based firewall mechanism;

(2)

(3)

(4) The Contractor shall log all computer-readable data extracts from databases holding sensitive information and verify each extract including sensitive

data has been sanitized within 90 days or its use is still required. All DEA/DOJ information is sensitive information unless designated as non-sensitive by the

Department.

(5) Contractor-owned removable media, such as removable hard drives, flash drives, CDs, and floppy disks, containing DEA/DOJ data, shall not be removed

from DEA/DOJ facilities unless encrypted using a NIST FIPS 140-2 validated product;

(6) When no longer needed, all removable media and laptop hard drives shall be sanitized in accordance with security requirements applicable to

DEA/DOJ;

(7) The Contractor shall keep an accurate inventory of devices used on DEA contracts;

(8) Rules of behavior must be signed by users. These rules shall address at a minimum: authorized and official use; prohibition against unauthorized users;

and protection of sensitive data and personally identifiable information; and
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(9) All DEA/DOJ data will be removed from Contractor-owned laptops upon termination of contract work. This removal must be accomplished in

accordance with the manner prescribed in the DOJ IT Security Standard - Version 1.4 (March 2011). Certification of data removal will be performed by the

contractor's project manager and a letter confirming certification shall be delivered to the CO within 15 days of termination of contractor work.

(b) Data Security. By acceptance of, or performance on, this contract, the contractor agrees that with respect to the data identified in paragraph (a), in the

event of any actual or suspected breach of such data (i.e., loss of control, compromise, unauthorized disclosure, access for an unauthorized purpose, or other

unauthorized access, whether physical or electronic), the Contractor will immediately (and in no event later than within one hour of discovery) report the breach

to the DEA CO and the Contracting Officer's Representative (COR).

If the data breach occurs outside of regular business hours and/or neither the CO nor the COR can be reached, the Contractor shall notify the Cybersecurity

Operations & Response Center, Validation, Integrity, and Penetration Response Unit (ISIV) [e-mail: isivsoc@usdoj.gov | tel: 703-285-7146] within one hour of

discovery of the breach. The Contractor shall also notify the CO as soon as possible during regular business hours.

(c) Personally Identifiable Information Notification Requirement. The Contractor further certifies that it has a security policy in place that contains

procedures to promptly notify any individual whose personally identifiable information (as defined in OMB Memorandum M-07-16 dated May 16, 2007) was, or is

reasonably believed to have been, compromised. Any notification shall be coordinated with the DEA, and shall not proceed until the DEA has made a

determination that notification would not impede a law enforcement investigation or jeopardize national security. The method and content of any notification by

the contractor shall be coordinated with, and be subject to the approval of, the DEA/DOJ. The Contractor assumes full responsibility for taking corrective action

consistent with the DEA's Guidelines for Data Breach Notification (December 2, 2011), which may include offering credit monitoring when appropriate.

(d) Pass-through of Security Requirements to Subcontractors. The requirements set forth in paragraphs (a) through (c) above apply to all subcontractors

who perform work in connection with this contract. For each subcontractor, the Contractor must certify that it has required the subcontractor to adhere to all

such requirements. Any breach by a subcontractor of any of the provisions set forth in this clause will be attributed to the Contractor.

(End of clause)

DEA-2852. 242-77 PERMITS AND LICENSES (MAY 2012)

(a) The Contractor shall obtain, and maintain in effect, all necessary permits and/or licenses required by Federal, State and/or Local laws, regulations, or

ordinances for the performance of work under this contract. For other than firm-fixed price contracts, the costs for obtaining such permits and/or licenses are

reimbursable except for any such licensing or certification standards applicable to employee qualifications for performing the required work.

(b) The costs of obtaining and maintaining such permits and licenses are reimbursable to the extent permitted by the applicable cost principles specified in

Part 31 of the Federal Acquisition Regulation.

(c) The Contractor shall comply with all applicable laws and ordinances pertaining to the work under this contract.

(End of clause)

DEA-2852. 242-78 APPROVAL REQUIRED FOR ADVERTISING AND MEDIA RELEASES (MAY 2012)

The Contractor shall not release, publish, or otherwise disseminate any information regarding this contract or the specifics of the requirement in any public or

private media, publication, or venue without the prior written approval of the Contracting Officer. Media communication releases pertaining to any aspect of the

award or performance thereunder shall not be made without the prior written approval of the Contracting Officer.

(End of clause)

The following clauses are also applicable as indicated below.

13 DEA-2852. 203-70 FORMER EMPLOYMENT OR ASSIGNMENT WITH THE DEA (DEC 2017)

(a) Any offeror or contractor who intends to employ any individual who either currently works for DEA, or had been employed with DEA as a Federal employee

within the previous five (5) years for work supporting a prospective or active DEA contract must notify DEA of its intent as described in this clause.

(b) The offeror or contractor shall instruct any prospective or current employee meeting the criteria in paragraph (a), above, to complete and sign a DEA Contractor

Ethics Questionnaire. The questionnaire is available for download at http://www.dea.gov/resource-center/doing-business aco policies.shtml. When the intent

to employ such individual is known prior to the award of a new contract or order, the contractor shall submit the employee's completed questionnaire and

resume to DEA concurrently with its proposal. When the intent is to employ such individual under an existing contract or order, the contractor shall submit the

completed questionnaire and r£sum£ electronically to the cognizant DEA contracting officer AND ethicsFAC@ usdoi .gov.

(c) The offeror or contractor understands that any such employees described in paragraph (a) are prohibited from appearing before, or communicating with, the

Federal Government on behalf of a contractor regarding a Government contract, investigation or other particular matter that they participated in personally and

substantially as a Federal employee with the intent to influence Government officials in those matters for the lifetime of those matters.
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(d) The offeror or contractor further understands that for two (2) years after leaving the Federal Government, such employees described in paragraph (a) are

prohibited from appearing before, or communicating with, the Government with the intent to influence on behalf of a contractor regarding a Government

contract, investigation or other particular matter that they did not participate in personally and substantially as a Federal employee, but that was under their

official responsibility during their last year in the Government. For purposes of this clause, an employee is defined as one appointed under Title 5, Section 201S

or Title 21, Section 878 of the United States Code.

(e) If DEA determines after reviewing questionnaire responses or conducting other inquiries that the prospective employee is disqualified for assignment to the

contract based on an unfavorable suitability and/or security determination, or may violate the post-employment restrictions described in paragraphs (c) or (d),

above, or other applicable laws if allowed to work on or support the contract/task order, at DEA's request, the offeror or contractor must not assign such

employee to work under a prospective or active contract.

(f) If an offeror or contractor fails to provide a required Questionnaire, the prospective employee will not be approved to work under the DEA contract or order

until such time as the Questionnaire is submitted, reviewed, and approved in accordance with established procedures.

(End of clause)

El DEA-2852.203-71 REQUIREMENT FOR NOTIFICATION OF CONTRACTOR EMPLOYEES OF WHISTLEBLOWER RIGHTS (JAN 2017)

(a) This contract/order includes clause 52.203-17. Contractor Employee Whistleblower Rights and Requirement to Inform Employees of Whistleblower Rights. This

clause imposes a requirement on the contractor to inform its employees in writing of their whistleblower rights and protections set forth under 41 U.S.C. 4712.

as described in section 3.908 of the Federal Acquisition Regulation, and to include the substance of the clause in all subcontracts exceeding the simplified

acquisition threshold. A summary of these rights as well as key information and points of contact for reporting suspected waste, fraud, abuse, misconduct, or

whistleblower reprisal is provided in the attached document entitled "Whistleblower Information for Department of Justice Contractors, Subcontractors, and

Grantees."

(b) The contractor shall comply with the requirement to inform its employees of their whistleblower rights and protections by distributing a copy of the

Whistleblower Information document to each employee or a translated version of the document in the principle language of the employee; provided, that the

translated version includes all of the information in the English language document.
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(c) Not later than 30 days after the award of the contract or order, or 30 days after the effective date of the modification incorporating clause DEA-2852.203-71,

the contractor shall provide written notice informing the Contracting Officer that it has fully complied with the notification requirements in clause 52.203-17

and DEA-2852.203-71 or the reasons why compliance has not been met.

(End of clause)

DEA-28S2.204-78 CONTRACTOR PERSONNEL REPORTING REQUIREMENTS (CPRR) (APR 2018)

(a) During the life of the contract, the contractor shall report all personnel assigned to perform under the contract using the Contractor Personnel Reporting

Requirements (CPRR) template available at http://www.dea.gov/resource-center/doing-business_acq_policies.shtml.

(b) The report shall be updated quarterly to include any additions, updates, or changes in status. This information will be maintained by DEA's Office of Acquisition

& Relocation Management (FA), to ensure compliance with Homeland Security Presidential Directive 12 (HSPD-12).

(c) By the 10th of January, April, July, and October, the Contractor shall submit the report directly to the CPRR Mailbox at CPRR.Mailbox@usdoj.gov.

(d) Failure to submit timely updates on the quarterly CPRR report will be documented by FA and reported to the Contracting Officer's Representative (COR) or

Contracting Officer for appropriate action and may result in adverse comments on the Contractor Performance Assessment Reporting System (CPARS).

(e) In the event of repetitive failures to provide this report, the contract may be terminated for default.

(End of Clause)

DEA-2852.209-70 ORGANIZATIONAL CONFLICTS OF INTEREST (MAY 2012)

(a) The Contractor warrants that, to the best of its knowledge and belief, there are no relevant facts or circumstances that would give rise to an organizational conflict of

interest, as defined in FAR Subpart 9.5, or that the Contractor has disclosed all such relevant information.

(b) In the event that an actual, potential, or apparent organizational conflict of interest is discovered after award, the Contractor shall make full disclosure of the

particular facts and circumstances to the Contracting Officer in writing. This disclosure shall include a description of the actions that the Contractor has taken, or

proposes to take in order to avoid, mitigate, or neutralize the risk to the Government.

(c) Remedies. The Contracting Officer may terminate this contract for convenience, in whole or in part, if deemed necessary to avoid or mitigate an actual or apparent

organizational conflict of interest. In the event that the Contractor failed to disclose in a timely manner, or misrepresented the facts and circumstances of, an actual,

potential, or apparent organizational conflict of interest of which it had prior knowledge, the Contracting Officer may terminate this contract for default or cause, and

pursue additional remedies, including debarment, as may be provided by law.

(d) Failure to submit timely updates on the quarterly CPRR report will be documented by FA and reported to the Contracting Officer's Representative (COR) or

Contracting Officer for appropriate action and may result in adverse comments on the Contractor Performance Assessment Reporting System (CPARS).

(e) In the event of repetitive failures to provide this report, the contract may be terminated for default.

(End of clause)

El DEA-2852. 209-79 CONTRACTOR INTERNAL CONFIDENTIALITY AGREEMENTS OR STATEMENTS PROHIBITING OR RESTRICTING REPORTING OF WASTE,

FRAUD, AND ABUSE (DEVIATION 2015-02) (APR 2016)

None of the funds appropriated to the Department under its current Appropriations Act may be used to enter into a contract, grant, or cooperative agreement with

an entity that requires employees or contractors of such entity seeking to report fraud, waste, and abuse to sign internal confidentiality agreements or statements

prohibiting or otherwise restricting such employees or contractors from lawfully reporting such waste, fraud, or abuse to a designated investigative or law

enforcement representative of a Federal department or agency authorized to receive such information. By submitting a response to this solicitation, the contractor

certifies that it does not require employees or contractors of the contractor seeking to report fraud, waste, and abuse to sign internal confidentiality agreements or

statements prohibiting or otherwise restricting such employees or contractors from lawfully reporting waste, fraud, and abuse to a designated investigative or law

enforcement representative of a Federal department or agency authorized to receive such information.

(End of clause)

12 DEA-2852.211-71 SCHEDULED AND UNSCHEDULED CLOSURES OF GOVERNMENT OFFICES (NOV 2012)

(a) In accordance with 5 U.S.C. 6103. Federal Government offices are closed for ordinary business in observance of the following holidays:

• New Year's Day

• Birthday of Martin Luther King, Jr.
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• Washington's Birthday

• Memorial Day

• Independence Day

• Labor Day

• Columbus Day

• Veteran's Day

• Thanksgiving Day

• Christmas Day

• Inauguration Day (Federal offices in the Washington DC metropolitan area only)

(b) Federal offices may close at other times without advance notice due to emergencies, inclement weather, interruption of utilities, or other reasons. Such

closures may be declared by the President, Office of Personnel Management, Office of Management and Budget, the Administrator of the DEA, or other

appropriate executive authority. The duration of such closures may range from an early closure with normal operations expected on the next business day to a

period of indeterminate length.

(c) At the time that a closure is declared, appropriate information, notifications, and instructions will be provided regarding the return to normal operations. The

Contractor shall comply with all directives issued in regards to such closures. The Contractor shall follow agency procedures for registering emergency contact

information and shall monitor appropriate broadcast mediums for receiving emergency information.

(d) When a closure is declared, contractor personnel must vacate the facility as directed except personnel designated in accordance with agency procedures by the

contracting officer to remain onsite to continue performance. Evacuated personnel will not be allowed to reenter the facility for the duration of the closure.

Performance of work at alternate sites is not permissible except in accordance with the terms of the contract and written authorization by the contracting

officer.

(e) Whenever it is necessary for contractor employees to continue performance during such closures, the contracting officer will provide written authorization for

such work. Such written authorization will designate the specific individuals authorized to continue performance, alternate work sites when applicable, work

schedules, work dates, and special instructions and information. Telework may be authorized if permitted by the terms of the contract. Any services scheduled

to be performed at Government facilities shall not be performed elsewhere unless specifically authorized in accordance with the terms of this contract.

(f) For firm fixed priced contracts, the terms for invoicing and payment in the contract will remain unchanged unless changed by a fully executed modification to

the contract.

(g) For other than firm fixed priced contracts, the contractor shall invoice in accordance with the Payments and Prompt Payment clauses of the contract only for

work performed. Employee compensation for the period of the closure shall be governed by corporate policy.

(h) Agency-sponsored events such as picnics or other social events are not considered to be official office closures. The Contractor shall not invoice for time spent

by its employees attending or participating in such events.

(i) In no case will any compensable administrative leave, which might be approved for Federal employees in connection with official holidays or other events,

extend to contractor personnel.

[End of clause)

DEA-2852. 218-70 CONTINUING CONTRACT PERFORMANCE DURING A PANDEMIC INFLUENZA OUTBREAK OR OTHER BIOMEDICAL EMERGENCY OR

CATASTROPHE (MAY 2012)

(a) It has been determined that the services provided under this contract are mission-critical and essential to the ongoing operations of the Drug Enforcement

Administration.

(b) In the event of a pandemic influenza outbreak or other biomedical emergency or catastrophe, the Contractor shall continue performance of this contract

without delay or interruption.

(c) The Government will provide notice, information, and instructions to the Contractor regarding any such event. If it is determined that changes to the

performance requirements are necessary, the Government will implement the necessary changes by the issuance of Change Orders in accordance with the

Changes clause of the contract, and the Contractor may assert its right for an equitable adjustment accordingly. Additional information and guidance is

provided in the attached notice entitled, "Continuing Contract Performance during a Pandemic Influenza or Other National Emergency."

(End of clause)
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DEA-2852. 219-70 SECTION 8(a) DIRECT AWARD (MAY 2012)

(a) Pursuant to the Partnership Agreement (PA) between the U.S. Small Business Administration (SBA) and the U.S. Department of Justice (DOJ), the U.S. Drug

Enforcement Administration (DEA), a component of the DOJ, hereby executes a direct award to [enter name of 8(a) concern] under the authority delegated to it

by the SBA in accordance with 13 CFR 124.501 and the PA. DEA will perform all contract execution and review functions pertaining to this award in accordance

with the delegation. The DEA will notify the SBA of this award, as required by 13 CFR 124,503(a)(4)(ii), and provide SBA with a copy of the award.

(b) Notwithstanding the identification of the parties on the award form, the prime Contractor for this award is the U.S. Small Business Administration, and [enter

name of 8(a) concern] is the Subcontractor.

(c) The cognizant SBA district office is:

[SBA district office]

[street address]

[city, state and zip code]

(d) [enter name of the 8(a) concern] shall:

(1) Notify the Contracting Officer, simultaneous with its notification to the SBA (as required by SBA's 8(a) regulations at 13 CFR 124.308), when the

owner or owners upon whom 8(a) eligibility is based plan to relinquish ownership or control of the concern. Consistent with Section 407 of Public

Law 100-656, transfer of ownership or control shall result in termination of the contract for convenience, unless the SBA waives the requirement for

termination prior to the actual relinquishing of ownership and control;

(2) Comply with the applicable performance requirements of clause 52.219-14, Limitations on Subcontracting as checked below: [Contracting officer:

check only one performance standard based on the primary purpose of the contract. )

O Services (except construction) — At least 50 percent of the cost of contract performance incurred for personnel shall be expended for

employees of the concern.

O Supplies (other than procurement from a nonmanufacturer ofsuch supplies) — The concern shall perform work for at least 50 percent of the

cost of manufacturing the supplies, not including the cost of materials.

I"! General construction — The concern will perform at least 15 percent of the cost of the contract, not including the cost of materials, with its own

employees

O Construction by special trade contractors — The concern will perform at least 25 percent of the cost of the contract, not including the cost of

materials, with its own employees.

(3) Provide the contracting officer with evidence of compliance with the applicable performance standard. This report shall show total dollars expended

in the cost category specified in the performance standard both for the reporting period and cumulative to date along with the dollars and

percentage of total dollars expended from the contractor's resources. This report shall be submitted annually. A final report covering the entire

period of the contract shall be submitted upon expiration of the contract.

(4) Not subcontract the performance of any of the requirements of this contract without the prior written approval of the Contracting Officer.

(e) Compliance with the Limitation on Subcontracting clause is a mandatory performance requirement of this contract.

(End of clause)

DEA-2852.222-70 APPLICABLE WAGE DETERMINATION (SERVICE CONTRACT LABOR STANDARDS) (JUN 2014)

(a) In accordance with clause 52.222-41, Service Contract Labor Standards, the minimum monetary wages and fringe benefits applicable to this contract are set

forth in the attached Wage Determination(s):
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Wage Determination # Section J Attachment #Revision # Date

(b) The Contractor shall attach a copy of this (these) wage determination(s) to Wage and Hour Division (WHO) poster WH-1313, Employee Rights on Government

Contracts, and shall post both the publication and the wage determination(s) in a prominent and accessible location in the workplace as required by Federal

Acquisition Regulation 22.1018(c). WH-1313 is available for downloading at http://www.dol.gov/whd/regs/compliance/posters/sca.htm (Spanish language

version available at httD://www.dol.aov/whd/reas/compliance/pdf/scaspon.pdf).

(c) The Contractor shall classify each service employee who will perform under this contract by the applicable wage determination according to the work

performed by the employee. If the applicable wage determination does not include an appropriate occupational code, title, and wage rate for a service

employee employed under the contract, the Contractor shall initiate the conformance process in accordance with paragraph (c) of clause 52.222-41 and

corresponding instructions provided by the WHD at http://www.wdol.gov/sca confrmnce.aspx.

(End of clause)

DEA-2852. 237-70 PREVENTING PERSONAL SERVICES CONTRACTS AND PERFORMANCE OF INHERENTLY GOVERNMENT FUNCTIONS (JUN 2018)

(a) A personal services contract is characterized by the employer-employee relationship it creates between the Government and the contractor1s personnel. This

contract action is for non-personal services and is not a personal services contract action. Due to the need for close interaction of government and contractor

personnel, it is essential for all contractor personnel for this contract performing at Drug Enforcement Administration (DEA) designated worksites to receive

supervision from their parent company and avoid employer-employee relationships with government officials. In addition, it is important for contractor

personnel to recognize and avoid circumstances that may appear to be personal services. Federal Acquisition Regulation (FAR) subpart 37.104 provides

important information to be aware of to avoid performing these types of duties. The contractor awarded this contract shall ensure their employees and

subcontractors comply with this requirement and receive supervision from their parent company to avoid performance of a personal services contract.

"Inherently governmental function" means, as a matter of policy, a function so intimately related to the public interest as to mandate performance by

Government employees. An inherently governmental function includes activities requiring either the exercise of discretion in applying Government authority, or

the making of value judgments in making decisions for the Government. Governmental functions normally fall into two categories: the act of governing, i.e., the

discretionary exercise of Government authority, and monetary transactions and entitlements. It is essential for all contractor personnel performing services at

DEA designated worksites to recognize and understand what inherently government functions are. Federal Acquisition Regulation (FAR) subpart 7.5 - Inherently

Governmental Functions and the Office of Management and Budget's (OMB) Office of Federal Procurement Policy (OFPP) Policy Letter 11-01. Performance of

Inherently Governmental and Critical Functions, provide important information regarding inherently governmental functions to be aware of to avoid performing

these types of duties. The contractor awarded this contract shall ensure their employees and subcontractors comply with this requirement.

(b)

(c) Contractors providing personnel who perform services on-site at DEA offices must certify via the "Contractor Employee Certification Concerning Prohibition of

Personal Services Contracts and Inherently Governmental Functions" form that its on-site employee(s) have read and understand FAR 37.104, Personal services

contracts, and FAR subpart 7.5 before they may begin work at an on-site DEA office. The Contractor on-site supervisor shall address any questions or concerns

with the Contracting Officer's Representative (COR) or Contracting Officer.

(End of Clause)

DEA-2852. 239-71 INFORMATION RESELLERS OR DATA BROKERS (MAY2012)

(a) Under this contract, the Drug Enforcement Administration (DEA) obtains personally identifiable information about individuals from the contractor.

(b) The Contractor certifies that it has a security policy in place that contains procedures to promptly notify any individual whose personally identifiable information

(as defined by OMB) was, or is reasonable believed to have been, breached. Any notification shall be coordinated with the DEA, and shall not proceed until the

DEA has made a determination that notification would not impede a law enforcement investigation or jeopardize national security.

(c) The method and content of any notification by the contractor shall be coordinated with, and be subject to the approval of, the DEA/DOJ. The Contractor

assumes full responsibility for taking corrective action consistent with the DEA's Guidelines for Data Breach Notification (December 2, 2011), which may include

offering credit monitoring when appropriate.

(End of clause)
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DEA-2852. 239-73 SECURITY OF DOJ INFORMATION AND SYSTEMS (AUG 2015)

I. APPLICABILITY TO CONTRACTORS AND SUBCONTRACTORS

This clause applies to all contractors and subcontractors, including cloud service providers ("CSPs"), and personnel of contractors, subcontractors, and CSPs

(hereinafter collectively, "Contractor") that may access, collect, store, process, maintain, use, share, retrieve, disseminate, transmit, or dispose of U.S. Department of

Justice (DOJ) Information. It establishes and implements specific DOJ requirements applicable to this Contract. The requirements established herein are in addition

to those required by the Federal Acquisition Regulation ("FAR"), including FAR 11.002(g) and 52.239-1, the Privacy Act of 1974, and any other applicable laws,

mandates, Procurement Guidance Documents, and Executive Orders pertaining to the development and operation of Information Systems and the protection of

Government Information. This clause does not alter or diminish any existing rights, obligation or liability under any other civil and/or criminal law, rule, regulation or

mandate.

II. GENERAL DEFINITIONS

The following general definitions apply to this clause. Specific definitions also apply as set forth in other paragraphs.

Information means any communication or representation of knowledge such as facts, data, or opinions, in any form or medium, including textual,

numerical, graphic, cartographic, narrative, or audiovisual. Information includes information in an electronic format that allows it be stored, retrieved or

transmitted, also referred to as "data," and "personally identifiable information" ("PH"), regardless of form.

A.

B, Personally Identifiable Information (or Pll) means any information about an individual maintained by an agency, including, but not limited to, information

related to education, financial transactions, medical history, and criminal or employment history and information, which can be used to distinguish or

trace an individual's identity, such as his or her name, social security number, date and place of birth, mother's maiden name, biometric records, etc.,

including any other personal information which is linked or linkable to an individual.

C. DOJ Information means any Information that is owned, produced, controlled, protected by, or otherwise within the custody or responsibility of the DOJ,

including, without limitation, Information related to DOJ programs or personnel. It includes, without limitation, Information (1) provided by or generated

for the DOJ, (2) managed or acquired by Contractor for the DOJ in connection with the performance of the contract, and/or (3) acquired in order to

perform the contract.

D. Information System means any resources, or set of resources organized for accessing, collecting, storing, processing, maintaining, using, sharing,

retrieving, disseminating, transmitting, or disposing of (hereinafter collectively, "processing, storing, or transmitting") Information.

E. Covered Information System means any information system used for, involved with, or allowing, the processing, storing, or transmitting of DOJ

Information.

III. CONFIDENTIALITY AND NON-DISCLOSURE OF DOJ INFORMATION

Preliminary and final deliverables and all associated working papers and material generated by Contractor containing DOJ Information are the property of the U.S.

Government and must be submitted to the Contracting Officer ("CO") or the CO's Representative ("COR") at the conclusion of the contract. The U.S. Government has

unlimited data rights to all such deliverables and associated working papers and materials in accordance with FAR 52.227-14.

A. All documents produced in the performance of this contract containing DOJ Information are the property of the U.S. Government and Contractor shall

neither reproduce nor release to any third-party at any time, including during or at expiration or termination of the contract without the prior written

permission of the CO.

B. Any DOJ information made available to Contractor under this contract shall be used only for the purpose of performance of this contract and shall not be

divulged or made known in any manner to any persons except as may be necessary in the performance of this contract. In performance of this contract,

Contractor assumes responsibility for the protection of the confidentiality of any and all DOJ Information processed, stored, or transmitted by the

Contractor. When requested by the CO (typically no more than annually), Contractor shall provide a report to the CO identifying, to the best of

Contractor's knowledge and belief, the type, amount, and level of sensitivity of the DOJ Information processed, stored, or transmitted under the Contract,

including an estimate of the number of individuals for whom Pll has been processed, stored or transmitted under the Contract and whether such

information includes social security numbers (in whole or in part).
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IV. COMPLIANCE WITH INFORMATION TECHNOLOGY SECURITY POLICIES, PROCEDURES AND REQUIREMENTS

For all Covered Information Systems, Contractor shall comply with all security requirements, including but not limited to the regulations and guidance

found in the Federal Information Security Management Act of 2014 ("FISMA"), Privacy Act of 1974, E-Government Act of 2002, National Institute of

Standards and Technology ("NIST") Special Publications ("SP"), including NIST SP 800-37, 800-53, and 800-60 Volumes I and II, Federal Information

Processing Standards ("FIPS") Publications 140-2, 199, and 200, OMB Memoranda, Federal Risk and Authorization Management Program ("FedRAMP"),

DOJ IT Security Standards, including DOJ Order 2640.2, as amended. These requirements include but are not limited to:

A.

1. Limiting access to DOJ Information and Covered Information Systems to authorized users and to transactions and functions that authorized users are

permitted to exercise;

2. Providing security awareness training including, but not limited to,' recognizing and reporting potential indicators of insider threats to users and

managers of DOJ Information and Covered Information Systems;

Creating, protecting, and retaining Covered Information System audit records, reports, and supporting documentation to enable reviewing,

monitoring, analysis, investigation, reconstruction, and reporting of unlawful, unauthorized, or inappropriate activity related to such Covered

Information Systems and/or DOJ Information;

3.

4. Maintaining authorizations to operate any Covered Information System;

5. Performing continuous monitoring on all Covered Information Systems;

6. Establishing and maintaining baseline configurations and inventories of Covered Information Systems, including hardware, software, firmware, and

documentation, throughout the Information System Development Lifecyde, and establishing and enforcing security configuration settings for IT

products employed in Information Systems;

7. Ensuring appropriate contingency planning has been performed, including DOJ Information and Covered information System backups;

8. Identifying Covered Information System users, processes acting on behalf of users, or devices, and authenticating and verifying the identities of such

users, processes, or devices, using multifactor authentication or HSPD-12 compliant authentication methods where required;

9. Establishing an operational incident handling capability for Covered Information Systems that includes adequate preparation, detection, analysis,

containment, recovery, and user response activities, and tracking, documenting, and reporting incidents to appropriate officials and authorities within

Contractor's organization and the DOJ;

10. Performing periodic and timely maintenance on Covered Information Systems, and providing effective controls on tools, techniques, mechanisms, and

personnel used to conduct such maintenance;

11. Protecting Covered Information System media containing DOJ Information, including paper, digital and electronic media; limiting access to DOJ

Information to authorized users; and sanitizing or destroying Covered Information System media containing DOJ Information before disposal, release

or reuse of such media;

12. Limiting physical access to Covered Information Systems, equipment, and physical facilities housing such Covered Information Systems to authorized

U.S. citizens unless a waiver has been granted by the Contracting Officer ("CO"), and protecting the physical facilities and support infrastructure for

such Information Systems;

13. Screening individuals prior to authorizing access to Covered Information Systems to ensure compliance with DOJ Security standards;

14, Assessing the risk to DOJ Information in Covered Information Systems periodically, including scanning for vulnerabilities and remediating such

vulnerabilities in accordance with DOJ policy and ensuring the timely removal of assets no longer supported by the Contractor;

15. Assessing the security controls of Covered Information Systems periodically to determine if the controls are effective in their application, developing

and implementing plans of action designed to correct deficiencies and eliminate or reduce vulnerabilities in such Information Systems, and monitoring

security controls on an ongoing basis to ensure the continued effectiveness of the controls;

16. Monitoring, controlling, and protecting information transmitted or received by Covered Information Systems at the external boundaries and key

internal boundaries of such Information Systems, and employing architectural designs, software development techniques, and systems engineering

principles that promote effective security; and
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17. Identifying, reporting, and correcting Covered Information System security flaws in a timely manner, providing protection from malicious code at

appropriate locations, monitoring security alerts and advisories and taking appropriate action in response.

B. Contractor shall not process, store, or transmit DOJ Information using a Covered Information System without first obtaining an Authority to Operate

("ATO") for each Covered Information System. The ATO shall be signed by the Authorizing Official for the DOJ component responsible for maintaining the

security, confidentiality, integrity, and availability of the DOJ Information under this contract. The DOJ standards and requirements for obtaining an ATO

may be found at DOJ Order 2640.2, as amended. (For Cloud Computing Systems, see Section V, below.)

C. Contractor shall ensure that no Non-U.S. citizen accesses or assists in the development, operation, management, or maintenance of any DOJ Information

System, unless a waiver has been granted by the by the DOJ Component Head (or his or her designee) responsible for the DOJ Information System, the DOJ

Chief Information Officer, and the DOJ Security Officer.

D. When requested by the DOJ CO or COR, or other DOJ official as described below, in connection with DOJ's efforts to ensure compliance with security

requirements and to maintain and safeguard against threats and hazards to the security, confidentiality, integrity, and availability of DOJ Information,

Contractor shall provide DOJ, including the Office of Inspector General ("OIG") and Federal law enforcement components, (1) access to any and all

information and records, including electronic information, regarding a Covered Information System, and (2) physical access to Contractor's facilities,

installations, systems, operations, documents, records, and databases. Such access may include independent validation testing of controls, system

penetration testing, and FISMA data reviews by DOJ or agents acting on behalf of DOJ, and such access shall be provided within 72 hours of the request.

Additionally, Contractor shall cooperate with DOJ's efforts to ensure, maintain, and safeguard the security, confidentiality, integrity, and availability of DOJ

Information.

The use of Contractor-owned laptops or other portable digital or electronic media to process or store DOJ Information covered by this clause is prohibited

until Contractor provides a letter to the DOJ CO, and obtains the CO's approval, certifying compliance with the following requirements:

E.

Media must be encrypted using a NI5T FIPS 140-2 approved product;1.

Contractor must develop and implement a process to ensure that security and other applications software is kept up-to-date;2.

Where applicable, media must utilize antivirus software and a host- based firewall mechanism;3.

4. Contractor must log all computer-readable data extracts from databases holding DOJ Information and verify that each extract including such data has

been erased within 90 days of extraction or that its use is still required. All DOJ Information is sensitive information unless specifically designated as

non-sensitive by the DOJ; and.

A Rules of Behavior ("ROB") form must be signed by users. These rules must address, at a minimum, authorized and official use, prohibition against

unauthorized users and use, and the protection of DOJ Information. The form also must notify the user that he or she has no reasonable expectation

of privacy regarding any communications transmitted through or data stored on Contractor-owned laptops or other portable digital or electronic

media.

5.

F. Contractor-owned removable media containing DOJ Information shall not be removed from DOJ facilities without prior approval of the DOJ CO or COR.

G. When no longer needed, all media must be processed (sanitized, degaussed, or destroyed) in accordance with DOJ security requirements.

H. Contractor must keep an accurate inventory of digital or electronic media used in the performance of DOJ contracts.

I. Contractor must remove all DOJ Information from Contractor media and return all such information to the DOJ within 15 days of the expiration or

termination of the contract, unless otherwise extended by the CO, or waived (in part or whole) by the CO, and all such information shall be returned to the

DOJ in a format and form acceptable to the DOJ. The removal and return of all DOJ Information must be accomplished in accordance with DOJ IT Security

Standard requirements, and an official of the Contractor shall provide a written certification certifying the removal and return of all such information to

the CO within 15 days of the removal and return of all DOJ Information.

J. DOJ, at its discretion, may suspend Contractor's access to any DOJ Information, or terminate the contract, when DOJ suspects that Contractor has failed to

comply with any security requirement, or in the event of an Information System Security Incident (see Section V.E. below), where the Department

determines that either event gives cause for such action. The suspension of access to DOJ Information may last until such time as DOJ, in its sole

discretion, determines that the situation giving rise to such action has been corrected or no longer exists. Contractor understands that any suspension or

termination in accordance with this provision shall be at no cost to the DOJ, and that upon request by the CO, Contractor must immediately return all DOJ

Information to DOJ, as weli as any media upon which DOJ Information resides, at Contractor's expense.
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V. CLOUD COMPUTING

Cloud Computing means an Information System having the essential characteristics described in NlST SP 800-145, The NIST Definition ofCloud Computing.

For the sake of this provision and clause, Cloud Computing includes Software as a Service, Platform as a Service, and Infrastructure as a Service, and

deployment in a Private Cloud, Community Cloud, Public Cloud, or Hybrid Cloud.

A.

B. Contractor may not utilize the Cloud system of any CSP unless:

1. The Cloud system and CSP have been evaluated and approved by a SPAO certified under FedRAMP and Contractor has provided the most current

Security Assessment Report ("SAR") to the DOJ CO for consideration as part of Contractor's overall System Security Plan, and any subsequent SARs

within 30 days of issuance, and has received an ATO from the Authorizing Official for the DOJ component responsible for maintaining the security

confidentiality, integrity, and availability of the DOJ Information under contract; or,

2. If not certified under FedRAMP, the Cloud System and CSP have received an ATO signed by the Authorizing Official for the DOJ component

responsible for maintaining the security, confidentiality, integrity, and availability of the DOJ Information under the contract.

Contractor must ensure that the CSP allows DOJ to access and retrieve any DOJ Information processed, stored or transmitted in a Cloud system under this

Contract within a reasonable time of any such request, but in no event less than 48 hours from the request. To ensure that the DOJ can fully and

appropriately search and retrieve DOJ Information from the Cloud system, access shall include any schemas, meta-data, and other associated data

artifacts.

C.

VI. INFORMATION SYSTEM SECURITY BREACH OR INCIDENT

A. Definitions

Confirmed Security Breach (hereinafter, "Confirmed Breach") means any confirmed unauthorized exposure, loss of control, compromise, exfiltration,

manipulation, disclosure, acquisition, or accessing of any Covered Information System or any DOJ Information accessed by, retrievable from,

processed by, stored on, or transmitted within, to or from any such system.

1.

2. Potential Security Breach (hereinafter, "Potential Breach") means any suspected, but unconfirmed, Covered Information System Security Breach.

3. Security Incident means any Confirmed or Potential Covered Information System Security Breach.

B. Confirmed Breach. Contractor shall immediately (and in no event later than within 1 hour of discovery) report any Confirmed Breach to the DOJ CO and

the CO's Representative ("COR"). If the Confirmed Breach occurs outside of regular business hours and/or neither the DOJ CO nor the COR can be reached,

Contractor must call DOJ-CERT at 1-866-US4-CERT (1-866-874-2378) immediately (and in no event later than within 1 hour of discovery of the Confirmed

Breach), and shall notify the CO and COR as soon as practicable.

C. Potential Breach.

1. Contractor shall report any Potential Breach within 72 hours of detection to the DOJ CO and the COR, unless Contractor has (a) completed its

investigation of the Potential Breach in accordance with its own internal policies and procedures for identification, investigation and mitigation of

Security Incidents and (b) determined that there has been no Confirmed Breach.

2. If Contractor has not made a determination within 72 hours of detection of the Potential Breach whether an Confirmed Breach has occurred,

Contractor shall report the Potential Breach to the DOJ CO and COR within one-hour (i.e., 73 hours from detection of the Potential Breach). If the

time by which to report the Potential Breach occurs outside of regular business hours and/or neither the DOJ CO nor the COR can be reached,

Contractor must call the DOJ Computer Emergency Readiness Team (DOJ-CERT) at 1-866-US4-CERT (1-866-874-2378) within one-hour (i.e., 73 hours

from detection of the Potential Breach) and contact the DOJ CO and COR as soon as practicable.

Any report submitted in accordance with paragraphs (B) and (C), above, shall identify (1) both the Information Systems and DOJ Information involved or at

risk, including the type, amount, and level of sensitivity of the DOJ Information and, if the DOJ Information contains Pll, the estimated number of unique

instances of Pll, (2) all steps and processes being undertaken by Contractor to minimize, remedy, and/or investigate the Security Incident, (3) any and all

other information as required by the US- CERT Federal Incident Notification Guidelines, including the functional impact, information impact, impact to

recoverability, threat vector, mitigation details, and all available incident details; and (4) any other information specifically requested by the DOJ.

Contractor shall continue to provide written updates to the DOJ CO regarding the status of the Security Incident at least every three (3) calendar days until

informed otherwise by the DOJ CO.

D.
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E. All determinations regarding whether and when to notify individuals and/or federal agencies potentially affected by a Security Incident will be made by

DOJ senior officials or the DOJ Core Management Team at DOJ's discretion.

F. Upon notification of a Security Incident in accordance with this section, Contractor must provide to DOJ full access to any affected or potentially affected

facility and/or Information System, including access by the DOJ OIG and Federal law enforcement organizations, and undertake any and all response

actions DOJ determines are required to ensure the protection of DOJ Information, including providing all requested images, log files, and event

information to facilitate rapid resolution of any Security Incident.

DOJ, at its sole discretion, may obtain, and Contractor will permit, the assistance of other federal agencies and/or third party contractors or firms to aid in

response activities related to any Security Incident. Additionally, DOJ, at its sole discretion, may require Contractor to retain, at Contractor's expense, a

Third Party Assessing Organization (3PAO), acceptable to DOJ, with expertise in incident response, compromise assessment, and federal security control

requirements, to conduct a thorough vulnerability and security assessment of all affected Information Systems.

G.

H. Response activities related to any Security incident undertaken by DOJ, including activities undertaken by Contractor, other federal agencies, and any

third-party contractors or firms at the request or direction of DOJ, may include inspections, investigations, forensic reviews, data analyses and processing,

and final determinations of responsibility for the Security Incident and/or liability for any additional response activities. Contractor shall be responsible for

all costs and related resource allocations required for all such response activities related to any Security Incident, including the cost of any penetration

testing.

VII, PERSONALLY IDENTIFIABLE INFORMATION NOTIFICATION REQUIREMENT

Contractor certifies that it has a security policy in place that contains procedures to promptly notify any individual whose Personally identifiable Information ("Pll")

was, or is reasonably determined by DOJ to have been, compromised. Any notification shall be coordinated with the DOJ CO and shall not proceed until the DOJ has

made a determination that notification would not impede a law enforcement investigation or jeopardize national security. The method and content of any

notification by Contractor shall be coordinated with, and subject to the approval of, DOJ. Contractor shall be responsible for taking corrective action consistent with

DOJ Data Breach Notification Procedures and as directed by the DOJ CO, including all costs and expenses associated with such corrective action, which may include

providing credit monitoring to any individuals whose Pll was actually or potentially compromised.

VIII. PASS-THROUGH OF SECURITY REQUIREMENTS TO SUBCONTRACTORS AND CSPS

The requirements set forth in the preceding paragraphs of this clause apply to all subcontractors and CSPs who perform work in connection with this Contract,

including any CSP providing services for any other CSP under this Contract, and Contractor shall flow down this clause to all subcontractors and CSPs performing

under this contract. Any breach by any subcontractor or CSP of any of the provisions set forth in this clause will be attributed to Contractor.

(End of Clause)

DEA-2852.239-74 CERTIFICATION OF OPERABILITY ON SYSTEMS USING THE FEDERAL DESKTOP CORE CONFIGURATION OR THE UNITED STATES

GOVERNMENT CONFIGURATION BASELINE (MAY 2012)

(a) The provider of information technology shall certify applications are fully functional and operate correctly as intended on systems using the Federal Desktop

Core Configuration (FDCC) or the United States Government Configuration Baseline (USGCB). This includes Internet Explorer 7 and 8 configured to operate on

Windows XP, Windows Vista, and Windows 7 (in Protected Mode on Windows Vista and Windows 7).

For the Windows XP settings, see: http://csrc.nist.gov/itsec/guidance WinXP.html.

For the Windows Vista settings, see: http://csrc.nist.gov/itsec/guidance vista.html.

For Windows 7 settings, see: http://usgcb.nist.eov/usBcb content.html.

(b) The standard installation, operation, maintenance, updating, and/or patching of software shall not alter the configuration settings from the approved FDCC or

USGCB configuration. The information technology should also use the Windows Installer Service for installation to the default "program files" directory and

should be able to silently install and uninstall.

(c) Applications designed for normal end users shall run in the standard user context without elevated system administration privileges.

(End of clause)
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12 DEA-2852. 242-70 CONTRACTOR PERFORMANCE ASSESSMENT (JUL 2014)

(a) Pursuant to FAR subpart 42.15, the Government will assess the Contractor's performance under this contract. Performance assessment information may be

used by the Government for decision-making on exercise of options, source selection, and other purposes, and will be made available to other federal agencies

for similar purposes.

(b) Performance will be assessed in the following areas:

(1) Quality of product or service;

(2) Schedule;

(3) Cost control;

(4) Business relations;

(5) Management of key personnel; and

(6) Other appropriate areas.

(c) For contracts that include the clause at 52.219-9, Small Business Subcontracting Plan, performance assessments will consider performance against, and efforts

to achieve, small business subcontracting goals set forth in the small business subcontracting plan.

(d) For any contract with a performance period exceeding 18 months, inclusive of all options, the Government will perform interim performance assessments

annually and a final performance assessment upon completion of the contract.

(e) The Government will prepare contractor performance assessment reports electronically using the Contractor Performance Assessment Reporting System

(CPARS), which is the approved feeder system for the Past Performance Information Retrieval System (PPIRS). Additional information on CPARS may be found

at www.cpars.eov and on PPIRS at www.ppirs.eov.

If) The Contractor will be provided access to CPARS to review performance assessments. The Contractor shall designate a CPARS point-of-contact for each contract

subject to performance assessment reporting. Upon setup of a contract in CPARS, the Contractor's CPARS point-of-contact will receive a system-generated e

mail with information and instructions for using CPARS. Prior to finalizing any contractor performance assessment, the Contractor shall be given 14 calendar

days to review the report and submit comments, rebutting statements, or additional information. Disagreements between the Contractor and the Government

performance assessment official will be resolved by a Government Reviewing Official, whose decision on the matter will be final. Upon finalization of each

performance assessment, CPARS will upload the performance assessment data to PPIRS.

(g) The Government will also report in the Federal Awardee Performance and Integrity Information System (FAPIIS) module of PPIRS information related to:

(1) A Contracting Officer's final determination that a contractor has submitted defective cost or pricing data;

(2) Any subsequent change to a final determination concerning defective cost or pricing data pursuant to 15.407-l(d);

(3) Any issuance of a final termination for default or cause notice; or

(4) Any subsequent withdrawal or a conversion of a termination for default to a termination for convenience.

(End of clause)

DEA-2852. 242-71 INVOICE REQUIREMENTS (MAY 2012)

(a) The Contractor shall submit scanned or electronic images of invoice(s) to the following e-mail addresses:

(1) INVOICE.DIVERSION@USDOJ.GOV;

(2) JACQUELINE.P.SCHOTTLER@USDOJ.GOV; and

(3) CASSANDRA.PRIOLEAU@USDOJ.GOV.

(b) The date of record for invoice receipt is established on the day of receipt of the e-mail if it arrives before the end of standard business hours (5 p.m. local),

or the next business day if the invoice arrives outside of normal business hours. Scanned documents with original signatures in .pdf or other graphic

formats attached to the e-mail are acceptable. Digital/electronic signatures and certificates cannot be processed by DEA and will be returned.

(c) In addition to the items required in FAR 32.905(b), a proper invoice shall also include the following minimum additional information and/or attached

documentation:

(1) Total/cumulative charges for the billing period for each Contract Line Item Number (CLIN);

(2) Dates upon which items/services were delivered; and

Page 18 of 21

Obtained by Rise for Animals. Uploaded 07/08/2020



DEA CLAUSE MATRIX - COMMERCIAL ITEMS

Updated through FAC 2005-101 (10/26/2018)

ORDER #: 15DDHQ19A00000009

(3) The Contractor's Taxpayer Identification Number (TIN).

(d) Invoices will be rejected if they are illegible or otherwise unreadable, or if they do not contain the required information or signatures.

(End of Clause)

m DEA-2852. 242-72 FINAL INVOICE AND RELEASE OF RESIDUAL FUNDS (MAY 2012)

(a) The Contractor shall submit a copy of the final invoice to the Contracting Officer at the address listed in clause DEA-2852.242-71, Invoice Requirements. The

final invoice must be marked "informational Copy - Final Invoice."

(b) By submission of the final invoice and upon receipt of final payment, the Contractor releases the Government from any and all claims arising under, or by virtue

of, this contract. Accordingly, the Government shall not be liable for the payment of any future invoices that may be submitted under the above referenced

order.

(c) If residual funds on the contract total $100 or less after payment of the final invoice, the Government will automatically deobligate the residual funds without

further communication with the vendor.

(d) If funds greater than $100 remain on this order after payment of the final invoice, the Government will issue a bilateral modification to deobligate the residual

funds. The contractor will have up to 30 calendar days after issuance of the modification to sign and return it. The contractor's signature on the modification

shall constitute a release of all claims against the Government arising by virtue of this contract, other than claims, in stated amounts, that the Contractor has

specifically exempted from the operation of the release. If the contractor fails to sign the modification or assert a claim within the stated period, the

Government will deobligate the residual balance and proceed with close-out of the contract.

(End of clause)

DEA-2852.242-80 CONTRACTOR TELEWORK

(a) Definitions.

"Telework" means a work flexibility arrangement, including situational telework (weather or event-related) that allows Contractor and/or Subcontractors to

perform the duties and responsibilities of their position from an approved alternative work site. The arrangement may not include hours that exceed the

normal hours worked during an invoice pay period.

"Contracting Officer's Representative" (COR) means an individual designated and authorized in writing by the Drug Enforcement Administration (DEA) to

perform specific technical or administrative functions.

"Contractor" means an employee of the Parent Company currently working onsite at a DEA facility.

"Contractor Program Manager" means the onsite supervisor or designated supervisor for Contractors.

"Parent Company" means a business entity holding a current contract with the DEA under which its employees (the Contractor) is performing.

"Program Office" includes the Office Head, Special Agent in Charge, Laboratory Director, Regional Director, Country Attache or their designees.

"Task Monitor" means an individual designated and authorized in writing by DEA to conduct and document day to day contract administration functions in the

field.

(b) The Program Office may approve a telework plan and have overall responsibility for the administration of this clause within their organizational jurisdiction.

(c) The COR/TM, in conjunction with the Program Office must make a written determination that:

(1) Certain work functions or the missions of certain work units are suitable for a telework arrangement;

(2) The Contractor is suitable for telework based on individual performance, program requirements and mission objectives;

(3) Summary of work performed during teleworked hours is submitted to the COR/TM on a bimonthly basis;

(4) The Contractor shall sign and submit the completed DEA Contractor Telework Agreement Form;

(5) The COR/TM shall retain the signed DEA Contractor Telework Agreement Form in the contract file for record keeping;

(6) The Contractor shall obtain the necessary technology prior to teleworking:

i. Firebird Anywhere - http://intranet/sites/si/Mobile/fba/Pages/default.asox: OR

ii. DEA issued Laptop-lf the contractor's current computer is a desktop, the Program Office may request a laptop using a DEA-19 form for the

Contractor to take home when teleworking.
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(7) The COR/TM and the Contractor shall review and re-sign, if approved, the DEA Contractor Telework Agreement on an annual basis.

(8) The Program Office or the Contractor reserve the right to terminate the Contractor Telework Agreement at any time.

(9) Within thirty (30) days of the date this clause is incorporated into the contract, the Program Office shall submit to the COR/TM and the cognizant

Contracting Officer a plan for how it will implement authorizations for approved telework locations. The plan will describe the specific work and tasks that

may be suitable for performance at a temporary work location, the personnel who may be assigned to perform the work, the methods the Program Office

will use to manage, supervise, and perform quality control, and any other relevant information. Hours worked, as well as performance shall be tracked on

a daily basis.

(d) Under no circumstance will the Contractor be authorized to perform any work requiring access to DOJ/DEA information or information systems unless such

access will be made exclusively using DEA equipment or property issued for this purpose.

(e) No authorization for telework shall be construed as an indication of past performance, an increase in the price of the contract, an approval of overtime, a

change in the contract schedule, or approval of an accelerated rate of expenditures.

(f) Local commuting expenses incurred in traveling to or from any approved telework location are not reimbursable. Any incidental costs incurred in performing

work at approved telework locations will be reimbursable in accordance with the Allowable Cost and Payment clause and the Payments clause of the contract,

provided that such costs are segregated and allocable to the contract.

(g) The contractor is responsible for protecting and using any DEA-owned or provided equipment or other property for official purposes only. DEA is responsible

for servicing, and maintaining any DEA-provided equipment issued to the Contractor. DEA is not liable for injuries or damages to the Contractor's personal or

real property while the Contractor is working at the approved telework location.

End of clause

0 DEA-28S2.247-70 GENERAL PACKAGING AND MARKING REQUIREMENTS (MAY 2012)

(a) Packaging and packing for all items (includes written materials, reports, presentations, etc.) delivered hereunder shall be in accordance with common

commercial practices, adequate to insure protection from possible damage resulting from improper handling, inclement weather, water damage, excessive heat

and cold, and to insure acceptance by a common carrier for safe delivery to its final destination.

(b) All deliverables shall clearly indicate the contract number and/or task (delivery) order number, as appropriate, on or adjacent to the exterior shipping label.

(End of clause)

DOMESTIC VIOLENCE, SEXUAL ASSAULT, AND STALKING (DEC 2014)JAR 2852.222-71

(a) It is DOJ policy to enhance workplace awareness of and safety for victims of domestic violence, sexual assault, and stalking. This policy is summarized in "DOJ

Policy Statement 1200.02, Federal Workforce Responses to Domestic Violence, Sexual Assault, and Stalking", available in full for public viewing at:

http://www.iustice.gov/sites/default/files/ovw/legacv/2013/12/19/federal-workplacee-responses-to-domesticeviolence-sexualassault-stalkine.pdf.

(b) Vendor agrees, upon contract award, to provide notice of this Policy Statement, including at a minimum the above-listed URL, to all Vendor's employees and

employees of subcontractors who will be assigned to work on DOJ premises.

(c) Upon contract award, DOJ will provide the Contractor with the name and contact information of the point of contact for victims of domestic violence, sexual

assault, and stalking; for the component or components where the Contractor will be performing. The Contractor agrees to inform its employees and

employees of subcontractors, who will be assigned to work on DOJ premises, with the name and contact information of the point of contact for victims of

domestic violence, sexual assault, and stalking.

(End of Clause)
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13 JAR 2852.233-70 PROTESTS FILED DIRECTLY WITH THE DEPARTMENT OF JUSTICE (JAN 1998)

[Full text may be found at http://www.ecfr.qo<j/cqi-bin/text-idx?SID=a2b96ocd03oel4bffcle2ac908flb3e0&mc-true&node=se48.6.2852__1233_670&rgn-div8)

CONTRACTING OFFICER: List the recommended security clause in the approved DD 254 in the space provided below by clause number, title, and date of clause.

CONTRACTOR: The full text of the clause may be found at http://www.dea.eov/resource-center/dolng-business acq securitvClauses.shtml.

Page 21 of 21

Obtained by Rise for Animals. Uploaded 07/08/2020



DEA-2852.204.94 (January 2013) 1

DEA-2852.204.94

(January 2013)

SECURITY REQUIREMENTS FOR NON-SENSITIVE POSITIONS

ESCORTED ACCESS—U. S. CITIZENSHIP REQUIRED

DEA's personnel, information, and facility security requirements for contracts, task orders, delivery

orders, purchase orders, blanket purchase agreements, reimbursable agreements, and other types of

contractual arrangements (hereafter referred to as "contract" and "Contractor") to provide goods and

services to DEA are hereby provided for the subject access level. The forms listed in Section V are

available at www.justice.gov/dea/index.shtml; click on "Doing Business with DEA".

I. GENERAL

A. Contractor's Security Officer

1. The Contractor shall establish and maintain a security program to ensure that all requirements set forth

in this provision are accomplished efficiently and effectively. The Contractor's time and expenses for

recruiting, interviewing, and security screening are considered overhead and may not be billed directly to

DEA.

2. The Contractor shall designate a Security Officer, and an Alternate Security Officer in case of the

primary Security Officer's absence, with the authority and responsibility to perform personnel security

screening to the extent possible.

3. The Contractor shall make every effort to preclude incurrence of avoidable costs by the Government

by ensuring that all applicants and personnel furnished on this contract are eligible, reliable, and of

reputable background and sound character. Security screening shall include, but not be limited to,

verification of current home address, telephone number, and prior work experience (See Item 8 under D.
Documentation Requirements below.), and resolution of delinquent debt related issues that have the

potential to disqualify an applicant from working on a DEA contract.

4. The Contractor shall ensure that applicants submitted to DEA meet the basic eligibility requirements,

such as job skills, certificates if required, residency, and none of the disqualifying factors described

below. DEA recognizes that law enforcement records and other information the Contractor is able to

obtain regarding an individual's history relative to the disqualifying factors is limited. However, much of

this information is requested on Standard Form 85, Questionnaire for Non-Sensitive Positions (Revised

September 1 995). The Contractor is encouraged to re-interview each applicant based on the answers

entered on the SF85.

5. Debt-related issues are the most prevalent derogatory issues found during background investigations

and cause delays in the adjudication of security clearances. The Contractor is encouraged to obtain the

applicant/employee's credit report and have any issues resolved prior to submitting the security clearance
request forms to DEA. DEA currently uses Experian Credit Reporting Services; however, the Contractor

may use the credit reporting agency of its choice. In compliance with the Fair Credit Reporting Act of

1970, as amended (15 U.S.C. 1681, el sec/.), the following must be used when the Contractor obtains a

credit report:

a. A credit report shall be obtained for accounts in the applicant/employee's name only. This will be a

"personal report for employment purposes." Do not ohlain a credit report forjoint accounts.
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b. The Contractor shall provide a written notice/release to the applicant/employee that a credit report may

be used for employment purposes. The applicant/employee shall sign and date the notice/release and

provide it to the Contractor before the credit report is obtained by the Contractor. The Contractor is not

authorized to obtain a credit report prior to receipt of the signed notice/release. This signed notice/release

is required in addition to the form DOJ-555, Disclosure and Authorization Pertaining to Consumer

Reports, Pursuant to the Fair Credit Reporting Act. A copy of the signed notice/release shall be submitted

to DEA with the DOJ-555.

2

c. The Contractor shall not take adverse action against the applicant/employee, based in whole or in part

upon the credit report, without first providing the applicant/employee a copy of the credit report and a

written description of the applicant/employee's rights as described under Section 1 68 1 g(c)(3) ofTitle 15

U.S.C.

d. If a potentially disqualifying debt-related issue surfaces that the applicant/employee omitted from the

SF85, Questionnaire for Non-Sensitive Positions, the personnel security request forms should not be

submitted to DEA unless the applicant/employee provides strong mitigating information that clearly

explains the omission and how the issue will be satisfactorily resolved.

e. Blank forms and additional information regarding credit reports are available at

www.justice.gov/dea/index.shtml; click on "Doing Business with DEA"'.

6. The Contractor shall ensure that all security related forms and questionnaires are filled out correctly
and completely and are signed, dated, and submitted to the Contracting Officer's Representative or Task

Monitor (COR/TM) in a timely manner. Personnel security packages with incomplete documentation

will be rejected and returned to the contactor without further action.

7. DF.A's request for additional information or documents regarding the background investigation shall be

responded to within 30 days unless the office of Security Programs grants an extension. If this timeframe is

not complied with DEA reserves the right to disqualify the applicant/employee.

8. The monthly Administrative Report shall include the status of the Contractor's applicants seeking

DEA security approvals. The monthly report shall include the current status of all personnel security requests,

date the packages were submitted to the COR/TM; dates security approval notifications were

received from DEA; the number of approved employees; the number of disapproved applicants; and the
number of applicants pending approval. The due date of the report will be established by the COR/TM

upon contract award or the issuance of an order.

B. General Requirements

1. DEA will conduct background inquiries on all of the Contractor's personnel to be assigned to this
contract and on those officials of the company, including the Security Officer and Alternate Security

Officer, who will be directly involved in any aspect of management of the assigned personnel.

2. Contractors shall include the following statement in employment advertisements:

will be subject to a Government security background investigation and must meet eligibility and

suitability requirements. "

'Applicants selected

3. As a minimum, DEA will query law enforcement agencies' indices and the following record systems:
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o Fingerprint Query by the Federal Bureau of Investigation (FBI)

o Narcotics and Dangerous Ding Information System (NADDIS)

o National Crime Information Center (NCIC)

o National Law Enforcement Telecommunications System (NLETS)

o Credit Reporting Agencies

4. Only U.S. citizens, by birth or naturalized, shall be permitted to perform services on this contract.

5. All applicants must have resided legally in the United States for at least three (3) years of the last five

(5) years, unless the applicant was : (The three (3) years do not have to be consecutive.)

o a U.S. Government employee assigned to a U.S. embassy or U.S. consulate in a foreign country;

o a U.S. Government Contractor's employee, who is a U.S. citizen assigned to a U.S. embassy, U.S.

consulate, or U.S. military installation in a foreign country, and who is not ordinarily a resident of

the country.

o a member of the U.S. armed forces stationed in a foreign country; or

o a dependent family member of a U.S. Government or U.S. armed forces employee assigned

overseas.

6. All personnel assigned to this contract must be approved in writing by the DEA Office of Security

Programs for escorted access to DEA facilities and worksites.

7. The Contractor's employee(s) shall not be assigned to perform services for DEA until the Contractor

has been notified in writing by the COR/TM that the individual(s) has been approved by the DEA Office

of Security Programs.

8. Applicants whose background inquiries result in a determination of unsuitable or are otherwise
determined unfavorable based on derogatory information shall be removed from further consideration for

performance under this or any DEA contract. DEA reserves the right to refuse the services of and/or

terminate the access of any Contractor employee or applicant who is or may be judged a security risk.

The COR/TM will inform the Contractor in writing of any objections concerning specific applicants and

personnel, but is not permitted to provide specific information due to the Freedom of Information Act and

the Privacy Act (FOIA/PA).

9. A determination by DEA that a person is not suitable to perform work under this contract is not a

denial, suspension, or revocation of a previously granted security clearance by another agency, nor shall it

be interpreted as a direction or recommendation to the Contractor regarding the suitability of an affected

individual for employment outside the scope of DEA.

10. The Contractor shall immediately inform the COR/TM in writing when an employee or applicant for

a DEA contract has transferred to another contract, has resigned or has been terminated by the Contractor,

or any other type of action that constitutes a break in the Contractor-employee relationship. The

COR/TM shall provide such information in writing to the DEA Office of Security Programs.

1 1. The COR/TM shall be the Contractor's point of contact for all personnel security communications,

inquiries, and issues regarding this contract. All required documents must be submitted by the Contractor

to the COR/TM. The COR/TM will not communicate directly with the Contractor's employees or
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applicants regarding personnel security issues unless communicating through the Contractor would

violate the FOI/PA.

C. Documentation Requirements

1. A clearance for access to national security information (NSI) is not required nor authorized by this

contract. However, a previously conducted background investigation that was favorably adjudicated by

the Defense Security Service (DSS) and considered to be current will be accepted and supplemented with

criminal record and credit report checks conducted by DEA. The Contractor 's transmittal letter to DEA

must indicate the applicant has a security clearance through DSS.

1 .a. Only those forms described below in Items l.b; l.c; l.d; 5; 8; 10; and 11(16 and 17 if applicable) are

required to be submitted to the COR/TM when the applicant has current national security information
clearance through DSS.

l.b. One (11 original of form. Contract Employee's Authorization to Conduct Agency-Specific Record
Checks (February 2009). This will be used by DEA to supplement the criminal record checks

previously conducted by the DOD/Defense Security Service (DSS).

1 .c. One (1 ) copy of the JPAS Person Summary if the applicant has a CONFIDENTIAL, SECRET or

TOP SECRET NSI clearance granted through the DSS. A JPAS Person Summary is considered current

as follows and is based on the investigation date. It is not based on the date the clearance was granted by

DSS or the date the JPAS Person Summary was issued to the contractor:

o CONFIDENTIAL—Date of the background investigation or periodic reinvestigation is not more
than fifteen (15) years ago.

o SECRET—Date of the background investigation or periodic reinvestigation is not more than ten

(10) years ago.
o TOP SECRET—Date of the background investigation or periodic reinvestigation is not more than

five (5) years ago.

l.d. A JPAS Person Summary that states an INTERIM clearance will be accepted when the date the

INTERIM clearance was granted was not more than one (1) year from the date of submission to DEA. A

copy of the final clearance shall be provided to the COR/TM upon receipt. The COR/TM shallforward

the final clearance to DEA Headquarters/Personnel Security Section. (Because access to NSI is not
required nor authorized by this contract, the JPAS Person Summary does not have to show the providing

Contractor's organizational name as the clearance holder.)

1 .e. Do not submit a JPAS Person Summary that states : Loss of Jurisdiction, Declination, Discontinued,
Cancelled, Denied, Revoked, Suspended, or any other terminology which indicates the applicant does not

have a current clearance or current clearance eligibility.

1 .f. SF86, Questionnaire for National Security Positions; SF85P Questionnaire for Public Trust
Positions; SF85P-S, Supplemental Questionnaire for Selected Positions; SF85, Questionnaire for Non-
Sensitive Positions; Fingerprint cards; OBD-236, Inquiry Regarding Suitability of Applicant; Loyalty

Oath; Foreign National Relatives or Associates Statement; and Verification of U.S. Citizenship forms are

NOT required when the applicant has a current DSS clearance and JPAS Person Summary is provided.
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2. If the applicant has a favorable Public Trust Suitability Determination by another U. S.

Government agency, provide one ( 1 ) copy of that agency's Notice of Suitability Determination. The

Notice must indicate the type of background investigation and the date it was completed. The background

investigation must have been completed no longer than five (5) years prior to the date it is verified by

DEA.

5

2. a. Fingerprint cards; Loyalty Oath; Foreign National Relatives or Associates Statement; and

Verification of U.S. Citizenship forms are NOT required when the applicant has a favorable Public

Trust Suitability Determination by another U. S. Government agency. One (!) copy of the SF85,

Questionnaire for Non-Sensitive Positions IS required.

3. The forms and documents described in Items 5 through 17 below shall be completed and submitted as

instructed for each form and submitted to the COR/TM. The COR/TM will provide a supply of blank

fingerprint cards to the Contractor. The Contractor shall reproduce the other forms listed below under V.

SECURITY FORMS as needed. The completed forms will be used by DEA to conduct the background

inquiries or to supplement a background investigation previously conducted by the Defense Security
Service (DSS) or other U.S. Government agency. DO NOT SUBMIT FORMS AND DOCUMENTS

THAT ARE NOT REQUIRED. DO NOT SUBMIT EXTRA COPIES OF FORMS.

4. Do not staple or use ACCO fasteners or otherwise bind the forms together. A paper clip or binder clip

will suffice. Put each applicant's forms in a separate envelope with the name of the Contractor, contract

number, and the applicant's full name and labor category on the front of the envelope. Submit the

completed forms to the COR/TM at the address provided elsewhere in this contract via hand delivery,

FedEx, UPS, Express Mail, Registered Mail, Delivery Confirmation, etc., to have a record of delivery

and receipt.

5. One (D original and separate transmittal letter on official company stationery for each applicant which

indicates the contract/order/agreement number, the applicant's full name, social security number, and

labor category.

6. One (1) original of form SF85, entitled Questionnaire for Non-Sensitive Positions (Revised September
1995), with original signatures in black ink on Page 5 and the Authorization for Release ofMedical

Information. The SF85P may be typed or legibly printed by hand. DO NOT SUBMIT THE

INSTRUCTION PAGES OF THE SF85. (An SF85 is not required ifthe applicant possesses a current

CONFIDENTIAL, SECRET, or TOP SECRET security clearance—or an interim clearance—granted by

DSS or another U. S. Government agency. Submit the Contract Employee's Authorization to Conduct

Agency-Specific Record Checks /or/?? instead. )

6. a. All white-outs, erasures, or other types of corrections or changes on the SF85 must be initialed by the

applicant.

6.b. The date of the applicant's signature on the SF85 must not be more than 30 days old when submitted

to the COR/TM. Pen and ink changes, with the applicant's initials, or supplemental information on a

plain piece of paper with the applicant's name, social security number, and signature are acceptable

methods to update and correct the SF85. Page 5 and the Authorization for Release of Medical

Information must be signed again with a current date. If there are no changes since the date the SF85 was

signed originally, the applicant may re-sign and re-date the SF85 with the notation. "No changes."
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6. Three (3) originals of Federal Bureau of Investigation Form FD-258. entitled Applicant (fingerprint
card). The fingerprint cards MUST be blue text on while card slock. All three fingerprint cards must

have original signatures in black or dark blue ink. The fingerprints may be taken by DBA personnel, the

Contractor's Security Officer, at a police department or sheriffs office, a local FBI office, or a
commercial facility. PEA will not reimburse fees charged by organizations to take the fingerprints. The
Contractor shall ensure that the applicant's fingerprint cards are authentic, legible, and complete to avoid

processing delays. {Fingerprint cards are not required ifthe applicant possesses a current

CONFIDENTIAL, SECRET or TOP SECRET security clearance—or an interim clearance— granted by
DSS or afavorable Public Trust Suitability Determination by another U. S. Government agency.) DO
NOT BEND, FOLD, HOLE PUNCH, STAPLE, OR OTHERWISE MUTILATE THE FINGERPRINT

CARDS.

8. One (1) original of the 3-page Drug Use Statement. The witness may be the Contractor's Security
Officer, personnel officer, project officer, project manager, vice president, or president or a notary public

as long as the witness occupies a position of responsibility and is not a relative of the applicant. The

witness' name and title must be printed under the signature line.

9. One (1) original of each form OBD-236. Inquiry Regarding Suitability of Applicant (SEPT. 84),
prepared as applicable to 9.a. or 9.b. below. OBD-236 forms may be typed or printed legibly by hand.

{OBD-236forms are not required ifthe applicant possesses a current CONFIDENTIAL, SECRET, or
TOP SECRETsecurity clearance—or an interim clearance—granted by DSS or afavorable Public Trust
Suitability Determination by another U. S. Government agency.)

9.a. Each employer for the past five (5) years, including the current employer, shall be contacted by

telephone and asked all eight (8) questions—and only those questions—on the OBD-236. Verified dates
of employment will be accepted if an employer's corporate policy does not permit providing additional

information. If an employer cannot be contacted, efforts to make contact shall be noted on the OBD-236.

9.b. If the applicant does not have an employment history, three (3) associates/references shall be
contacted by telephone and asked questions 1 through 5—and only those questions—on the OBD-236.

The references must have known the applicant for at least two (2) years and may be co-workers, personal
references, or selected from the names provided in Questions 8 and 9 of the SF85.

10. One (1) original of Department of Justice Form DOJ-555 (Revised Oct. 2008). Disclosure and

Authorization Pertaining to Consumer Reports, Pursuant to the Fair Credit Reporting Act. The "Current

Organization Assigned" is the Contractor's corporate name plus the DEA Division/Office for this

contract.

FAIR CREDIT REPORTING ACT OF 1970. AS1 1. One (1 ) original of the form entitled. RELEASE-

AMENDED. This form is required in addition to the DOJ-555 above.

12. Ifapplicable, one (1) original of Loyalty Oath: Only if the applicant is a U.S. citizen, by birth or

naturalized, and has dual citizenship in a foreign country.

13. Ifapplicable, one (1) original of Foreign National Relatives or Associates Statement: Only if the

applicant hasforeign national relatives or associates, regardless of whether the foreign national relatives

or associates reside in the United States or a foreign country. Do not include foreign-bom relatives or

associates who are United States citizens. Once a foreign-born individual acquires United States
citizenship, the individual is no longer a "foreign national."
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14. Ifapplicable, one ( 1 ) copy of the U.S. Citizenship Certificate of Naturalization or U. S. Passport. This
may be either a current or previous U. S. Passport. NOTE: The National Industrial Security Program

Operating Manual, DOD Directive 5520. 22-M, Section 2-206, authorizes the Contractor to require each

applicant who claims U.S. citizenship to produce evidence of citizenship. However, some naturalized

U.S. citizens may be reluctant to photocopy the Certificate of Naturalization or U. S. Passport due to the
prohibition printed on the front of the certificate. In those cases, an official of the Contractor company or

a DEA employee may personally view the Certificate ofNaturalization or U. S. Passport and sign a

statement verifying that the individual is a U.S. citizen. (A sample statement is provided under Security

Forms.)

15. Ifapplicable, one ( 1 ) copy of a U.S. Department of State form FS-240. FS-545, or PS- 1 350, Report

of Birth Abroad of a Citizen of the United States, or a Certificate of Citizenship: Only if U.S. citizenship

was acquired by birth abroad to a U.S. citizen parent or parents.

1 6. Ifapplicable, one (1) copy of the Declaration and one (1) copy of the Trustee's most recent quarterly
payment statement or completion of repayment if the applicant filed bankruptcy under Chapter 13 within
the past ten years, or one (1) copy of the Order discharging the debt if the applicant filed bankruptcy
under Chapter 7 within the past ten years.

17. Ifapplicable, one (1) copy of any other document(s) as proof of satisfactorily resolving a delinquent

debt issue(s).

E. Disqualifying Factors

Issues may surface concerning security approval or retention ofa Contractor 's applicant or employee
that are not addressed in this contract. Ifthere is any doubt resardins the suitability ofan applicant or

employee, the individual will not be approved for assignment to this or any DEA contract.

1. Suitability is a requirement for employment on a DEA contract as it concerns an individual's conduct,

character, reputation, reliability, trustworthiness, loyalty to the United States, and fitness as related to the
efficiency of the service. To be suitable, an individual's assignment or continued assignment to a DEA

contract must be reasonably expected to promote the efficiency of the DEA's service to the public. A

reasonable expectation that an individual's assignment to a DEA contract will not promote the efficiency

of the service is established when an adverse connection, or nexus, is shown between the conduct in
question and the performance of the individual or DEA accomplishing its mission.

2. Any one or more of the following factors—as disclosed on the SF85P+SF85P-S, in a personal

interview with the applicant, or as part of the background investigation—are grounds for mandatory

disqualification for assignment on a DEA contract and from further consideration for any type of
assignment or employment involving DEA. The Contractor is responsible for interviewing each applicant

and reviewing the completed security forms using the following criteria. If relevant information obtained

is determined to be a mandatory disqualification factor, a request for security approval should not be

submitted to DEA until the disqualifying factor is resolved favorably.

a. Criminal Record

(1) Conviction resulting from a felony charge(s), regardless of when the conviction occurred.

(2) Multiple misdemeanor convictions, regardless of when the convictions occurred.
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(3) Pending indictments or pending criminal charges, regardless of whether the charge(s) is a felony or

misdemeanor.

(4) Currently serving a period of probation resulting from a criminal conviction, regardless of whether

the conviction is for a felony or a misdemeanor charge.

b. Illegal Drug Use

8

(1) DEA's mission is to enforce the Controlled Substances Act, 21 USC 801 et seq. The illegal use of

drugs by any of its personnel, including contractor personnel, may adversely affect the performance of its

mission, create a danger to the public safety, expose the agency to civil liability, jeopardize criminal

investigations and prosecutions, lead to corruption, or undermine public confidence. Because of its law
enforcement responsibilities and the sensitive nature of its work, DEA has a compelling obligation to

ensure a workplace that is free of illegal drugs.

(2) Applicants who are found, through investigation or personal admission, to have experimented with or

used narcotics or dangerous drugs, except those medically prescribed, possibly may be disqualified for

employment on a DEA contract. Disclosed drug use will be decided on a case-by-case basis.

Experimental use or use of any narcotic or dangerous drag, including marijuana, except medically

prescribed, after employment on a DEA contract is cause for removal.

c. False Statements

(1) A false statement is the deliberate omission, concealment, or falsification of relevant and material

facts from any personnel security questionnaire, personal history statement, or similar form or interview
used to conduct investigations, determine employment qualifications, award benefits or status, such as:

(2) Altering the condition of discharge on military documents.

(3) Altering college transcripts.

(4) Falsely completing or failure to disclose information on the SF-86 or any other documents used in the

background investigation process.

(5) Conflicting statements of drug use, either on the SF-86, on the Drug Use Statement, or during the

background investigation.

d. Debt Related Issues

(1) The terms indebtedness, delinquent debt, and debt related issues mean lawful financial obligations

that are just debts that are past due. Debt related issues raise of number of suitability and security

concerns that an individual must satisfactorily resolve before an affirmative adjudicative decision can be

made.

(2) Each applicant's indebtedness will be reviewed on an individual basis.

(3) Court imposed judgments, defaulted student loans, and other delinquent financial obligations imposed

by law (e.g., child support payments, Federal, state, or local taxes) arc matters of serious concern. The

mandatory disqualification policy applies to those applicants who cannot satisfactorily document their

efforts to repay student loans or to pay child support, taxes, or judgments.

e. Allegiance to the United States

(1) Evidence of activities developed during the background investigation that would bring the applicant's

allegiance to the United States into question, such as:
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(2) Involvement in any act of sabotage, espionage, treason, terrorism, sedition, or other act whose aim is

to overthrow the Government of the United States or alter the form of government by unconstitutional

means.

(3) Foreign influence or preference.

f. Personal Conduct

(1) Evidence of any of the following activities developed during the background investigation relative to

the applicant's conduct and integrity.

(2) Reliable, unfavorable information provided by associates, employers, coworkers, neighbors, and other

acquaintances.

(3) Infamous, dishonest, immoral, or notoriously disgraceful conduct, habitual use of intoxicants to

excess, drug addiction, or sexual perversion. Sexual behavior is a concern ifit involves a criminal
offense , indicates a personality disorder or emotional disorder, subjects the applicant to coercion,

exploitation, or duress, or reflects lack ofjudgment or discretion. Sexual orientation or preference may

not be used as a basisfor, or a disqualifyingfactor in, determining a person 's suitability.

(4) Illness, including any mental condition, the nature of which in the opinion of competent medical

authority may cause significant defect in the judgment or reliability of the employee, with due regard to

the transient or continuing effect of the illness and the medical findings in such case.

(5) Any facts which furnish reason to believe that the applicant may be subjected to coercion, influence,
or pressure which may cause him/her to act contrary to the best interest of DEA.

(6) Association with persons involved in criminal activity.

(7) Current or recent history of continuing alcohol or prescription abuse.

(8). Misuse of information technology systems.

F. Personnel Security Requirements

1 . When the Contractor's employee reports for duty on a DEA contract, the COR/TM will provide a DEA
Form 487 entitled, Reporting Responsibilities/NonDisclosure Agreement, to the employee and obtain the

employee's signature prior to the commencement of services: Thisform must be witnessed and signed by
a DEA employee. (See Item 2 under G. Information Security Requirements below.)

2. The Contractor shall notify the COR/TM in writing of the following, prior to occurrence or
immediately thereafter, when a Contractor employee has a change in marital status. The COR/TM will

notify ISR.

a. Married, divorced, or widowed.

b. Date, city, and country of marriage, divorce, or death of spouse.

c. Full name of current or former spouse (if notifying of a marriage, include wife's maiden name and any

former married names(s)).

d. New spouse's social security number, date of birth, and place of birth (city, state, and country).

e. New spouse's citizenship (include as applicable: alien registration number, date and place of entry into
the United States, date and place of naturalization including courthouse and complete address, and

citizenship certificate number).

3. A mandatory periodic reinvestigation will be conducted once every five (5) years if the previous

background investigation was based on the SF85P and SF85PS, Questionnaires for Public Trust Positions.
A mandatory periodic reinvestigation will be conducted once every fifteen (15) years if the previous

background investigation was based on the SF86, Questionnaire for National Security Positions.
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Additionally, a reinvestigation will be required for individuals who have not been assigned to a DEA

contract for a period of one (1) or more years. The same suitability and security standards that are

required for new applicants apply to reinvestigations.
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4. If the Contractor is notified that an employee's access to DEA has been revoked or suspended, the

Contractor must remove the employee immediately from further performance of services for DEA.

G. Information Security Requirements

1 . Work performed under this contract requires access to one or more of the following categories of

protected information: DEA SENSITIVE, Sensitive But Unclassified, Law Enforcement Sensitive, or the

Freedom of Information Act and Privacy Act. The contractor and its personnel shall comply with all

Federal, Department of Justice, and DEA regulations, policies, and guidelines regarding information

security.

2. Prior to the commencement of any work for DEA, the contractor's empioyee(s) shall declare in writing

(utilizing form DEA-487, Reporting Responsibilities/NonDisclosure Agreement, described above in

Paragraph E-la) that he or she intends to be governed by and comply with Federal laws prohibiting the

disclosure of information obtained during the course of their work for DEA. The declaration will be

witnessed and accepted by a duly authorized DEA representative (generally the COR/TM or a DEA

Security Officer) on behalf of the Administrator, DEA.

3. All source materials, information, and resultant work products are the property of DEA and shall not

be used by the contractor for any other puipose. All data received by the Contractor and its employees

shall be handled, stored, transmitted, reproduced, and destroyed in accordance with DEA procedures.

Upon termination or expiration of a contract, all data (documents and other media) and work products

shall be relinquished immediately to the COR/TM.

4. The contractor and its personnel shall hold all information obtained under a DEA contract in the

strictest confidence. All information obtained shall be used only for the purpose of performing this

contract and shall not be divulged nor made known in any manner to any person except as necessary to

perform this contract. The contractor's employee(s) shall not divulge, sell, or distribute any information

at any point in time, even after termination or expiration of a contract.

5. Except as specifically authorized in writing by the COR/TM, the Contractor's personnel are prohibited

from bringing any form of outside computer media into the Government (DEA) facility and introducing it

onto Government-owned computers or contractor-supplied computers located in the Government facility.

6. Except as specifically authorized by the COR/TM, the Contractor's personnel are prohibited from

removing any documents, records, source media, supplies, or equipment from the Government facility.

7. Except as specifically authorized by the COR/TM, the Contractor's personnel are prohibited from

reproducing DEA source media or written products.

8. The contractor shall notify each of its officers and employees having access to DEA information that

such information may be used only for the puipose and to the extent authorized in this contract, and that

disclosure of any information, by any means, for a purpose or to an extent unauthorized herein, may
subject the offender to criminal sanctions imposed by 1 8 USC 641 . 18 USC 641 provides, in pertinent

part, that whoever knowingly converts to their use or the use of another, or without authority, sells,
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conveys, or disposes of any record of the United States or whoever receives the same with intent to

convert it to their use or gain, knowing it to have been converted, shall be guilty of a crime punishable by

a fine of up to $10,000.00 or imprisoned up to ten (10) years, or both.
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9. The contractor and its employees shall ensure that information technology (IT) systems are

appropriately safeguarded. If new or emerging security threats or hazards are discovered or anticipated by

either the Government or the contractor, or if existing security safeguards cease to function, the discoverer

shall bring the situation to the attention of the other party immediately.

H. Facility Security Requirements

I . The Contractor's personnel must be escorted by a DEA employee at all time when visiting a DEA or

other U. S. Government facility in the performance of this contract.

2. Any DEA work that is performed at the Contractor's facility must be protected by an approved

security file container that conforms to Federal specifications and bears a "Test Certification Label" on

the locking drawer attesting to the security capabilities of the container and lock. Such containers must be

labeled "General Services Administration Approved Security Container" on the face of the top drawer.

3. The Contractor shall be responsible for physically safeguarding all Government (DEA) records in its

possession, including records in the possession of the Contractor's personnel, from theft, tampering, or

misuse.

4. The COR/TM is responsible for collecting all DEA-issued property upon the departure of an individual

from assignment to this contract. DEA-issued property includes, but is not limited to: Building Passes,

Identification Badges, Credentials, Computers, Files (paper or electronic media), and Office Equipment,

Supplies and Accessories.

II. STANDARDS OF CONDUCT

A. The Contractor shall be responsible for maintaining satisfactory standards of employee competence,
conduct, appearance, and integrity and shall be responsible for reporting allegations of misconduct to the

COR/TM.

B. All of the Contractor's employees performing work under this contract are required to comply with the

following minimum standards of conduct:

1 . Demonstrate good manners and courtesy toward DEA employees, Federal officials, and the general

public, and maintain a respectful and helpful attitude during the performance of duties under this contract.

2. Maintain a neat, well-groomed, and business-like appearance at all times while on official duty.

Except when authorized by the COR/TM to use another mode of dress because of the need to perform a

special task or for other circumstance (e.g., placing retired files in boxes), the standard of dress is

"business casual" as follows: Male employees shall wear dress shirts and dress slacks (or uniforms when
required by the contract/order). Female employees shall wear conservative dresses, dress slacks or skirts

and sweaters or blouses (or uniforms when required by the contract/order).

3. On or off duty, do not discuss DEA internal matters, policies, grievances, or personalities. Do not

discuss financial, personal, or family matters with DEA employees, their family members, or the general

public while on duty.
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4. On or off duty, do not disclose any official information, except to DEA or other Government officials

having an official need-to-know, nor speak to the press on or off the record or issue news or press releases

without the express permission of the Contracting Officer.

5. On or off duty, do not discuss duty assignment(s) under this contract except in an official business

capacity with the Contractor's Site Supervisor and fellow The Contractor's personnel assigned to this

contract, DEA officials, or other Government officials having an official need-to-know.

6. While on duty, do not gamble, unlawfully bet, or promote gambling on Government property or while

performing Government work at the Contractor's site.

7. Do not possess or consume narcotics, dangerous drugs, marijuana or other controlled substances while

on or off duty, except to the extent that the substance is lawfully prescribed by a licensed medical

provider.

8. Abstain from the consumption and possession of alcoholic beverages or other intoxicants while on

duty and habitual intoxication while off duty.

9. Remain alert at all times while on duty. Perform assignments in accordance with prescribed laws,

regulations, and the terms and conditions of this contract to the best of ability and in accordance with safe

and secure working procedures and practices.

1 0. On or off duty, do not solicit or accept gifts, favors or bribes in connection with the performance of

duties under this contract. Report all efforts by others who offer such gifts, favors or bribes to the

Contractor's Site Supervisor and to the COR/TM.

11. On or off duty, do not use any DEA property, material, or information (e.g., DEA building pass or

other credentials; DEA reports and files) associated with the performance of work under this contract for

purposes other than performance of work under this contract.

12. On or off duty, refrain from any activity that would adversely affect the reputation of the DEA.

13. Neither discriminate against nor sexually harass any person during the performance of duties under

this contract.
14. On or off duty, avoid personal and business associations with persons known to be convicted felons

or persons known to be connected with criminal activities.

1 5. On or off duty, do not engage in criminal, infamous, dishonest, immoral, or disgraceful conduct.

16. Ensure that all financial obligations are met.

1 7. On or off duty, do not give false or misleading statements, or conceal facts, in connection with

obtaining or retaining employment under or performing duties under this contract. This includes, but is

not limited to, the provision of information during any administrative or criminal investigation or other

proceeding, the preparation of travel vouchers, and the preparation of official reports.

1 8. Do not make statements about fellow employees, DEA officials, their family members, or members

of the general public with knowledge of the falseness of the statement or with reckless disregard for the

truth.

1 9. While on duty, do not fail, unnecessarily delay, or refuse to carry out all proper instructions and

directions of the Contractor's Site Supervisor or DEA official having oversight responsibility for work

under this contract.

20. Do not take, remove, possess, or use Government property or the property of others without written

authorization.

21. Do not disturb papers on desks, open desk drawers, cabinets, safes, or enter secure space where

access is not authorized.

22. Do not use Government telephones, facsimile, or duplicating equipment except as necessary in the

performance of duties under this contract.

23. Do not falsify or unlawfully conceal, remove, mutilate, or destroy any official documents or records,

or conceal material facts by willful omission from official documents or records.

24. Do not engage in disorderly conduct, use of abusive or offensive language, quarreling, intimidation

by words or actions, or fighting.
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25. Do not engage or participate in disruptive activities that interfere with the normal and efficient

operations of the Government.

III. REMOVAL FROM WORK

A. The Contractor shall inform its employees of their duties, obligations, and responsibilities under this

contract. The Contractor and its employees agree that, in addition to any other actions DEA may be

entitled to utilize or employ, any Contractor employees who fail to cooperate fully with any inquiry or

investigation or who fail or refuse to perform any duty under this contract may immediately and without

advance notice have their DEA access suspended or revoked, be removed from the work site, and be

released from their contractual duties. Additionally, DEA reserves the right to take any and all relief

appropriate under the circumstances. In the event that any such action is taken, neither the Contractor nor

its employees are entitled to be informed of the basis for the action. Such notice is within the sole

discretion of DEA. In these instances, neither the Contractor nor its personnel will be entitled to any

compensation for DEA's actions.

B. At the direction of the Contracting Officer, the Contractor is required to immediately remove any

person from work under this contract should it be determined by DEA that such a person has violated or is

in violation of the Standards of Conduct described above or another performance standard or requirement

described in this contract; has been disqualified for either suitability or security reasons; who is found to

be unfit for the performance of duties; whose continued work under this contract may jeopardize,

compromise, or disrupt the safety and security of DEA facilities, property, information, and operations;

who presents an actual or potential threat of any kind to DEA employees, official visitors, or the visiting

public; or, whose continued work under this contract is otherwise contrary to the public interest as

determined by the Contracting Officer.

C. The Contracting Officer will notify the Contractor orally or in writing of the need to remove, or the

removal of, any person from performance of work under this contract. Oral notification will be confirmed

in writing by the Contracting Officer. Removals may be effective for a temporary period or permanently,

as directed by the Contracting Officer. The Contracting Officer's determination to permanently remove a

person from work under this contract shall be final. The Government is not obligated to inform either the

Contractor or the person removed of the reason for the removal.

D. Any costs incurred by the Contractor for removal of the Contractor's employee from work under this

contract and any costs incurred in the replacement—including, but limited to—costs for recruiting,

training, certifying, clearing, and otherwise qualifying replacement personnel, travel, or litigation are not

reimbursable to the Contractor.

E.. REPEATED: A determination by DEA that a person is not suitable to perform work under this order

is not a denial, suspension, or revocation of a previously granted security clearance by another agency and

nor shall it be interpreted as a direction or recommendation to the Contractor regarding the suitability of

the affected individual for employment outside the scope of DEA.

IV. ADMINISTRATIVE INQUIRIES

A. The Contractor, its officers, and its employees assigned to, or otherwise participating in the

performance of this contract, shall comply with the following ADMINISTRATIVE INQUIRIES

provision. The provision authorizes the conduct of appropriate investigations and inquiries by duly

appointed personnel conducting examinations, reviews, or investigations into information concerning
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inappropriate conduct and/or allegations of impropriety, whether such conduct is criminal or

administrative in nature.
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B. The Contractor shall obtain, and make available upon request by the Contracting Officer, a

certification, signed by each contract employee participating in the performance of this contract, attesting

to the fact that they have been apprised of and will comply with the ADMINISTRATIVE INQUIRIES

provision as stated herein.

1 . The Drug Enforcement Administration (DBA) is a Federal law enforcement agency charged with

investigating and prosecuting persons violating the drug laws of the United States. To ensure the public

has the highest degree of confidence in the integrity, operations and activities of the DEA, it is essential

that the personnel assigned to or employed by Contractors that support DEA conduct themselves

appropriately and in accordance with applicable law and regulation.

2. The Contractor and its personnel agree that an inspector or investigator of the DEA, Department of

Justice, or any other duly authorized organization or entity shall have the right to conduct any and all

inquiries or investigations deemed appropriate by such organizations or entities in response to information

concerning, or allegations about, improper conduct or inappropriate actions, whether such conduct is

criminal or administrative in nature.

3. The Contractor and its personnel agree to cooperate fully and to the best of their ability with any such

inquiries or investigations. The Contractor and its personnel agree that persons performing such

investigations or inquiries have the right to question the Contractor's personnel. The Contractor's

personnel will respond fully and truthfully to such questioning and provide, as required, sworn statements,

declarations, or affirmations, as directed, or participate in transcribed interviews as directed.

4. Contract personnel will retain their constitutional protection against compelled self -incrimination at all

times. However, contract employees are required to answer questions under the following conditions: (1)

if the subject being questioned is informed that the inquiry being conducted will not subject them to

criminal prosecution, and (2) that any statements made by the subject cannot be used against the subject in

any criminal prosecution (except in cases where the subject is criminally prosecuted for knowingly and

willfully providing false information to investigating personnel). When these conditions are met, the

subject is required to respond to questioning in accordance with this provision.

5. The Contractor and its personnel agree that there is no expectation of privacy in any DEA assigned or

controlled work space, including offices, workstations, closets, or storage facilities, nor is there any

expectation of privacy in any equipment or other asset or fixture including but not limited to desks, safes,

file cabinets or containers of any kind, computers and any storage media, or any such spaces or equipment

provided by the Contractor or its personnel for use in DEA facilities or premises. The Contractor's

personnel shall be placed on notice that any space or equipment may be searched with or without notice to

the Contractor and its personnel.

6. The Contractor shall inform its employees of their duties, obligations, and responsibilities under this

contract. The Contractor and its personnel agree that, in addition to any other actions DEA may be

entitled to utilize or employ, contract personnel who fail to cooperate fully with any inquiry or who fail or

refuse to perform any duty under this contract, may immediately and without advance notice have their

DEA clearance suspended or revoked, be removed from the work site, or be released from their

contractual duties. In addition, DEA reserves the right to take any and all relief appropriate under the

circumstances. In the event that any such action is taken, neither the Contractor nor its personnel are
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entitled to be informed of the basis for the action. Such notice is within the sole discretion of DEA. In

these instances, neither the Contractor nor its personnel will be entitled to any compensation for DEA's

actions.

V. SECURITY FORMS

The Contractor does not have permission to alter any ofthese forms or to convert the forms to corporate

letterhead. No other versions ofthese forms may he used.

--SF85, Questionnaire for Non-Sensitive Positions (Revised September 1995)

(The SF85 is available at www.opm.sov; click on Forms; click on Standard Forms; scroll down to SF85.

The SF85 may be completed on-line andprinted using the OPMStandard Forms link, but cannot be

saved or transmitted in electronicformal. Blank forms only may be printedfrom the DEA website.)

--FD-258, Applicant Fingerprint Card (Fingerprint cards are not available electronically. Blank

fingerprint cards must be obtainedfrom the COR/TM.)

The followingforms are available at www.iustice.gov/dea/index.shtml; click on "Doing Business with
DEA" to print blank forms.

-Three-Page Drug Use Statement

--DOJ-555 Revised Oct. 2008, Disclosure and Authorization Pertaining to Consumer Reports, Pursuant to

the Fair Credit Reporting Act

-RELEASE—FAIR CREDIT REPORTING ACT OF 1970, AS AMENDED

-Resolution of Debt-Related Issues (10/28/03)

—Common Language for Consumer Credit

-Rules and Regulations - A Summary of Your Rights under the Fair Credit Reporting Act
—Loyalty Oath

-Foreign National Relatives or Associates Statement

—Verification of U.S. Citizenship

—Contract Employee's Authorization to Conduct Agency-Specific Record Checks
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www.dea.gov 

University of North Texas 
A TIN: Lori O'Neal 
3500 Camp Bov.ie Blvd. 
Forth Worth TX. 76107 

Subject: Blanket Purchase Agreement 

Dear Ms. O'Neal : 

U.S. Department of Justice 
Drug Enforcement Administration 
Office of Acquisition & Relocation Management 
8701 Morrisette Drive 
Springfield, VA 22152 

I SDDHQl 9A00000016 

Congratulations, the Drug Enforcement Administration (DEA) has awarded the subject Blanket 
Purchase Agreement to your University. Please acknowledge receipt of this order by email b., 
completing the acceptance below and returning thi page to Contract upport Specialist 
,Jacqueline Schottler, via e-mail at Jacgueline .. P.Schottler@usdoj.gov. Please sign an.d return 
the vendor signature page of the Blanket Purchase Agreement Document. If you have any 
questions concerning this matter. p lease contact Jacqueline direclly at (202) 598-2289. 

Sincerelv. Wh..J.... j j~~d,~ 
Contract Support Specialist 
Office of Acquisition & Relocation Management 

J\cknowledgement Certification: 

I bereby acknowledge acceptance of the above subject Order. 

Andrea Anderson, Ex __ e;,cutive Director 
Pri ameandTitle Office of Sponsored Programs 
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ORDER FOR SUPPLIES OR SERVICES I IMPORTANT: Mark all packages and papers with contract and/or order numbers. I 1. DA TE OF ORDER 2. CONTRACT NO. (/( any) 6. SHIP TO:T eneille Walker (202-353-1602) 06/20/2019 a. NAME OF CONSIGNEE 3, ORDER NO. 4. REQUISITION/REFERENCE NO, 
DEA I 5DDHQ I 9AOOOOOO 16 

DEA b. STREET ADDRESS 
Alta: Office of Acq & Reio Mgmt (FA) Jacqueline Schettler Attn: Diversion Control Division(DC). 870 I Morrissette Drive 870 1 Morrissette Drive (0) 202-598-8829 c.CITY d.STATE I e.ZIP CODE Springfield, VA 22152 

Soringfield VA 22 152 
f. SHIP VIA 

7. TO: 
a. NAME OF CONTRACTOR 

8. TYPE OF ORDER UNJVERSITY OF NORTH TEXAS HEAl.,TH SCIENCE CENTER AT FORT WORTH • a. PURCHASE • b. DELIVERY --b. COMPANY NAME Except fo r 
REFERENCE YOUR: billing instructions on the reverse, DUNS: 11009 I 808 
Please furnish the fo llowing on the 

this delivery order is subject to 
instructions contained on this side c. STREET ADDRESS terms and oonditions specified on both only of th is form and is Issued subject 3500 CAMP BOWIE BL VD sides of this order and on the attached to the terms and conditions of lhe sheet, if any, including delivery as above-numbered oontract. indicated. 

d.CITY 
l e. STATE I I. ZIP CODE 

FORT WORTH TX 76107-2699 
9. ACCOUNTING AND APPROPRIATION DATA 
See Line ltem Detail 

11 . BUSINESS CLASSIFICATION (Check appropriate box(es)) 12. F.O.B, POINT 0 a. SMALL O b. OTHER THAN SMALL O c. DISADVANTAGED • d. WOMEN-OWNED D e. HUBZone • f. SERVICE-DISABLED 
VETERAN-OWNED 

• g. WOMEN-OWNED SMALL BUSINESS (WOSB) 
ELIGIBLE UNDER THE WOSB PROGRAM • h. EDWOSB 

13. PLACE OF 14. GOVERNMENT B/L NO. 15. DELIVER TO F.O.B. POINT ON 16. DISCOUNT TERMS 
a. INSPECTION I b. ACCEPTANCE 

OR BEFORE (Date) 

ET 30 

iTEM N0 . ·0 •; -8 SUPPLIES OR SERVIC.ES ,,~ - - QUANTITY :,,Y~IT '. , UNIT PRICE AMOUNT QUANTITY -~ ~ 

' 
~ . 

ORDERED 1 ~ . .,, .,,,. ACCEPTED, (a) ,(bj ~ 

(c), '..,, (d) (e)' '•'. •, 
. ! (f) .i "(g) 

I 
. "' ,"' ',.· 

"' !li 
';;;;; , .)e 

I"' 
The Contractor shall provide services in accordance 
with the attached Blanket Purchase Agreement Number 
!5DDHQ 19AOOOOOOl6 and Proposal dated Febmary 15. 
2019. 

See Continuation Sheel(s) 

18. SHIPPING POINT 119. GROSS SHIPPING WEIGHT 120. INVOICE NO, 

S0.00 17(h) TOT. 21. MAIL INVOICE TO: 
(Cont. SEE BILLING a. NAME 

pages) INSTRUCTIONS 
ON DEA 

REVERSE b, STREET ADDRESS (or P.O. Box) 

Attn: Diversion Control Division(DC). lnvoiee.Diversion@usdoi.s:1ov 17(1) 

S0.00 GRAND c. CITY 
I d. STATE e. ZIP CODE TOTAL 

Soringfield VA 22152 22. UNITED STATES OF AMERICA BY (Signature) 23. NAME (Typed) 

Girard, John C. 

TITLE: CONTRACTING/ORDERING OFFICER , 

AUTHORIZED FOR LOCAL REPRODUCTION 
PREVIOUS EDITION NOT USABLE OPTIONAL FORM 347 (REV. 2/2012) 

Prescribed by GSNFAR 48 CFR 53.213(1) 
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Section 2 - Commodity or Services Schedule 

ITEM NO. 

0001 

0002 

0003 

0004 

0005 

0006 

0007 

0008 

0009 

1001 

1002 

SCHEDULE OF SUPPLIES/SERVICES 
CONTINUATION SHEET 

SUPPLIES/SERVICES QUANTITY UNIT 

Locomotor (or other dosefinding assay) Assay Cost 0.000000 

Line Period of Performance: 06/20/2019 - 06/19/2020 

Base Period 

Locomotor (or other dose finding assay) Incidental Cost 0.000000 

Line Period of Performance: 06/20/2019 - 06/19/2020 

Base Period 

Analgesia Studies (to include antagonist studies) Assay Cost 0.000000 

Line Period of Performance: 06/20/2019 - 06/19/2020 

Base Period 

Analgesia Studies (to include antagonist studies) Incidental Cost 0,000000 

Line Period of Performance: 06/20/2019 - 06/19/2020 

Base Period 

Drug Discrimination (monthly maintenance of training drugs) Assay 0.000000 Cost 

Line Period of Performance: 06/20/2019 - 06/19/2020 

Base Period 

Drug Discrimination (monthly maintenance of training drugs) 0.000000 Incidental Cost 

Line Period of Performance: 06/20/2019 - 06/19/2020 

Base Period 

Drug Discrimination of test drug Assay Cost 0.000000 

Line Period of Performance: 06/20/2019 - 06/19/2020 

Base Period 

Drug Discrimination of lest drug Incidental Cost 0.000000 

Line Period of Performance: 06/20/2019 - 06/19/2020 

Base Period 

Drug Cost - Not to Exceed 0 000000 

Line Period of Performance: 06/20/2019 -06/19/2020 

Base Period 

Locomotor (or other dosefinding assay) Assay Cost 0.000000 

Line Period of Performance: 06/20/2020 - 06/19/2021 

Base Period 

Locomotor (or other dosefinding assay) Incidental Cost 0.000000 

Line Period of Performance: 06/20/2020 - 06/19/202 1 

Base Period 

15DDHQ19A00000016 Page 2 of 5 

UNIT PRICE AMOUNT 

$3,972.8100 $0.00 

$73.0000 $0.00 

$4,444.4600 $0.00 

$73.0000 $0.00 

$5,390.8100 $0.00 

$0.0000 $0.00 

$2,668.4500 $0.00 

$73,0000 $0.00 

$500.0000 $0.00 

$3,972.8100 $0.00 

$73.0000 $000 
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1003 Analgesia Studies (to include antagonist studies) Assay Cost 0.000000 
$4 ,444 .4600 $0.00 

Line Period of Performance: 06/2012020 - 06/19/2021 

Base Period 

1004 Analgesia Studies (to include antagonist studies) Incidental Cost 0.000000 $73.0000 $0.00 

line Period of Performance: 06/20/2019 - 06/19/2020 

Base Period 

1005 Drug Discrimination (monthly maintenance of training drugs) Assay 0.000000 $5,390.8100 $0.00 Cost 

Line Period of Performance: 06/20/2019 - 06119/2020 

Base Period 

1006 Drug Discrimination (monthly maintenance of training drugs) Incidental Cost 0.000000 $0.0000 $0.00 

Line Period of Performance: 06/20/2020 - 06/19/2021 

Base Period 

1007 Drug Discrimination of lest drug Assay Cost 0.000000 $2,668.4500 $0.00 

Line Period of Performance : 06/20/2020 - 06/19/2021 

Base Period 

1008 Drug Discrimination of lest drug Incidental Cost 0.000000 $73.0000 $0.00 

Line Period of Performance: 06/20/2020 - 0611912021 

Base Period 

1009 Drug Cost - Not to Exceed 0.000000 $500.0000 $0.00 

Line Period of Performance: 06/2012020 - 06/19/2021 

Base Period 

2001 Locomotor (or other dosefinding assay) Assay Cost 0.000000 $3,972.8100 $000 

Line Period of Performance: 06/20/2021 - 06119/2022 

Base Period 

2002 Locomotor (or other dosefinding assay) Incidental Cost 0.000000 $73.0000 $0.00 

Line Period of Performance: 06120/2021 - 06/19/2022 

Base Period 

2003 Analgesia Studies (to include antagonist studies) Assay Cost 0.000000 $4,444.4600 $0.00 

Line Period of Performance: 06/20/2021 - 06/19/2022 

Base Period 

2004 Analgesia Studies (to include antagonist studies) Incidental Cost 0.000000 $73.0000 $0.00 

Line Period of Performance: 06/20/2021 - 06/19/2022 

Base Period 

2005 Drug Discrimination (monthly maintenance of training drugs) Assay Cost 0.000000 $5,390.8100 $0.00 

Line Period of Performance: 06/20/2021 - 06/19/2022 

Base Period 

2006 Drug Discrimination (monthly maintenance of training drugs) 0.000000 $0.0000 $0.00 Incidental Cost 

Line Period of Performance: 06/20/2021 - 0611912022 

Base Period 
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2007 Drug Discrimination of test drug Assay Cost 0.000000 $2,668.4500 $0.00 

Line Period of Performance: 06/20/2021 - 06/19/2022 

Base Period 

2008 Drug Discrimination of test drug I ncldental Cost 0.000000 $73.0000 $0.00 

Line Period of Performance: 06/20/2021 - 06/1912022 

Base Period 

2009 Drug Cost - Not to Exceed 0.000000 $500.0000 $0.00 

Line Period of Performance: 06/20/2021 - 06/19/2022 

Base Period 

3001 Locomotor (or other dosefrnding assay) Assay Cost 0.000000 $3,972.8100 $0.00 

Line Period of Performance: 06/20/2022 - 06/19/2023 

Base Period 

3002 Locomotor (or other dosefinding assay) Incidental Cost 0.000000 $73.0000 $0.00 

Line Period of Performance: 06/20/2022 - 06/19/2023 

Base Period 

3003 Analgesia Studies (to include antagonist studies) Assay Cost 0.000000 $4,444.4600 $0.00 

Line Period of Performance: 06120/2022 - 06/19/2023 

Base Period 

3004 Analgesia Studies (to include antagonist studies) Incidental Cost 0.000000 $73.0000 $0.00 

Line Period of Performance: 06/20/2022 - 06/19/2023 

Base Period 

3005 Drug Discrimination (monthly maintenance of training drugs) Assay 0.000000 $5,390.8100 $0.00 Cost 

Line Period of Performance: 06/20/2022 - 06/19/2023 

Base Period 

3006 Drug Discrimination (monthly maintenance of training drugs) 0.000000 $0.0000 $0.00 Incidental Cost 

Line Period of Performance: 06/20/2022 - 06/19/2023 

Base Period 

3007 Drug Discrimination of test drug Assay Cost 0.000000 $2,668.4500 $0.00 

Line Period of Performance: 06/20/2022 - 06/19/2023 

Base Period 

3008 Drug Discrimination of test drug Incidental Cost 0.000000 $73 .0000 $0.00 

Line Period of Performance: 06/20/2022 - 06/19/2023 

Base Period 

3009 Drug Cost - Nol to Exceed 0.000000 $500.0000 $0.00 

Line Period of Performance: 06/20/2022 - 06119/2023 

Base Period 

4001 Locomotor (or other dosefinding assay) Assay Cost 0.000000 $3,972.8100 $0.00 

Line Period of Performance: 06/20/2023 - 06/19/2024 

Base Period 
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4002 Locomotor (or other dose find ing assay) Incidental Cost 0.000000 $73.0000 $0.00 

Line Period of Performance: 06/20/2023 - 06/1912024 

Base Period 

4003 Locomotor (or other dosefinding assay) Assay Cost 0.000000 $4,444.4600 $0 .00 

Line Period of Performance: 06/20/2023 - 06/19/2024 

Base Period 

4004 Analgesia Studies (to include antagonist studies) Incidenta l Cost 0.000000 $73.0000 $0.00 

Line Period of Performance: 06/20/2023 - 06/19/2024 

Base Period 

4005 Drug Discrimination (monthly maintenance of training drugs) Assay 0.000000 $5,390.8100 $0.00 Cost 

Line Period of Performance: 06/20/2023 - 06/19/2024 

Base Period 

4006 Drug Discrimina tion (monthly maintenance of training drugs) 0.000000 $0.0000 $0.00 

Line Period of Performance: 06/20/2023 - 06/19/2024 

Base Period 

4007 Drug Discrimination of test drug Assay Cost 0.000000 $2,668.4500 $0.00 

Line Period of Performance: 06120/2023 - 06/19/2024 

Base Period 

4008 Drug Discrimination of test drug Incidental Cost 0.000000 $73.0000 $0.00 

Line Period of Performance: 06/20/2023 - 06119/2024 

Base Period 

4009 Drug Cost - Not to Exceed 0.000000 $500.0000 $0.00 

Line Period of Performance: 06/20/2023 - 06119/2024 

Base Period 

Base Total: $0.00 
Exercised Options Tota l: SO.DO 

Unexercised Options Total : $0.00 
Base and Options Total: $0.00 
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DRUG ENFORCEMENT ADMINISTRATION 
OFFICE OF ACQUISITION & RELOCATION MANAGEMENT 

BLANKET PURCHASE AGREEMENT 
Evaluation of Abuse Potential of Synthetic Opioids Using In Vivo Pharmacological 

Studies 

Contractor: 
University of North Texas 
3500 Camp Bowie Blvd. 
Fort Worth, TX 76107 

15DDHQ19A00000016 
Government: 
Drug Enforcement Administration 
Office of Acquisition Management 
8701 Morrissette Drive 
Springfield, VA 22152 

I. DESCRIPTION OF AGREEMENT 

This is a Blanket Purchase Agreement (BPA) between the Drug Enforcement Administration 
(DEA) and the University of North Texas Health Science Center for the Evaluation of Abuse 
Potentia l of Synthetic Opioids Using In Vivo Pharmaco logical Studies. Which the Contractor 
may be in a position to provide the Government, if and when requested by the Contracting 
Officer, or authorized representative, commencing from the effective date of the BPA, until 
canceled by either party, however, not to exceed a maximum of sixty (60) months from the 
effective date. Call orders will be initiated on an as needed basis. The services that will be 
purchased and performed under the BPA are described in the attached Optional from 347. 
The contractor shall furnished the services identified if and when requested by a 
Contracting Officer who is duly warranted by DEA to authorize the expenditure of funds 
during the period of performance of this BPA 

II. Background 

The Drug Enforcemen t Administration's (DEA) Diversion Control Division (DC), Drug and 
Chemical Evaluation Section is responsible for evaluating drugs and chemicals to determine 
whether these substances have abuse potentia l. These evaluations are used by DEA to 
support its domestic scheduling activities. In order for DEA to determ ine the abuse 
pote ntial of drugs and chemicals, pharmacological, medical, epidemio logical, and other 
scientific data for these drugs, when necessary, are needed to initiate the administrative 
procedure to place these substances under regulatory control according to the guidelines of 
the Controlled Substances Act (CSA). 

III. TERM OF AGREEMENT 

The BPA period of performance for servi ces described herein is established from June 20, 
2019 for an additional 60 months. 
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IV. 

V. 

VI. 

VII. 

Pagel2 

EXTENT OF OBLIGATION 

This BPA does not obligate any funds . The Government is obligated under this BPA only to 
the extent of call orders placed by authorized DEA representatives against this agreement. 

PRICING INFORMATION 

The prices charged to the Government for all (calls) made under this Agreement shall be as 
low as, or lower than, those charged to the suppliers most favored customer, in addition to 
any discounts for prompt payment. The Contractor agrees that the supplies furnished under 
this SPA shall be covered by the most favorable commercial warranties the Contractor gives 
to any customer for such supplies. 

CALL LIMITATION FAR 13.303-S(b)(l) 

No single call placed under this Agreement shall exceed the $7 million limitation for 
individual purchases. Individuals with ordering authority are shown in the following 
paragraph. Requirements shall not be split for the purpose of staying under the simplified 
acquisition threshold or individual's delegated limits of authority. 

INDIVIDUALS AUTHORIZED TO PLACE CALLS AND DOLLAR LIMfTATIONS 

The individuals authorized to place calls under this Blanket Purchase Agreement, and the 
Limits of their purchase authority are shown below: 

Unlimited: 

OFFICE OF ACQUISITION AND RELOCATION MANAGEMENT (FA) 

VIII. ORDERING PROCEDURES 

This BPA is intended to allow ordering from multiple Contracting Offices within the Drug 
Enforcement Administration. When this occurs, the contractor is directed to email the 
Contract Specialist within DEA HQ office of Acquisition & Relocation management to ensure 
that th e order quantity and amount are recorded to ensure the BPA does not exceed the 
maximum order threshold. 

(a) All efforts under this BPA shall be performed in response to fully executed Call 
Orders. Each Call Order will be issued in writing (e-mail issuance is permissible with 
receipt and acceptance response required from the contractor) by the cognizant 
Contracting Officer using Standard Form 1449 or Optional Form 34 7. The original Call 
Order will be submitted to the Primary contact listed in the Attachment 4 clause entitled 
"Contract Administration Points of Contact." It is the contractor's responsibility to 
ensure that a written order is prepared in order that subsequent invoices may be 
properly processed and paid in a timely manner. Failure to submit a copy of the written 
call order with the invoice may result in the contractor not being paid for work 
performed. 
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(b) At a minimum, Call Orders will contain the following information: 

1. Date of the order; 
2. Contract and Call Order number; Contract line item number and description, 

quantity, and unit price; 
3. Description of the services to be performed; 
4. Delivery or completion date; 
5. Place of delivery or performance; 
6. Shipping and packaging instructions (if applicable); and 
7. Accounting and appropriation data. 

(c) Call Orders may be issued by any properly warranted DEA HQ. No orders under this 
BPA shall be accepted or honored from any Government agency other than DEA. The 
duly warranted DEA Contracting Officer is the only individual who can legally commit or obligate the Government to the expenditure of public funds. No costs chargeable to the proposed BPA can be incurred before receipt of a fully executed call order, or specific 
authorization from the Contracting Officer. 

(d) Any questions or clarifications regarding a unilaterally issued Call Order must be 
addressed prior to commencement of work. The contractor will not receive financial 
compensation for effort performed that is not in accordance with the requirements of the Call Order. 

IX. DELIVERY TICKET 

All shipments under this BPA shall be accompanied by delivery tickets or sales slips 
prepared in triplicate which shall contain the following information: 

• Name of Contractor 
• BPA Number 
• Date of Call 
• Call Number 
• Itemized list of supplies or services furnished 
• Quantity, unit price and extension of each item, less applicable discounts (unit 

prices and extensions need not be shown when incompatible with the use of 
automated system, provide that the invoice is itemized to show this information) 

• Date of delivery or shipment 

X. INSPECTION AND ACCEPTANCE 

Inspection and acceptance will be at destination, unless otherwise provided. Until 
delivery and acceptance, and after any rejections, risk of loss will be on the Contractor unless loss results from negligence on the part of the Government. For additional 
information on Inspection and Acceptance requirements see FAR 52.246.-4, Inspection 
of Serivces-Fixed Price. 

XI. COMMERCIAL WARRANTY 
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The contractor agrees that the supplies or services furnished under this BPA shall be covered by the most favorable commercial warranties the Contractor gives to any 
customer for such supplies or services. 

XII. PAYMENT AND BILLING INSTRUCTIONS 

The Contractor shall submit scanned or electronic images of invoice(s) to the following e-mail addresses: Invoice.Diversion@usdoj.gov; Teneille.D.Wa1ker@usdoj.gov 
; ac ueline.P.Schottler usdo ·. O\: - (This section will be completed at the time 
individual BPA calls are provided. The date of record for invoice receipt is established on the day of receipt of the e-mail if it arrives before the end of standard business hours (5pm Local), or the next business day if the invoice arrives outside of normal business hours. Scanned documents with original signature in pdf or other graphic formats 
attached to the e-mail are acceptable. Digital/Electronic signature and certificates 
cannot be processed by the DEA will be returned. 

In addition to the items required in FAR clause 52.232-25 PROMPT PAYMENT, at 
(a)(3)(i) through (x), a proper invoice shall also include the following minimum 
additional information and/or documentation. 

(1] BPA and Order or Call Number; 
(2) Total/cumulative charges for the billing period; 
(3) Dates upon which items/services were delivered; 
( 4) The Contractor's Taxpayer Identification Number (TIN); and 
(5) A statement signed by a responsible official of the concern substantia1ly similar if not identical to the 

XIII. ADDITIONAL INFORMATION 

(a) The terms and conditions included in this BPA apply to all purchased made pursuant to it. In the event of an inconsistency between provisions of this SPA and the contractor's invoice, 
the provision of this SPA will take precedence. 

(c) The DEA reserves the right to review and renegotiate the term and conditions of this 
Agreement at any time during the term of this SPA 

Following: "I certify that the items above have been delivered in accordance with the contract and that all charges are true, correct, and have not been previously billed." 

Contractor's Signature Date 

Printed Name/Title/Company Phone Number 

Invoices will be rejected if they do not display /open/execute properly, are not legible, or if 
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they do not contain the required information or signatures for processing. 

Any proposal for modification(s) of this BPA shall be submitted to the Contracting Officer: 

Drug Enforcement Administration 
Officer of Acquisition & Relocation Management 
Attn: John Girard 
8701 Morrisette Drive 
Springfield, VA 22152 

CONTRACTOR AUTHORIZED OFFICIAL: 

GOVERNMENT AUTHORIZED OFFICIAL: 

John Girard 
Contracting Officer 

6/18/2019 

Date 

Date 
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DEA CLAUSE MATRIX - COMMERCIAL ITEMS 
Updated through FAC 2005-101 (10/26/2018) 

ORDER#: 15DDHQ19A00000016 

52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 
This cont ract incorpora tes one or more clauses by reference, with the same fo rce and effect as if they were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the ful l text of a clause may be accessed electronically at th is address: 
https://www.acguisitioIL&QyLsites/d_gfault/files/current/far/html/FARTOCP52.htmlllwp372482. 

D 52.203-16 

• 52.203-17 

• 52.204-4 

D 52.204-9 

• 52.204--12 

[gJ 52.204-13 

• 52.204-18 

181 52.204-19 

• 52.204-21 

• 52.204-23 

D 52.207-5 

• 52.209-12 

rgJ 52.212-4 

D 52.212-4 Al T I 

(End of clause) 

CONTRACTING OFFICER: •Check the· appropr iate box only for clauses that are app) icable to this procurement. 

PREVENTING PERSONAL CONFLICTS OF INTEREST (DEC 2011) 

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF WHISTLES LOWER RIGHTS (APR 2014) 
PRINTED OR COPIED DOUBLE-SIDED ON POSTCONSUMER FIBER CONTENT PAPER (MAY 2011) 

PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL (JAN 2011) 

UNIQUE ENTITY IDENTIFIER MAINTENANCE (OCT 2016) 

SYSTEM FOR AWARD MANAGEMENT MAINTENANCE (OCT 2018) 

COMMERCIAL AND GOVERNMENT ENTITY CODE MAINTENANCE (JUL 2016) 

INCORPORATION BY REFERENCE OF REPRESENTATIONS AND CERTIFICATIONS {DEC 2014) 

BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEMS (JUN 2016) 

PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, AND SERVICES DEVELOPED OR PROVIDED BY KASPERSKY LAB AND OTHER 
COVERED ENTITIES, IN All SOLICITATIONS AND CONTRACTS (JUL 2018) 

OPTION TO PURCHASE EQUIPMENT (FEB 1995) 

CERTIFICATION REGARDING TAX MATTERS {FEB 2016) 

CONTRACT TERMS AND CONDITIONS-COMMERCIAL ITEMS (OCT 2018) 

CONTRACT TERMS AND CONDITIONS- COMMERCIAL ITEMS (JAN 2017) WITH ALTERNATE I (JAN 2017) 

181 52 .212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR EXECUTIVE ORDERS- COMMERCIAL ITEMS (OCT 2018) 
(a) The Contractor shal l comply with the following Federal Acquis ition Regu lation {FAR) clauses, wh ich are incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to acquisit ions of commercial items: 

{1) 52.203-19, Prohibition on Requiring Certain Confidentia lity Agreements or Statements (JAN 2017) (section 743 of Divis ion E, Title VI I, of the 
Consolidated and Further Continu ing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts {and as extended 
in continuing resolu tions)). 

{2) 52.204- 23, Proh ibition on Contract ing fo r Hardware, Software, and Services Deve loped or Provided by Kaspersky Lab and Other Covered Entities (Jul 
2018) (Sect ion 1634 of Pub. l. 115-91). 

(3) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015) (Executi ve Order 13658). 
(4) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553). 

(5) 2._2.233-4, Applicable Law for Breach of Contract Cla im {Oct 2004)(Public Laws 108-77 and 108-78 (19 U.S.C. 3805 note)) . 

(b) The Contractor shall comply with the FAR clauses in this pa ragraph {b) that the Contracting Officer has indicated as being incorporated in t his cont ract by reference to implement provisions of law or Executive orders applicable to acquisitions of commercial items: 

[Contracting Officer check as appropriate.] 
D (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), w ith Alternate I {Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402). 
D (2) 52.203-U, Contractor Code of Business Ethics and Conduct (Oct 2015) {Pub. L. 110-252, Tit le VI, Chapter 1 (41 U.S.C. 350~)). 
~ {3) 52.W3-~2, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (June 2010) (Section 1553 of Pub. L. 111-5). 

{Applies to controct5 funded by the American Recovery and Reinvestment Act of 2009.) 
0 (4) 52.204-10, Report ing Execu tive Compensation and First-Tier Subcontract Awards (Oct 2018) (Pub. l. 109-282) {31 U.S.C. 6101 note) . 
D (5) [Reserved] 

D (6) 52.204-14, Service Contract Report ing Requirements (Oct 2016) (Pub. L. 111-117, section 743 of Div. C). 
D (7) 52.204·1.~, Service Contract Report ing Requirements for Indefin ite-Delivery Contracts (Oct 2016) (Pub. L. 111-117, section 743 of Div. C). 
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181 {8) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, or Proposed for Debarment. (Oct 201S) (31 U .S.C. 6101 note). 

~ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (Oct 2018) (41 U.S.C. 2313). 

D (10) [Reserved) 

D (ll)(i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Nov 2011) (15 U.S.C. 657a). 
D (i i) Alternate I (Nov 2011) of 52.219-3 . 

D (12)(i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (Oct 2014) (if the offeror elects to waive the preference, it shall so indicate in its offer) (l~ U.S.C. 657a). 

D (ii) Alternate I (Jan 2011) of 52.219-4. 

D (13) [Reserved] 

D (14){i) 52.219-6, Notice of Tota l Small Business Set-Aside (Nov 2011) (15 U.S.C. 644). 

D (ii) Alternate I (Nov 2011). 

D (iii) Alternate II (Nov 2011). 

0 (15)(i) 52.2_1__;1.:l, Notice of Partial Small Business Set-Aside (June 2003) {15 U.S.C. 644 ). 

0 (ii) Alternate I (Oct 1995) of ?2,21~:..?.-

D (iii) Alternate II (Mar 2004) of 52.219-7. 

0 (16) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(dl{2) and (3)). 

0 (17)(i) 52.219-9, Small Business Subcontracting Plan (AUG 2018) (15 U.S.C. 637(d)(4ll. 

D (ii) Alternate I (Nov 2016) of 52.219-9. 

D (iii) Alternate II (Nov 2016) of 52.219-9. 

D (iv) Alternate Ill (Nov 2016) of 52.219-9. 

0 (v) Alternate IV (AUG 2018) of 52.219-9. 

D (18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 644(r)). 

0 (19) 52.219-14, limitations on Subcontracting (Nov 2011) (~1./.S.C. 637(\J.HHJ). 

D (20) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan 1999) (15 U.S.C. 637{d)(4l(Flli)). 

D (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Nov 2011) (1S U.S.C. 6S7 f). 

D (22) 52.219-28, Post Award Small Business Program Rerepresentation {Jul 2013) (15 U.S.C. 632(a)(2)). 

0 (23) 52.219-29, Notice of Set-Aside for Economically Disadvantaged Women-Owned Small Business (EDWOSB) Concerns (Dec 2015) (15 U.S.C. 637(m)). 
D (24) S2.219-30, Notice of Set-Aside for Women-Owned Small Business (WOSB) Concerns Eligib le Under the WOSB Program (Dec 2015) (15 U.S.C. 637(m)). 
181 (25) 2].22l:l, Convict Labor (June 2003) (E.O. 11755). 

0 (26) 52.222-1..~. Child Labor- Cooperation with Authorities and Remedies (Jan 2018) (E.0. 13126). 

0 (27) 52.222.:£!, Prohibition of Segregated Facilities (Apr 2015). 

~ (28)(i) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246). 

0 (ii) Alternate I (FEB 1999) of 52.222-26. 

0 (29)(i) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 

0 (ii) Alternate I (JULY 2014) of 52.222-3S. 

0 (30)(i) 52.22!:1§, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793). 
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0 (ii) Alternate I (JULY 2014) of 52.222-36. 

(81 (31) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 

D (32) ?2,222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.0.13496). 

(81 (33){i) 52.222-50, Combating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E.O. 13627). 

0 (ii) Alternate I (Mar 2015) of 52.222-50 (Mar 2015) (22 U.5.C. chapter 78 and E.O. 13627). 

D (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (Executive Order 12989). {Not applicable to the acquisition of commercially available off-the­shelf items or certain other types of commercial Items as prescribed in 22.1803.) 

D (35)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items (May 2008) (42 U.S.C. 6962{gjlj_(.!0,Dll). (Not applicable to the acquisition of commercially available off-the-shelf items.) 

D (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 69620l(2)(C)) . {Not applicable to the acquisition of commercia lly ava ilable off-the-shelf items.) 

D (36) 52.223-11, Ozone-Depleting Substances and High Global Warming Potentia l Hydrofluorocarbons (Jun 2016) (E.O. 13693). 

0 (37) 52.223-12, Maintenance, Service, Repa ir, or Disposal of Refrigeration Equipment and Air Conditioners (Jun 2016) (E.O. 13693). 

D {38)(i) 52.223-1~, Acquisition of EPEAT" -Registered Imaging Equipment (Jun 2014) (E.O.s 13423 and 13514). 

D (ii) Alternate I {Oct 2015) of SZ,223-13. 

D (39)(i) 52.223-11, Acquisition of EPEAT" -Registered Televisions (Jun 2014) (E.0 . 13423 and 13514). 

0 {i i) Alternate I (Jun 2014) of 52.223-14. 

D (40) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 8259b). 

D (41){i) 52.223-16, Acquisition of EPEAT"'-Registered Personal Computer Products (Oct 2015) (E .O. 13423). 

D (ii) Alternate I (Jun 2014) of 2].223-1.§. 

0 (42) 52.223-18, Encouraging Contractor Polic ies to Ban Text Messaging Whi le Driving (Aug 2011) (E.O. 13513). 

D (43) S2.223-20, Aeroso ls (Jun 2016) {E.0.13693). 

0 (44) 52.223-21, Foams (Jun 2016) (E.O. 13693). 

D (4S)(i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a). 

0 (ii) Alternate I (JAN 2017) of 52.224-3. 

D (46) 52.225·1., Buy American-Supplies (May 2014) (41 U.S.C. cha ter 83). 

D {47){i) 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act (May 2014) (41 U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note,~ U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-S3, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43. 

D (ii) Alternate I (May 2014) of 52.225-3. 

D (iii) Alternate II {May 2014) of ?.7,22~:.l 

D (iv) Alternate Ill (May 2014) of 52.225-3. 

D {48) .?.f.,???.:-2, Trade Agreements (AUG 2018) (!J_V,?.,£-.. f.?9J, et seq., J':!Y.,?_._i;;,._~}_<n note). 

(81 (49) 52.225-13, Restrictions on Certain Foreign Purchases (JUNE 2008) (E.O.'s, proclamations, and statutes administered by the Office of Foreign Assets 
Control of the Department of the Treasury) . 

D (SO) 52.225-26, Contractors Performing Private Security Functions Outside of the United States (Oct 2016) {Section 862, as amended, of the Nat ional 
Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note) . 

D {51) .2.2.,2.2.§::E., Notice of Disaster or Emergency Area Set-Aside (Nov 2007) {~_f _l}_,,S.C. 5_:l_'?Q}. 

0 (52) 52.226-S, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 U.S.C. 5150). 

D (53) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 4505, 10 U.S.C. 2307(1)). 
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0 (54) 52.232-30, Installment Payments for Commercial Items (JAN 2017) (41 U.S.C. 450S, 10 U.S.C. 2307(fl). 

l2J (55} 52.232-33. Payment by Electronic Funds Transfer-System for Award Management (Oct 2018) (31 U.S.C. 3332). 

0 (56) 52.232-34. Payment by Electronic Funds Transfer-Other than System for Award Management (Jul 2013) (.D._U.S.C. 333~}. 
0 (57) ~?.)32-3_(1, Payment by Third Party (May 2014) (31 U.S.C. 33~6) 
D (58) 52 .239-1. Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 

D {59) 52.242-5, Payments to Small Business Subcontractors (JAN 2017) (15 U.S.C. 637(d}(12}). 

D {60)(i) 52.247-64. Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx. 1241(bl and 10 U.S.C. 2631). 
D (ii) Alternate I (Apr 2003) of 52.247-64. 
0 (iii) Alternate II (FEB 2006) of 52.247-64. 

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to acquisitions of commercial items: 

[ Contracting Officer: check as appropriate.) 

D (1) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.0. 13495). 

D (2) 52.222-41. Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67]. 

0 (3) 52.222-42. Statement of Equivalent Rates for Federal Hires (May 2014) {29 u.s.c. 206 and 41 U.S.C. chapter 67, et seq.). 

D (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (Multiple Year and Option Contracts) (AUG 2018) (29 U.S.C. 206 and 41 U.S.C. chaptgc67). 

D {S) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67, et seq.). 

0 (6) 52.22221, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance. Calibration. or Repair of Certain Equipment-Requirements (May 2014) ® U._S.C. chapter 67, et seq.) . 

D (7) 52.222-53. Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67. et seq.). 

D (B) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 

D (9) 52.222-62. Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.0.13706). 

D (10) ~-~..11§.:§, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) (1l_l,L~J;:.,.!?,_2,;1). 

(d) Comptrol/erGenerol Examination of Record. The Contractor shall comply with the provisions of this paragraph (d) if this contract was awarded using other than sealed bid, Is in excess of the simplified acquisition threshold, and does not contain the clause at 52.215-~, Audit and Records-Negotiation. 

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General. shall have access to and right to examine any of the Contractor's directly pertinent records involving transactions re lated to this contract. 

(2) The Contractor shall make available at its offices at all reasonable t imes the records. materials, and other evidence for examination, audit. or reproduction, until 3 years after final payment under this contract or for any shorter period specified in FAR ~art 4.7, Contractor Records Retention, of the other clauses of this contract. If this contract is completely or partially terminated, the records relating to the work terminated shall be made ava ilable for 3 years after any resulting final termination settlement. Records relating to appeals under the disputes clause or to litigation or the settlement of claims arising under or relating to this contract shall be made ava ilable until such appeals. litigation, or claims are finally resolved. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other data, regardless of type and regardless of form. This does not require the Contractor to create or maintain any record that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law. 
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(e)(l) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), ancl (d) of this clause, the Contractor is not requ ired to flow down any FAR clause, other than those in this paragraph (e)(l) in a subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall be as required by the clause -

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (Pub. L. 110-252, Title VI, Chapter 1 (41 U.S.C. 3509)). 
(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 2017) (section 743 of Division E, Title VII, of 

the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts 
(and as extended in continuing resolutions)). 

(i i i) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other Covered Entities 
(Jul 2018) (Section 1634 of Pub. L. 115-91). 

(iv) 2.,2.219-8_, Utilization of Small Business Concerns (Oct 2018) (15 U.S .C. 637{Qlill and (3)), in all subcontracts that offer further subcontracting 
opportunities . If the subcontract {except subcontracts to small business concerns) exceeds $700,000 {$1.5 million for construction of any public 
facility), the subcontractor must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

{v) 22.222-17, Nondisplacement of Qualified Workers (May 2014) {E.O. 13495). Flow down requi red in accordance w ith paragraph (I) of FAR clause 
52.222-17. 

(vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 

(vi i) 52.222-26, Equal Opportunity (Sept 2016) (E.O. 11246). 

(viii) 52.222-35, Equal Opportunity for Veterans {Oct 2015) (38 U.S.C. 4212). 

(ix) ~2.222-36, Equal Opportunity for Workers with Disabilities {Jul 2014) {29 U.S.C. 7;!_;)). 

(x) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 

(xi) 52.222-40, Notification of Employee Rights Under the National labor Re lations Act (Dec 2010) (E.O. 13496). Flow down required in accordance 
w ith paragraph {f) of FAR clause 52.222-40. 

(xii) 52.222-41, Service Contract Labor Standards {AUG 2018) {41U., S.,.!:;, .. ch.a_ptgr_§.?). 

(xii i) 1:21 (A) 52.222-50, Combating Trafficking in Persons {Mar 2015) {(Mar 2015) {22 U.S.C. chapter 78 and E.O.13627). 

0 (B) Alternate I (Mar 2015) of 52.222-50 (Mar 2015) {22 U.S.C. chapter 78 and E.O.13627). 

(xiv) 52 .222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, Calibration, or Repair of Certain 
Equipment-Requirements (May 2014) (.11J.).S.C. chagJer 67). 

(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services-Requirements {May 2014) 
(41 U.S.C. chapter 67). 

(xvi) 52.222-54. Employment El igibi lity Ver if ication (Oct 2015) (E .O. 12989). 

(xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015). 

(xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 {JAN 2017) (E.O. 13706). 

(xix){A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a). 

(B) Alternate I (Jan 2017) of 52.224-3. 

(xx) 52.225-26, Contractors Perform ing Private Security Funct ions Outside of the United States (Oct 2016) (Section 862, as amended, of t he National 
Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note). 

(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (May 2014) (42 U.S.C. 1792). Flow down required in accordance with 
paragraph (e) of FAR clause 52.226-6. 

(xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Aoox. 12411b) and 10 U.S.C. 2631). Flow down 
required in accordance w ith paragra ph (d) of FAR clause 52 .247-6,!. 

(2) Whi le not required, the contractor may include in its subcontracts for commercia l items a minimal number of additiona l clauses necessary to satisfy its 
contractual obligations. 

0 52 .223-2 

{End of clause) 

AFFIRMATIVE PROCUREMENT OF BIOBASED PRODUCTS UNDER SERVICE AND CONSTRUCTION CONTRACTS (SEP 2013) 
... fill-in information in paragraph (d); enter agency point of contact name, phone II, and e-mail address .. * 
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D 52.225·8 

• 52.232-18 

181 52.232-39 

52.232-40 

DUTY-FREE ENTRY (OCT 2010) 

AVAILABILITY OF FUNDS (APR 1984) 

UN ENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (JUN 2013) 

PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (DEC 2.013) 

CONTRACTING-OFFICER: List additional FAR clauses below, as needed, by entering the clause number, title , and date for each cfause·acided. 

52..227-14 Rights in Data General, Alternate IV (Dec 2007). As prescribed in 27.409{bl(S), substitute the following paragraph (c)(l) for paragraph (cl(l) of the basic clause: 

(c) Copyright-(1) Data first produced in the performance of the contract. Except as otherwise specifically provided in this contract, the Contractor may assert copyright in any data first produced in the performance of this contract. When asserting copyright, the Contractor shall affix the applicable copyright notice of 17 U.S.C. 401 or 402, and an acknowledgment of Government sponsorship (including contract number), to the data when such data are delivered to the Government, as well as when the data a re published or deposited for registration as a published work in the U.S. Copyright Office. For data other than computer software, the Contractor grants to the Government, and others acting on its behalf, a paid-up, nonexclusive, irrevocable, worldwide license for all such data to reproduce, prepare derivative works, distribute copies to the public, and perform publicly and display publicly, by or on behalf of the Government. For computer software, the Contractor grants to the Government and others acting on its behalf, a paid-up, nonexclusive, Irrevocable, worldwide license for all such computer software to reproduce, prepare derivative works, and perform publicly and display publicly (but not to distribute copies to the public), by or on behalf of the Government. 

DEA-2852.239-70 SECURITY OF SYSTEMS AND DATA, INCLUDING PERSONALLY IDENTIFIABLE DATA (AUGUST 2012) 

(a) Systems Security. The work to be performed under this contract requires the handling of data that originated within the Drug Enforcement Administration (DEA)/U.S. Department of Justice (DOJ), data that the contractor manages or acquires for the DEA/DOJ, and/or data that is acquired in order to perform the contract and concerns DEA/DOJ programs or personnel . For all systems handling such data, the Contractor shall comply with all security requirements applicable to DEA/DOJ systems, including but not limited to all EKecutive Branch system security requirements (e.g., requirements imposed by 0MB and NIST) DOJ IT Security Standards, and DOJ Order 2640.2F. 

The Contractor shall provide DEA/DOJ access to and Information regarding the contractor's systems when requested by the DEA/DOJ in connection with its efforts to ensure compliance with all such security requirements, and shall otherwise cooperate with the Department in such efforts. DEA/DOJ access shall include independent validation testing of controls, system penetration testing by DEA/DOJ, FISMA data reviews, and access by the DEA Office of the Chief lnspector/DOJ 
Office of the Inspector General for its reviews. 

The use of contractor-owned laptops or other media storage devices to process or store data covered by this clause is prohibited until the contractor provides a letter to the Contracting Officer (CO) certifying the following requirements: 

(1) Laptops must employ encryption using a NIST Federal Information Processing Standard (FIPS) 140-2 validated product; 

(2) The Contractor must develop and implement a process to ensure that security and other applications software is kept up-to-date; 

(3) Mobile computing devices will utilize anti-viral software and a host-based firewall mechanism; 

(4) The Contractor shall log all computer-readable data extracts from databases holding sensitive information and verify each extract including sensitive data has been sanitized within 90 days or Its use is still required . All DEA/DOJ information is sensitive information unless designated as non•sensitive by the 
Department. 

(S) Contractor-owned removable media, such as removable hard drives, flash drives, CDs, and floppy disks, containing DEA/DOJ data, shall not be removed from DEA/DOJ facilities unless encrypted using a NIST FIPS 140-2 validated product; 

(6) When no longer needed, all removable media and laptop hard drives shall be sanitized in accordance with security requirements applicable to 
DEA/DOJ; 

(7) The Contractor shall keep an accurate inventory of devices used on DEA contracts; 

(8) Rules of behavior must be signed by users. These rules shall address at a minimum: authorized and official use; prohibition against unauthorized users; and protection of sensitive data and personally identifiable information; and 
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(9) All DEA/DOJ data will be removed from Contractor-owned laptops upon termination of contract work. This removal must be accomplished in accordance with the manner prescribed in the DOJ IT Security Standard - Version 1.4 (March 2011). Certification of data removal will be performed by the contractor's project manager and a letter confirming certification shall be delivered to the CO within 15 days of termination of contractor work. 

(b) Data Security. By acceptance of, or performance on, this contract, the contractor agrees that with respect to the data identified in paragraph (a), in the event of any actual or suspected breach of such data (i.e., loss of control , compromise, unauthorized disclosure, access for an unauthorized purpose, or other unauthorized access, whether physical or electronic), the Contractor will immediately (and in no event later than within one hour of discovery) report the breach to the DEA CO and the Contracting Officer's Representative (COR). 

If the data breach occurs outside of regular business hours and/or neither the CO nor the COR can be reached, the Contractor shall notify the Cybersecurity Operations & Response Center, Validation, Integrity, and Penetration Response Unit (ISIV) [e-mail : isivsoc@usdoj.gov I tel: 703-285-7146] within one hour of discovery of the breach. The Contractor shall also notify the CO as soon as possible during regular business hours. 

(c) Personally Identifiable Information Notification Requirement. The Contractor further certifies that It has a security policy in place that contains procedures to promptly notify any individual whose personally identifiable information (as defined in 0MB Memorandum M-07-16 dated May 16, 2007) was, or is reasonably believed to have been, compromised. Any notification shall be coordinated with the OEA, and shall not proceed until the DEA has made a determination that notification would not impede a law enforcement investigation or jeopardize national security. The method and content of any notification by the contractor shall be coordinated with, and be subject to the approval of, the OEA/DOJ. The Contractor assumes full responsibility for taking corrective action consistent with the DEA's Guidelines for Data Breach Notification (December 2, 2011), which may include offering credit monitoring when appropriate. 
(d) Pass-through of Security Requirements to Subcontractors. The requirements set forth in paragraphs (a) through (cl above apply to all subcontractors who perform work in connection with this contract . For each subcontractor, the Contractor must certify that it has required the subcontractor to adhere to all such requirements. Any breach by a subcontractor of any of the provisions set forth in this clause will be attributed to the Contractor. 
(End of clause) 

DEA-2852.242-77 PERMITS AND LICENSES (MAY 2012) 

(a) The Contractor shall obtain, and maintain in effect, all necessary permits and/or licenses required by Federal, State and/or Local laws, regulations, or ordinances for the performance of work under this contract. For other than firm-fixed price contracts, the costs for obtaining such permits and/or licenses are reimbursable except for any such licensing or certification standards applicable to employee qualifications for performing the required work. 

(b) The costs of obtaining and maintaining such permits and licenses are reimbursable to the extent permitted by the applicable cost principles specified in Part 31 of the Federal Acquisition Regulation. 

(c) The Contractor shall comply with all applicable laws and ordinances pertaining to the work under this contract. 

(End of clause) 

DEA-2852.242-78 APPROVAL REQUIRED FOR ADVERTISING AND MEDIA RELEASES (MAY 2012) 

The Contractor shall not release, publish, or otherwise disseminate any information regarding th is contract or the specifics of the requirement in any public or private media, publication, or venue without the prior written approval of the Contracting Officer. Media communication releases pertaining to any aspect of the award or performance thereunder shall not be made without the prior written approval of the Contracting Officer. 

(End of clause) 

The following clauses are 'also appli_cable as Indicated below. 

DEA-2852.203-70 FORMER EMPLOYMENT OR ASSIGNMENT WITH THE DEA !DEC 2017) 

(a) Any offeror or contractor who intends to employ any individua l who either currently works for DEA, or had been employed with DEA as a Federal employee within the previous five (5) years for work supporting a prospective or act ive DEA cont ract must notify DEA of its intent as described in this clause. 
(b) The offeror or contractor shall instruct any prospective or current employee meeting the criteria in paragraph (a), above, to complete and sign a DEA Contractor Ethics Questionnaire. The questionnaire is available for download at.!J!!p://www.dea.gov/resource-center/doing-busip_ess acq_Qolicies.shtml. When the intent to employ such individual is known prior to the award of a new contract or order, the cont ractor shall submit the employee's completed questionnaire and resume to DEA concurrently with its proposal. When the intent is to employ such individual under an existing contract or order, the contractor shall submit the completed questionnaire and resume electronically to the cognizant DEA contracting officer AND ethicsFAC@usdoj.gov. 
(c) The offeror or contractor understands that any such employees described in paragraph (a) are prohibited from appea ring before, or communicating with, the Federal Government on behalf of a contractor regardi ng a Government contract, investigation or other particular matter that they participated In personally and substantially as a Federal employee with the intent to Influence Government officials in those matters for the lifetime of those matters. 
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(d) The offerer or contractor further understands that for two (2) years after leaving the Federal Government, such employees described in paragraph (a) are 
prohibited from appearing before, or communicating with, the Government with the intent to influence on behalf of a contractor regarding a Government 
contract, investigation or other particu lar matter that they did not participate in personally and substantia lly as a Federal employee, but that was under their 
officia l responsibil ity during their last year in the Government. For purposes of this dause, an employee is defined as one appointed under Ti tle 5, Section 2015 
or Title 21, Section 878 of the United States Code. 

(e) If DEA determines after reviewing questionnaire responses or conducting other inquiries that the prospective employee is disqualified fo r assignment to the 
contract based on an unfavorable suitability and/or security determination, or may violate the post-employment restr ict ions described in paragraphs (c) or (d), 
above, or other applicable laws if allowed to work on or support the contract/task order, at DEA's request, the offeror or contractor must not ass ign such 
employee to work under a prospective or active contract. 

(f) If an offerer or contractor fa ils to provide a requ ired Questionnaire, the prospective employee wi ll not be approved to work under the DEA contract or order 
unt il such time as the Questionnaire is submitted, reviewed, and approved in accordance with established procedures. 

(End of clause) 

DEA-2852.203-71 REQUIREMENT FOR NOTIFICATION OF CONTRACTOR EMPLOYEES OF WHISTLEBLOWER RIGHTS (JAN 2017) 

(a) This contract/order includes clause 52 .203-12, Contractor Employee Whistleblower Rights and Requirement to Inform Employees of Whistleblower Rights. This 
clause Imposes a requirement on the contractor to inform its employees in writing of their wh istleblower rights and protections set forth under 41 U.S.C. 471 2, 
as described in section 3.908 of the Federal Acquisit ion Regulation, and to include the substance of the clause in all subcontracts exceeding the simplified 
acquisition th re~holg. A summary of these rights as well as key information and points of contact for reporting suspected waste, fraud, abuse, misconduct, or 
whistleblower reprisal is provided in the attached document enti tled "Whistle blower Information for Department of Justice Contractors, Subcontractors, and 
Grantees." 

(b) The contractor shall comply with the requirement to inform its employees of their whistleblower r ights and protections by distributing a copy of the 
Whist leblower Information document to each employee or a translated version of the document in the principle language of the employee; provided, that the 
translated version includes all of the information in the Engli sh language document. 
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(c) Not later than 30 days after the award of the contract or order, or 30 days after the effective date of the modification Incorporating clause DEA-2852.203-71, 
the contractor shall provide written notice informing the Contracting Officer that it has fully complied w ith the notification requirements in clause 52.203.:.E 
and DEA-2852.203-71 or the reasons why compl iance has not been met. 

(End of clause) 

• DEA-2852.204-78 CONTRACTOR PERSONNEL REPORTING REQUIREMENTS (CPRR) (APR 2018) 

(a) During the life of the contract, the contractor sha ll report all personnel assigned to perform under the contract using the Contractor Personnel Reporting 
Requirements (CPRR) template available at http://www.dea.gov/resource-center/doing-business_acq_policies.shtml. 

(b) The report shall be updated qua rter ly to include any additions, updates, or changes in status. This information will be maintained by DEA's Office of Acquisition 
& Relocation Management (FA), to ensure compliance with Homeland Security Presidential Directive 12 (HSPD-12) . 

(c) By the 10th of January, April, Ju ly, and October, the Contractor shall submit the report di rectly to the CPRR Mailbox at CPRR.Mailbox@usdoj.gov. 

(d) Failure to submit t imely updates on the quarterly CPRR report will be documented by FA and reported to the Contracting Officer's Representative (COR) or 
Contracting Officer for appropriate action and may result in adverse comments on the Contractor Performance Assessment Reporting System (CPARS) . 

(e) In the event of repetitive failures to provide this report, the contract may be terminated for default. 

(End of Clause) 

DEA-2852.209-70 ORGANIZATIONAL CONFLICTS OF INTEREST (MAY 2012) 

(a) The Contractor warrants that, to the best of its knowledge and belief, there are no re levant facts or circumstances that would give rise to an organizationa I conflict of 
interest, as defined in FAR Subpart 9.5, or that the Contractor has disclosed all such relevant information. 

(b) In the event that an actual, potential, or apparent organizational conflict of interest is discovered after award, the Contractor shall make full disclosure of the 
particular facts and circumstances to the Contracting Officer in writing. This disclosure shall include .i description of the actions that the Contractor has taken, or 
proposes to take in order to ilvoid, mitigilte, or neutralize the risk to the Government. 

(c) Remedies. The Contracting Officer may terminate this contract for convenience, in whole or in part, if deemed necessary to avoid or mitigate an actual or apparent 
organizational conflict of interest In the event that the Contractor failed to disclose In a timely manner, or misrepresented the facts and circumstances of, an actual, 
potential, or apparent organizational conflict of interest of which it had prior knowledge, the Contracting Officer may terminate this contract for default or cause, and 
pursue additional remedies, including debarment, as may be provided by law. 

(d) Failure to submit time ly updates on the quarterly CPRR report w ill be documented by FA and reported to the Contracting Officer's Representative (COR) or 
Contracting Officer for appropriate action and may result in adverse comments on the Contractor Performance Assessment Reporting System (CPARS). 

(e) In the event of repetitive failures to provide this report, the contract may be terminated for default. 

(End of clause) 

l8J DEA-2852.209-79 CONTRACTOR INTERNAL CONFIDENTIALITY AGREEMENTS OR STATEMENTS PROHIBITING OR RESTRICTING REPORTING OF WASTE, 
FRAUD, AND ABUSE (DEVIATION 2015-02) (APR 2016) 

None of the funds appropriated to the Department under its current Appropriations Act may be used to enter into a contract, grant, or cooperative agreement with 
an entity that requires employees or contractors of such entity seeking to report fraud, waste, and abuse to sign internal confidentiality agreements or statements 
prohibiting or otherwise restricting such employees or contractors from lawfully reporting such waste, fraud, or abuse to a designated investigative or law 
enforcement representative of a Federal department or agency authorized to receive such information. By submitting a response to this solicitation, the contractor 
certifies that it does not requi re employees or contractors of the contractor seeking to report fraud, waste, and abuse to sign internal confidentiality agreements or 
statements prohibiting or otherwise restricting such employees or contractors from lawful ly reporting waste, fraud, and abuse to a designated investigative or law 
enforcement rep resen tative of a Federal department or agency authorized to rece ive such information. 

(End of clause) 

DEA-2852.211-71 SCHEDULED AND UNSCHEDULED CLOSURES OF GOVERNMENT OFFICES (NOV 2012) 

(a) In accordance with 5 U.S.C. 6103, Federal Government offices are closed for ordinary business in observance of the fol lowing holidays: 

New Year's Day 

Birthday of Martin Luther King, Jr. 
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Washington's Birthday 

Memorial Day 

Independence Day 

Labor Day 

Columbus Day 

Veteran's Day 

Thanksgiving Day 

Christmas Day 

Inaugurat ion Day {Federal offices in the Washington DC metropolitan oreo only) 

(b) Federal offices may close at other t imes without advance notice due to emergencies, inclement weather, interruption of utilities, or other reasons. Such 
closures may be declared by the President, Office of Personnel Management, Office of Management and Budget, the Administrator of the DEA, or other 
appropriate execu t ive authority. The duration of such closures may range from an early closu re with normal operations expected on the next business day to a period of indeterminate length. 

(c ) At the time that a closure is declared, appropriate information, notifications, and instructions will be provided regarding the return to norma l operations. The Contractor shal l comply wi th all directives issued in regards to such closures. The Contractor sha ll follow agency procedures for registering emergency contact information and shal l monitor appropriate broadcast mediums fo r receiving emergency information. 

(d) When a closure is declared, cont ractor personnel must vacate the facility .is directed except personnel designated in accordance with agency procedures by the contract ing officer to remain ons ite to continue performance, Evacuated personnel wi ll not be allowed to reente r the facil ity for the duration of the closure. Performance of work at alternate sites Is not permissible except in accordance with the terms of the cont ract and written authorization by the cont racting officer. 

(e) Whenever it is necessary for contractor employees to continue performance during such closures, the contracting officer will provide written authorization for such work. Such written authoriza t ion will designate the specific individua ls authorized to continue performance, alternate work sites when applicable, work schedules, work dates, and special inst ructions and information. Telework may be authorized if permitted by the terms of the cont ract. Any services scheduled to be performed at Government facil it ies sha ll not be performed elsewhere unless specifically authorized in accordance with the terms of th is cont ract. 

(f] For firm fixed priced cont racts, the te rms for invoicing and payment in the contract will remain unchanged unless changed by a fully executed modification to 
the con tract. 

(g) For other than fi rm fixed priced contracts, the contractor shall invoice in accordance with the Payments and Prompt Payment clauses of the contract only for work performed. Em ployee compensation for the period of the closure shall be governed by corporate policy. 

(h) Agency-sponsored events such as picnics or other social events are not considered to be official office closu res. The Contractor shal l not invoice for time spent by its employees attending or part icipating in such events. 

(i) In no case will any compensab le administrative leave, which might be approved for Federal employees in connect1on with officia l holidays or other events, 
extend to cont ractor personnel. 

• DEA-2852.218-70 

!End of clause] 

CONTINUING CONTRACT PERFORMANCE DURING A PANDEMIC INFLUENZA OUTBREAK OR OTHER BIOMEDICAL EMERGENCY OR 
CATASTROPHE (MAY 2012) 

(a) It has been determined that the services provided under this contract are mission-critical and essent ial to the ongoing operations of the Drug Enforcement 
Administration. 

(b) In the event of a pandemic influenza outbre.ik or other biomedical emergency or catastrophe, the Contr.ictor shall continue performance of this contract 
without delay or interruption. 

(c) The Government wil l provide notice, information, and instructions to the Contractor regarding any such event. If it is determined tha t changes to the 
performance requirements are necessary, the Government will implement the necessary changes by the issuance of Change Orders in accordance with the Changes clause of the contract, and the Contractor may assert its right for an equitable adjustment accordingly. Add itional information and guidance is provided in the attached notice entitled, "Continuing Contract Performance during a Pandemic Influenza or Other Nationa l Emergency." 

(End of clause) 
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n DEA-2852.219-70 SECTION 8(a) DIRECT AWARD (MAY 2012)

(a) Pursuant to the Partnership Agreement (PA) between the U.S. Small Business Administration (SBA) and the U.S. Department of Justice (DOJ), the U.S. Drug
Enforcement Administration (DEA), a component of the DOJ, hereby executes a direct award to [enter name of 8(a) concern] under the authority delegated to it
by the SBA in accordance with 13 CFR 124.501 and the PA. DEA will perform all contract execution and review functions pertaining to this award in accordance
with the delegation. The DEA will notify the SBA of this award, as required by 13 CFR 124.503(a)(4)(li), and provide SBA with a copy of the award.

(b) Notwithstanding the identification of the parties on the award form, the prime Contractor for this award is the U.S. Small Business Administration, and [enter
name of 8(a) concern] is the Subcontractor.

(c) The cognizant SBA district office is:

[SBA district office]

[street address]

(city, state and zip code]

(d) [enter name of the 8(a) concern] shall:

(1) Notify the Contracting Officer, simultaneous with its notification to the SBA (as required by SBA's 8(a) regulations at 13 CFR 124.308), when the
owner or owners upon whom 8(a) eligibility is based plan to relinquish ownership or control of the concern. Consistent with Section 407 of Public
Law 100-656, transfer of ownership or control shall result in termination of the contract for convenience, unless the SBA waives the requirement for
termination prior to the actual relinquishing of ownership and control;

(2) Comply with the applicable performance requirements of clause 52.219-14, Limitations on Subcontracting as checked below: [Contracting officer:
check only one performance standard based on the primary purpose of the contract.]

[3 Services (except construction) — At least 50 percent of the cost of contract performance incurred for personnel shall be expended for
employees of the concern.

Supplies (other than procurementfrom a nonmanufacturer ofsuch supplies) — The concern shall perform work for at least 50 percent of the
cost of manufacturing the supplies, not including the cost of materials.

General construction — The concern will perform at least 15 percent of the cost of the contract, not including the cost of materials, with Its own
employees

Q Construction by special trade contractors — The concern will perform at least 25 percent of the cost of the contract, not including the cost of
materials, with its own employees.

(3) Provide the contracting officer with evidence of compliance with the applicable performance standard. This report shall show total dollars expended
in the cost category specified in the performance standard both for the reporting period and cumulative to date along with the dollars and
percentage of total dollars expended from the contractor's resources. This report shall be submitted annually. A final report covering the entire
period of the contract shall be submitted upon expiration of the contract.

(4) Not subcontract the performance of any of the requirements of this contract without the prior written approval of the Contracting Officer.

(e) Compliance with the Limitation on Subcontracting clause is a mandatory performance requirement of this contract.

(End of clause)

DEA- 2852. 222-70 APPLICABLE WAGE DETERMINATION (SERVICE CONTRACT LABOR STANDARDS) (JUN 2014)

(a) In accordance with clause 52.222-41, Service Contract Labor Standards, the minimum monetary wages and fringe benefits applicable to this contract are set
forth in the attached Wage Determination(s):
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Wage Determination #
Section J Attachment #

Revision 8
r-; ;f/

Date
	

	

(b) The Contractor shall attach a copy of this (these) wage determination(s) to Wage and Hour Division (WHO) poster WH-1313. Employee Rights on Government
Contracts, and shall post both the publication and the wage determination(s) in a prominent and accessible location in the workplace as required by Federal
Acquisition Regulation 22.1018(c). WH-1313 is available for downloading at htt p : //www.dol.gov/wiid/regs/compliance/poslers/sca-htm {Spanish language

(c) The Contractor shall classify each service employee who will perform under this contract by the applicable wage determination according to the work
performed by the employee. If the applicable wage determination does not include an appropriate occupational code, title, and wage rate for a service
employee employed under the contract, the Contractor shall Initiate the conformance process In accordance with paragraph (c) of clause 52.222-41 and
corresponding instructions provided by the WHD at http://www.wdol.gov/sca confrmnce.asox.

(End of clause)

DEA-2852. 237-70 PREVENTING PERSONAL SERVICES CONTRACTS AND PERFORMANCE OF INHERENTLY GOVERNMENT FUNCTIONS (JUN 2018)

(a) A personal services contract is characterized by the employer-employee relationship it creates between the Government and the contractor's personnel. This
contract action is for non-personal services and is not a personal services contract action, Due to the need for close interaction of government and contractor
personnel, it Is essential for all contractor personnel for this contract performing at Drug Enforcement Administration (DEA) designated worksites to receive
supervision from their parent company and avoid employer-employee relationships with government officials. In addition, it is important for contractor
personnel to recognize and avoid circumstances that m3y appear to be personal services. Federal Acquisition Regulation (FAR) subpart 37.104 provides
important information to be aware of to avoid performing these types of duties. The contractor awarded this contract shall ensure their employees and
subcontractors comply with this requirement and receive supervision from their parent company to avoid performance of a personal services contract.

(b) "Inherently governmental function" means, as a matter of policy, a function so intimately related to the public interest as to mandate performance by
Government employees. An inherently governmental function includes activities requiring either the exercise of discretion in applying Government authority, or
the making of value judgments in making decisions for the Government. Governmental functions normally fall into two categories: the act of governing, i.e., the
discretionary exercise of Government authority, and monetary transactions and entitlements. It Is essential for all contractor personnel performing services at
DEA designated worksites to recognize and understand what inherently government functions are. Federal Acquisition Regulation (FAR) subpart 7,5 - Inherently
Governmental Functions and the Office of Management and Budget's (OMB) Office of Federal Procurement Policy (OFPP1 Policy Letter 11-01, Performance of
Inherently Governmental and Critical Functions, provide important information regarding inherently governmental functions to be aware of to avoid performing
these types of duties. The contractor awarded this contract shall ensure their employees and subcontractors comply with this requirement.

(c) Contractors providing personnel who perform services on-site at DEA offices must certify via the "Contractor Employee Certification Concerning Prohibition of
Personal Services Contracts and Inherently Governmental Functions" form that its on-site employee(s) have read and understand FAR 37.104. Personal services
contracts, and FAR subpart 7.5 before they may begin work at an on-site DEA office. The Contractor on-site supervisor shall address any questions or concerns
with the Con trading Offiter's Representative (COR) or Contracting Officer.

(End of Clause)

DEA-2852. 239-71 INFORMATION RESELLERS OR DATA BROKERS (MAY2012)

(a) Under this contract, the Drug Enforcement Administration (DEA) obtains personally identifiable information about individuals from the contractor.
(b) The Contractor certifies that it has a security policy in place that contains procedures to promptly notify any individual whose personally identifiable information

(as defined by OMB) was, or is reasonable believed to have been, breached. Any notification shall be coordinated with the DEA, and shall not proceed until the
DEA has made a determination that notification would not Impede a law enforcement investigation or jeopardize national security.

(c) The method and content of any notification by the contractor shall be coordinated with, and be subject to the approval of, the DEA/DOJ. The Contractor
assumes full responsibility for taking corrective action consistent with the DEA's Guidelines for Data Breach Notification (December 2, 2011), which may include
offering credit monitoring when appropriate.

(End of clause)
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DEA-2852. 239-73 SECURITY OF DOJ INFORMATION AND SYSTEMS (AUG 201S)

I. APPLICABILITY TO CONTRACTORS AND SUBCONTRACTORS

This clause applies to all contractors and subcontractors, including cloud service providers ("CSPs"), and personnel of contractors, subcontractors, and CSPs
(hereinafter collectively, "Contractor") that may access, collect, store, process, maintain, use, share, retrieve, disseminate, transmit, or dispose of U.S. Department of
Justice (DOJ) Information. It establishes and implements specific DOJ requirements applicable to this Contract. The requirements established herein are in addition
to those required by the Federal Acquisition Regulation ("FAR"), including FAR 11.002(g) and 52.239-1, the Privacy Act of 1974, and any other applicable laws,
mandates, Procurement Guidance Documents, and Executive Orders pertaining to the development and operation of Information Systems and the protection of
Government Information. This clause does not alter or diminish any existing rights, obligation or liability under any other civil and/or criminal law, rule, regulation or
mandate.

II. GENERAL DEFINITIONS

The following general definitions apply to this clause. Specific definitions also apply as set forth in other paragraphs.

A. Information means any communication or representation of knowledge such as facts, data, or opinions, in any form or medium, including textual,
numerical, graphic, cartographic, narrative, or audiovisual. Information includes information in an electronic format that allows it be stored, retrieved or
transmitted, also referred to as "data," and "personally identifiable information" ("Pll"), regardless of form.

B. Personally Identifiable Information (or Pll) means any information about an individual maintained by an agency, including, but not limited to, information
related to education, financial transactions, medical history, and criminal or employment history and information, which can be used to distinguish or
trace an individual's identity, such as his or her name, social security number, date and place of birth, mother's maiden name, biometric records, etc.,
including any other personal information which is linked or linkable to an individual.

C. DOJ Information means any Information that is owned, produced, controlled, protected by, or otherwise within the custody or responsibility of the DOJ,
including, without limitation, Information related to DOJ programs or personnel, it includes, without limitation, information (1) provided by or generated
for the DOJ, (2) managed or acquired by Contractor for the DOJ in connection with the performance of the contract, and/or (3) acquired in order to
perform the contract.

D. Information System means any resources, or set of resources organized for accessing, collecting, storing, processing, maintaining, using, sharing,
retrieving, disseminating, transmitting, or disposing of (hereinafter collectively, "processing, storing, or transmitting") Information.

E. Covered information System means any information system used for, involved with, or allowing, the processing, storing, or transmitting of DOJ
Information.

III. CONFIDENTIALITY AND NON-DISCLOSURE OF DOJ INFORMATION

Preliminary and final deliverables and all associated working papers and material generated by Contractor containing DOJ Information are the property of the U.S.
Government and must be submitted to the Contracting Officer ("CO") or the CO's Representative ("COR") at the conclusion of the contract. The U.S. Government has
unlimited data rights to all such deliverables and associated working papers and materials in accordance with FAR 52.227-14.

A. All documents produced in the performance of this contract containing DOJ Information are the property of the U.S. Government and Contractor shall
neither reproduce nor release to any third-party at any time, including during or at expiration or termination of the contract without the prior written
permission of the CO.

B. Any DOJ information made available to Contractor under this contract shall be used only for the purpose of performance of this contract and shall not be
divulged or made known in any manner to any persons except as may be necessary in the performance of this contract. In performance of this contract,
Contractor assumes responsibility for the protection of the confidentiality of any and all DOJ Information processed, stored, or transmitted by the
Contractor. When requested by the CO (typically no more than annually), Contractor shall provide a report to the CO identifying, to the best of
Contractor's knowledge and belief, the type, amount, and level of sensitivity of the DOJ Information processed, stored, or transmitted under the Contract,
including an estimate of the number of individuals for whom Pll has been processed, stored or transmitted under the Contract and whether such
information includes social security numbers (in whole or in part),
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IV. COMPLIANCE WITH INFORMATION TECHNOLOGY SECURITY POLICIES, PROCEDURES AND REQUIREMENTS

For all Covered Information Systems, Contractor shall comply with all security requirements, including but not limited to the regulations and guidance
found in the Federal Information Security Management Act of 2014 ("FISMA"), Privacy Act of 1974, E-Government Act of 2002, National Institute of
Standards and Technology ("NIST" ) Special Publications ("SP"), including NIST SP 800-37, 800-53, and 800-50 Volumes I and II, Federal Information
Processing Standards ("FIPS") Publications 140-2, 199, and 200, OMB Memoranda, Federal Risk and Authorization Management Program ("FedRAMP"),
DOJ IT Security Standards, Including DOJ Order 2640.2, as amended. These requirements include but are not limited to:

A.

1, Limiting access to DOJ Information and Covered Information Systems to authorized users and to transactions and functions that authorized users are
permitted to exercise;

2. Providing security awareness training including, but not limited to, recognizing and reporting potential indicators of insider threats to users and
managers of DOJ Information and Covered Information Systems;

3. Creating, protecting, and retaining Covered Information System audit records, reports, and supporting documentation to enable reviewing,
monitoring, analysis, investigation, reconstruction, and reporting of unlawful, unauthorized, or inappropriate activity related to such Covered
Information Systems and/or DOJ Information;

4. Maintaining authorizations to operate any Covered Information System;

5. Performing continuous monitoring on all Covered information Systems;

6. Establishing and maintaining baseline configurations and inventories of Covered Information Systems, including hardware, software, firmware, and
documentation, throughout the Information System Development Lifecycle, and establishing and enforcing security configuration settings for IT
products employed in Information Systems;

7. Ensuring appropriate contingency planning has been performed, including DOJ Information and Covered Information System backups;

8. Identifying Covered Information System users, processes acting on behalf of users, or devices, and authenticating and verifying the identities of such
users, processes, or devices, using multifactor authentication or HSPD-12 compliant authentication methods where required;

9. Establishing an operational incident handling capability for Covered Information Systems that includes adequate preparation, detection, analysis,
containment, recovery, and user response activities, and tracking, documenting, and reporting incidents to appropriate officials and authorities within
Contractor's organization and the DOJ;

10. Performing periodic and timely maintenance on Covered Information Systems, and providing effective controls on tools, techniques, mechanisms, and
personnel used to conduct such maintenance;

11. Protecting Covered Information System media containing DOJ Information, including paper, digital and electronic media; limiting access to DOJ
Information to authorized users; and sanitizing or destroying Covered Information System media containing DOJ Information before disposal, release
or reuse of such media;

12. Limiting physical access to Covered Information Systems, equipment, and physical facilities housing such Covered Information Systems to authorized
U.S. citizens unless a waiver has been granted by the Contracting Officer ("CO"), and protecting the physical facilities and support infrastructure for
such Information Systems;

13. Screening individuals prior to authorizing access to Covered Information Systems to ensure compliance with DOJ Security standards;

14. Assessing the risk to DOJ Information in Covered Information Systems periodically, including scanning for vulnerabilities and remediating such
vulnerabilities in accordance with DOJ policy and ensuring the timely removal of assets no longer supported by the Contractor;

IS. Assessing the security controls of Covered Information Systems periodically to determine if the controls are effective in their application, developing
and implementing plans of action designed to correct deficiencies and eliminate or reduce vulnerabilities in such Information Systems, and monitoring
security controls on an ongoing basis to ensure the continued effectiveness of the controls;

16. Monitoring, controlling, and protecting information transmitted or received by Covered Information Systems at the external boundaries and key
internal boundaries of such Information Systems, and employing architectural designs, software development techniques, and systems engineering
principles that promote effective security; and
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17. Identifying, reporting, and correcting Covered Information System security flaws in a timely manner, providing protection from malicious code at
appropriate locations, monitoring security alerts and advisories and taking appropriate action in response.

B. Contractor shall not process, store, or transmit DOJ Information using a Covered Information System without first obtaining an Authority to Operate
("ATO") for each Covered information System. The ATO shall be signed by the Authorizing Official for the DOJ component responsible for maintaining the
security, confidentiality, integrity, and availability of the DOJ Information under this contract. The DOJ standards and requirements for obtaining an ATO
may be found at DOJ Order 2640.2, as amended. (For Cloud Computing Systems, see Section V, below.)

Contractor shall ensure that no Non-U.S, citizen accesses or assists in the development, operation, management, or maintenance of any DOJ Information
System, unless a waiver has been granted by the by the DOJ Component Head (or his or her designee) responsible for the DOJ Information System, the DOJ
Chief Information Officer, and the DOJ Security Officer.

C.

When requested by the DOJ CO or COR, or other DOJ official as described below, in connection with DOJ's efforts to ensure compliance with security
requirements and to maintain and safeguard against threats and hazards to the security, confidentiality, integrity, and availability of DOJ Information,
Contractor shall provide DOJ, including the Office of Inspector General ("OIG") and Federal law enforcement components, (1) access to any and all
information and records. Including electronic information, regarding a Covered Information System, and (2) physical access to Contractor's facilities,
installations, systems, operations, documents, records, and databases. Such access may include independent validation testing of controls, system
penetration testing, and FISMA data reviews by DOJ or agents acting on behalf of DOJ, and such access shall be provided within 72 hours of the request.
Additionally, Contractor shall cooperate with DOJ's efforts to ensure, maintain, and safeguard the security, confidentiality, integrity, and availability of DOJ
Information.

D.

E. The use of Contractor-owned laptops or other portable digital or electronic media to process or store DOJ Information covered by this clause is prohibited
until Contractor provides a letter to the DOJ CO, and obtains the CO's approval, certifying compliance with the following requirements:

1. Media must be encrypted using a HIST FIPS 140-2 approved product;

2, Contractor must develop and implement a process to ensure that security and other applications software is kept up-to-date;

3, Where applicable, media must utilize antivirus software and a host- based firewall mechanism;

4. Contractor must log all computer-readable data extracts from databases holding DOJ information and verify that each extract including such data has
been erased within 90 days of extraction or that its use is still required. All DOJ Information is sensitive information unless specifically designated as
non-sensitive by the DOJ; and,

5. A Rules of Behavior ("ROB") form must be signed by users. These rules must address, at a minimum, authorized and official use, prohibition against
unauthorized users and use, and the protection of DOJ Information. The form also must notify the user that he or she has no reasonable expectation
of privacy regarding any communications transmitted through or data stored on Contractor-owned laptops or other portable digital or electronic
media.

F. Contractor-owned removable media containing DOJ Information shall not be removed from DOJ facilities without prior approval of the DOJ CO or COR.

When no longer reeded, all media must be processed (sanitized, degaussed, or destroyed) in accordance with DOJ security requirements.
G.

Contractor must keep an accurate inventory of digital or electronic media used in the performance of DOJ contracts.
H.

I. Contractor must remove all DOJ information from Contractor media and return all such information to the DOJ within 15 days of the expiration or
termination of the contract, unless otherwise extended by the CO, or waived (in part or whole) by the CO, and all such information shall be returned to the
DOJ In a format and form acceptable to the DOJ. The removal and return of all DOJ Information must be accomplished in accordance with DOJ IT Security
Standard requirements, and an official of the Contractor shall provide a written certification certifying the removal and return of all such Information to
the CO within 15 days of the removal and return of all DOi information.

DOJ, at its discretion, may suspend Contractor's access to any DOJ information, or terminate the contract, when DOJ suspects that Contractor has failed to
comply with any security requirement, or In the event of an Information System Security Incident (see Section V.E. below), where the Department
determines that either event gives cause for such action. The suspension of access to DOJ Information may last until such time as DOJ, in its sole
discretion, determines that the situation giving rise to such action has been corrected or no longer exists. Contractor understands that any suspension or
termination in accordance with this provision shall be at no cost to the DOJ, and that upon request by the CO, Contractor must immediately return all DOJ
Information to DOJ, as well as any media upon which DOJ Information resides, at Contractor's expense.

J.

Page 15 of 21

Obtained by Rise for Animals. Uploaded 07/08/2020



DocuSign Envelope ID: D0F788A2-CB85-4F1E-B225-1E5F19325828DocuSign Envelope ID: D0F788A2-CB85-4F1E-B225-1E5F19325828

DEA CLAUSE MATRIX - COMMERCIAL ITEMS

Updated through FAC 2005-101 (10/26/2018)

ORDER #: 15DDHQ19A00000016

V. CLOUD COMPUTING

Cloud Computing means an Information System having the essential characteristics described in NIST SP 800-145, The NIST Definition of Cloud Computing.
For the sake of this provision and clause, Cloud Computing includes Software as a Service, Platform as a Service, and Infrastructure as a Service, and
deployment in a Private Cloud, Community Cloud, Public Cloud, or Hybrid Cloud.

A.

Contractor may not utilize the Cloud system of any CSP unless:B.

1. The Cloud system and CSP have been evaluated and approved by a 3PAO certified under FedRAMP and Contractor has provided the most current
Security Assessment Report ("SAR") to the DOJ CO for consideration as part of Contractor's overall System Security Plan, and any subsequent SARs
within 30 days of issuance, and has received an ATO from the Authorizing Official for the DOJ component responsible for maintaining the security
confidentiality, integrity, and availability of the DOJ Information under contract; or,

2. If not certified under FedRAMP, the Cloud System and CSP have received an ATO signed by the Authorizing Official for the DOJ component
responsible for maintaining the security, confidentiality, integrity, and availability of the DOJ Information under the contract.

C. Contractor must ensure that the CSP allows DOJ to access and retrieve any DOJ Information processed, stored or transmitted in a Cloud system under this
Contract within a reasonable time of any such request, but in no event less than 48 hours from the request. To ensure that the DOJ can fully and
appropriately search and retrieve DOJ I nformation from the Cloud system, access shall include any schemas, meta data, and other associated data
artifacts.

VI. INFORMATION SYSTEM SECURITY BREACH OR INCIDENT

A. Definitions

Confirmed Security Breach (hereinafter, "Confirmed Breach") means any confirmed unauthorized exposure, loss of control, compromise, exfiltration,
manipulation, disclosure, acquisition, or accessing of any Covered Information System or any DOJ Information accessed by, retrievable from,
processed by, stored on, or transmitted within, to or from any such system.

1.

2. Potential Security Breach (hereinafter, "Potential Breach") means any suspected, but unconfirmed, Covered Information System Security Breach.

3, Security Incident means any Confirmed or Potential Covered information System Security Breach.

B. Confirmed Breach. Contractor shall immediately (and In no event later than within 1 hour of discovery) report any Confirmed Breach to the DOJ CO and
the CO's Representative ("COR"). If the Confirmed Breach occurs outside of regular business hours and/or neither the DOJ CO nor the COR can be reached,
Contractor must call DOJ-CERT at 1-866-US4-CERT (1-866-874-2378) immediately (and in no event later than within 1 hour of discovery of the Confirmed
Breach), and shall notify the CO and COR as soon as practicable.

C. Potential Breach.

1. Contractor shall report any Potential Breach within 72 hours of detection to the DOJ CO and the COR, unless Contractor has (a) completed its
investigation of the Potential Breach in accordance with its own internal policies and procedures for identification, investigation and mitigation of
Security Incidents and (b) determined that there has been no Confirmed Breach.

2. If Contractor has not made a determination within 72 hours of detection of the Potential Breach whether an Confirmed Breach has occurred.
Contractor shall report the Potential Breach to the DOJ CO and COR within one-hour (i.e., 73 hours from detection of the Potential Breach). If the
time by which to report the Potential Breach occurs outside of regular business hours and/or neither the DOJ CO nor the COR can be reached,
Contractor must call the DOJ Computer Emergency Readiness Team (DOJ-CERT) at 1-866-US4-CERT (1-866-874-2378) within one-hour (i.e., 73 hours
from detection of the Potential Breach) and contact the DOJ CO and COR as soon as practicable.

D. Any report submitted in accordance with paragraphs (B) and (C), above, shall identify (1) both the Information Systems and DOJ Information involved or at
risk, including the type, amount, and level of sensitivity of the DOJ Information and, if the DOJ Information contains Pll, the estimated number of unique
instances of Pll, (2) ail steps and processes being undertaken by Contractor to minimize, remedy, and/or investigate the Security Incident, (3) any and all
other information as required by the US- CERT Federal Incident Notification Guidelines, including the functional impact, information impact, impact to
recoverability, threat vector, mitigation details, and all available incident details; and (4) any other information specifically requested by the DOJ.
Contractor shall continue to provide written updates to the DOJ CO regarding the status of the Security Incident at least every three (3) calendar days until
informed otherwise by the DOJ CO.
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E. All determinations regarding whether and when to notify individuals and/or federal agencies potentially affected by a Security Incident will be made by
DOJ senior officials or the DOJ Core Management Team at DOJ's discretion.

F. Upon notification of a Security Incident in accordance with this section, Contractor must provide to DOJ full access to any affected or potentially affected
facility and/or Information System, including access by the DOJ OIG and Federal law enforcement organizations, and undertake any and all response
actions DOJ determines are required to ensure the protection of DOJ Information, including providing all requested images, log files, and event
information to facilitate rapid resolution of any Security Incident.

DOJ, at its sole discretion, may obtain, and Contractor will permit, the assistance of other federal agencies and/or third party contractors or firms to aid in
response activities related to any Security Incident. Additionally, DOJ, at its sole discretion, may require Contractor to retain, at Contractor's expense, a
Third Party Assessing Organization (3PAO), acceptable to DOJ, with expertise in incident response, compromise assessment, and federal security control
requirements, to conduct a thorough vulnerability and security assessment of all affected Information Systems.

G.

Response activities related to any Security Incident undertaken by DOJ, including activities undertaken by Contractor, other federal agencies, and any
third-party contractors or firms at the request or direction of DOJ, may Include inspections, investigations, forensic reviews, data analyses and processing,
and final determinations of responsibility for the Security Incident and/or liability for any additional response activities. Contractor shall be responsible for
all costs and related resource allocations required for all such response activities related to any Security Incident, including the cost of any penetration
testing.

H.

VII. PERSONALLY IDENTIFIABLE INFORMATION NOTIFICATION REQUIREMENT

Contractor certifies that it has a security policy in place that contains procedures to promptly notify any individual whose Personally Identifiable Information ("Pll")
was, or is reasonably determined by DOJ to have been, compromised. Any notification shall be coordinated with the DOJ CO and shall not proceed until the DOJ has
made a determination that notification would not impede a law enforcement investigation or jeopardize national security. The method and content of any
notification by Contractor shall be coordinated with, and subject to the approval of, DOJ. Contractor shall be responsible for taking corrective action consistent with
DOJ Data Breach Notification Procedures and as directed by the DOJ CO, including all costs and expenses associated with such corrective action, which may include
providing credit monitoring to any individuals whose Pll was actually or potentially compromised.

VIII. PASS-THROUGH OF SECURITY REQUIREMENTS TO SUBCONTRACTORS AND CSPS

The requirements set forth in the preceding paragraphs of this clause apply to all subcontractors and CSPs who perform work in connection with this Contract,
including anyCSP providing services for any other CSP under this Contract, and Contractor shall flow down this clause to all subcontractors and CSPs performing
under this contract. Any breach by any subcontractor or CSP of any of the provisions set forth In this clause will be attributed to Contractor,

(End of Clause)

DEA-2852.239-74 CERTIFICATION OF OPERABILITY ON SYSTEMS USING THE FEDERAL DESKTOP CORE CONFIGURATION OR THE UNITED STATES

GOVERNMENT CONFIGURATION BASELINE (MAY 2012)

(a) The provider of information technology shall certify applications are fully functional and operate correctly as intended on systems using the Federal Desktop
Core Configuration (FDCC) orthe United States Government Configuration Baseline (USGCB). This includes Internet Explorer 7 and 8 configured to operate on
Windows XP, Windows Vista, and Windows 7 (in Protected Mode on Windows Vista and Windows 7).

• For the Windows XP settings, see: http://csrc.nist.aov/itsec/guidance WinXP.html.

• For the Windows Vista settings, see: http://csrc.nist.EQv/itsec/guidance vista.html,

• For Windows 7 settings, see: http://usgcb.nlst.gov/usgcb content.html.

(b) The standard installation, operation, maintenance, updating, and/or patching of software shall not alter the configuration settings from the approved FDCC or
USGCB configuration. The information technology should also use the Windows Installer Service for installation to the default "program files" directory and
should be able to silently install and uninstail.

(c) Applications designed for normal end users shall run in the standard user context without elevated system administration privileges.

(End of clause)
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DEA-2SS2. 242-70 CONTRACTOR PERFORMANCE ASSESSMENT (JUL 2014)

(a) Pursuant to FAR subpart 42.15, the Government will assess the Contractor's performance under this contract, Performance assessment information may be
used by the Government for decision-making on exercise of options, source selection, and other purposes, and will be made available to other federal agencies
for similar purposes.

(b) Performa nee will be assessed in the following a reas:

(1) Quality of product or service;

(2) Schedule;

(3) Cost control;

(4) Business relations;

(5) Management of key personnel; and

(G) Other appropriate areas.

(c) For contracts that include the clause at 52.219-9, Small Business Subcontracting Plan, performance assessments will consider performance against, and efforts
to achieve, small business subcontracting goals set forth in the small business subcontracting plan.

(d) For any contract with a performance period exceeding 18 months, Inclusive of all options, the Government will perform interim performance assessments
annually and a final performance assessment upon completion of the contract.

(e) The Government will prepare contractor performance assessment reports electronically using the Contractor Performance Assessment Reporting System
(CPARS), which is the approved feeder system for the Past Performance Information Retrieval System (PPIRS). Additional information on CPARS maybe found
41 www.cpars.gov and on PPIRS at www.ppirs.gov.

(f) The Contractor wilt be provided access to CPARS to review performance assessments. The Contractor shall designate a CPARS point-of-contact for each contract
subject to performance assessment reporting. Upon setup of a contract in CPARS, the Contractor's CPARS point-of-contact wili receive a system-generated e
mail with Information and instructions for using CPARS. Prior to finalizing any contractor performance assessment, the Contractor shall be given 14 calendar
days to review the report and submit comments, rebutting statements, or additional information. Disagreements between the Contractor and the Government
performance assessment official will be resolved by a Government Reviewing Official, whose decision on the matter will be final. Upon finalization of each
performance assessment, CPARS will upload the performance assessment data to PPIRS.

(g) The Government will also report in the Federal Awardee Performance and integrity Information System (FAPIIS) module of PPIRS information related to;

(1) A Contracting Officer's final determination that a contractor has submitted defective cost or pricing data;

(2) Any subsequent change to a final determination concerning defective cost or pricing data pursuant to 15.407-l(d);

(3) Any issuance of a final termination for default or cause notice; or

(4) Any subsequent withdrawal or a conversion of a termination for default to a termination for convenience.

(End of clause)

IS DEA-2852.242-71 INVOICE REQUIREMENTS (MAY 2012)

(a) The Contractor shall submit scanned or electronic images of invoice(s) to the following e-mail addresses:

(1) INVOICE.DIVERSION@USDOJ.GOV;

(2) JACQUEUNE.P.SCHOTTLER@USDOJ.GOV; and

(3) TENEILLE.D.WALKER@USDOJ.GOV.

(b) The date of record for invoice receipt is established on the day of receipt of the e-mail if It arrives before the end of standard business hours (5 p.m. local), or
the next business day if the invoice arrives outside of normal business hours. Scanned documents with original signatures in .pdf or other graphic formats
attached to the e-mail are acceptable. Digital/electronic signatures and certificates cannot be processed by DEA and will be returned.

(c) In addition to the items required in FAR 32.905(b), a proper invoice shall also include the following minimum additional information and/or attached
documentation;

(1) Total/cumulative charges for the billing period for each Contract Line Item Number (CUN);

(2) Dates upon which items/services were delivered; and
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(3) The Contractor's Taxpayer Identification Number (TIN).

(d) Invoices will be rejected if they are illegible or otherwise unreadable, or if they do not contain the required information or signatures.

(End of Clause)

a DEA-28S2.242-72 FINAL INVOICE AND RELEASE OF RESIDUAL FUNDS (MAY 2012)

(a) The Contractor shall submit a copy of the final invoice to the Contracting Officer at the address listed in clause DEA-2852. 242-71, invoice Requirements, The
final invoice must be marked "Informational Copy -Final Invoice."

(b) By submission of the final invoice and upon receipt of final payment, the Contractor releases the Government from any and all claims arising under, or by virtue
of, this contract. Accordingly, the Government shall not be liable for the payment of any future invoices that may be submitted under the above referenced
order.

(c) If residual funds on the contract total $100 or less after payment of the final invoice, the Government will automatically deobligate the residual funds without
further communication with the vendor.

(d) If funds greater than $100 remain on this order after payment of the final invoice, the Government will issue a bilateral modification to deobligate the residual
funds. The contractor will have up to 30 calendar days after issuance of the modification to sign and return it. The contractor's signature on the modification
shall constitute a release of all claims against the Government arising by virtue of this contract, other than claims, in stated amounts, that the Contractor has
specifically exempted from the operation of the release. If the contractor fails to sign the modification or assert a claim within the stated period, the
Government will deobligate the residual balance 3nd proceed with close-out of the contract.

(End of clause)

DEA-2852.242-80 CONTRACTOR TELEWORK

(a) Definitions.

"Telework" means a work flexibility arrangement, including situational telework (weather or event-related) that allows Contractor and/or Subcontractors to
perform the duties and responsibilities of their position from an approved alternative work site. The arrangement may not include hours that exceed the
normal hours worked during an invoice pay period.

"Contracting Officer's Representative" (COR) means an individual designated and authorized in writing by the Drug Enforcement Administration (DEA) to
perform specific technical or administrative functions.

"Contractor" means an employee of the Parent Company currently working onsite at a DEA facility.

"Contractor Program Manager" means the onsite supervisor or designated supervisor for Contractors.

"Parent Company" means a business entity holding a current contract with the DEA under which its employees (the Contractor) is performing.

"Program Office" includes the Office Head, Special Agent in Charge, Laboratory Director, Regional Director, Country Attache or their designees.

"Task Monitor" means an individual designated and authorized in writing by DEA to conduct and document day to day contract administration functions in the
field.

(b) The Program Office may approve a telework plan and have overall responsibility for the administration of this clause within their organizational jurisdiction.

(c) The COR/TM, in conjunction with the Program Office must make a written determination that:

(1) Certain work functions or the missions of certain work units are suitable for a telework arrangement;

(2) The Contractor is suitable for telework based on Individual performance, program requirements and mission objectives;

(3) Summary of work performed during teleworked hours is submitted to the COR/TM on a bimonthly basis;

(4) The Contractor shall sign and submit the completed DEA Contractor Telework Agreement Form;

(5) The COR/TM shall retain the signed DEA Contractor Telework Agreement Form in the contract file for record keeping;

(6) The Contractor shall obtain the necessary technology prior to teleworking:

i. Firebird Anywhere - http://intranet/sites/si/Mobile/fb3/Paaes/default.aspx: OR

ii. DEA issued Laptop-lf the contractor's current computer is a desktop, the Program Office may request a laptop using a DEA-19 form for the
Contractor to take home when teleworking.
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(7) The COR/TM and the Contractor shall review and re-sign, if approved, the DEA ContractorTelework Agreement on an annual basis.

(8) The Program Office or the Contractor reserve the right to terminate the Contractor Teiework Agreement at any time.

(9) Within thirty (30) days of the date this clause is Incorporated into the contract, the Program Office shall submit to the COR/TM and the cognizant
Contracting Officer a plan for how it will implement authorizations for approved teiework locations. The plan will describe the specific work and tasks that
may be suitable for performance at a temporary work location, the personnel who may be assigned to perform the work, the methods the Program Office
will use to manage, supervise, and perform quality control, and any other relevant information. Hours worked, as well as performance shall be tracked on
a daily basis.

(d) Under no circumstance will the Contractor be authorized to perform any work requiring access to DOJ/DEA information or information systems unless such
access will be made exclusively using DEA equipment or property issued for this purpose.

(e) No authorization for teiework shall be construed as an indication of past performance, an increase in the price of the contract, an approval of overtime, a
change in the contract schedule, or approval of an accelerated rate of expenditures.

(f) Local commuting expenses incurred in traveling to or from any approved teiework location are not reimbursable. Any incidental costs incurred in performing
work at approved teiework locations will be reimbursable in accordance with the Allowable Cost and Payment clause and the Payments clause of the contract,
provided that such costs are segregated and allocable to the contract.

(g) The contractor is responsible for protecting and using any DEA-owned or provided equipment or other property for official purposes only. DEA is responsible
for servicing, and maintaining any DEA-provided equipment issued to the Contractor. DEA is not liable for injuries or damages to the Contractor's personal or
real property while the Contractor is working at the approved teiework focation.

End of clause

m DEA- 2852.247-70 GENERAL PACKAGING AND MARKING REQUIREMENTS (MAY 2012)

(a) Packaging and packing for all items (includes written materials, reports, presentations, etc.) delivered hereunder shall be in accordance with common
commercial practices, adequate to insure protection from possible damage resulting from improper handling, inclement weather, water damage, excessive heat
and cold, and to insure acceptance by a common carrier for safe delivery to its final destination.

(b) All deliverables shall clearly indicate the contract number and/or task (delivery) order number, as appropriate, on or adjacent to the exterior shipping label.
(End of clause)

M JAR 2852.222-71 DOMESTIC VIOLENCE, SEXUAL ASSAULT, AND STALKING (DEC 2014)

(a) It is DOJ policy to enhance workplace awareness of and safety for victims of domestic violence, sexual assault, and stalking. This policy Is summarized in "DOJ
Policy Statement 1200.02, Federal Workforce Responses to Domestic Violence, Sexual Assault, and Stalking", available in full for public viewing at:

http://www.iustlce.gov/site5/default/files/ovw/legacv/2013/12/19/federal-workplacee-resDonses-to-domesticeviQlence-sexualassault-stalking.pdf.

(b) Vendor agrees, upon contract award, to provide notice of this Policy Statement, including at a minimum the above-listed URL, to all Vendor's employees and
employees of subcontractors who will be assigned to work on DOJ premises.

(c) Upon contract award, DOJ will provide the Contractor with the name and contact information of the point of contact for victims of domestic violence, sexual
assault, and stalking; for the component or components where the Contractor will be performing. The Contractor agrees to inform its employees and
employees of subcontractors, who will be assigned to work on DOJ premises, with the name and contact information of the point of contact for victims of
domestic violence, sexual assault, and stalking.

(End of Clause)
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DEA CLAUSE MATRIX - COMMERCIAL ITEMS

Updated through FAC 2005-101 (10/26/2018}

ORDER #: 15DDHQ19A00000016

[xj JAR 2852.233-70 PROTESTS FILED DIRECTLY WITH THE DEPARTMENT OF JUSTICE (JAN 1998)

(Full text may be found at http://www.ecfr.QOv/cQi-bin/text-idx?SID=a2b96acd03aeldbffcle2ac908flb3e0&mc=true&node=se48.6.2852 1233 670&rqn=div8)

CONTRACTING OFFICER: List the recommended security clause in the approved DD 2S4 in the space provided below by clause number, title, and date of clause.

CONTRACTOR: The fufl text of the clause may be found at h ttp : //www.d e a . b ov /resou rce -cente r/doi ng-b u sines s a cq se c ur itvCIa uses -S htm I .
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DEA-2852.204.94 (January 2013)

DEA-2852.204.94 SECURITY REQUIREMENTS FOR NON-SENSITIVE POSITIONS
(January7 2013) ESCORTED ACCESS—U, S. CITIZENSHIP REQUIRED

1

DEA's personnel, information, and facility security requirements for contracts, task orders, delivery
orders, purchase orders, blanket purchase agreements, reimbursable agreements, and other types of
contractual arrangements (hereafter referred to as "contract" and "Contractor") to provide goods and
services to DEA are hereby provided for the subject access level. The forms listed in Section V are
available at www.iustice.gov/dea/index.shtml; click on "Doing Business with DEA".

I. GENERAL

A. Contractor's Security Officer

1 . The Contractor shall establish and maintain a security program to ensure that all requirements set forth
in this provision are accomplished efficiently and effectively. The Contractor's time and expenses for
recruiting, interviewing, and security screening are considered overhead and may not be billed directly to
DEA.

2. The Contractor shall designate a Security Officer, and an Alternate Security Officer in case of the
primary Security Officer's absence, with the authority and responsibility to perform personnel security
screening to the extent possible.

3. The Contractor shall make every effort to preclude incurrence of avoidable costs by the Government
by ensuring that all applicants and personnel furnished on this contract are eligible, reliable, and of
reputable background and sound character. Security screening shall include, but not be limited to,
verification of current home address, telephone number, and prior work experience (See Item 8 under D.
Documentation Requirements below.), and resolution of delinquent debt related issues that have the

potential to disqualify an applicant from working on a DEA contract.

4. The Contractor shall ensure that applicants submitted to DEA meet the basic eligibility requirements,
such as job skills, certificates if required, residency, and none of the disqualifying factors described
below. DEA recognizes that law enforcement records and other information the Contractor is able to
obtain regarding an individual's history relative to the disqualifying factors is limited. However, much of
this information is requested on Standard Form 85, Questionnaire for Non-Sensitive Positions (Revised
September 1995). The Contractor is encouraged to re-interview each applicant based on the answers
entered on the SF85.

5. Debt-related issues are the most prevalent derogatory issues found during background investigations
and cause delays in the adjudication of security clearances. The Contractor is encouraged to obtain the
applicant/employee's credit report and have any issues resolved prior to submitting the security clearance
request forms to DEA. DEA currently uses Experian Credit Reporting Services; however, the Contractor
may use the credit reporting agency of its choice. In compliance with the Fair Credit Reporting Act of
1970, as amended (15 U.S.C. 1681, el seq.), the following must be used when the Contractor obtains a
credit report:

a. A credit report shall be obtained for accounts in the applicant/employee's name only. This will be a

"personal report for employment purposes." Do not obtain a credit report for joint accounts.
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b. The Contractor shall provide a written notice/release to the applicant/employee that a credit report may
be used for employment purposes. The applicant/employee shall sign and date the notice/release and
provide it to the Contractor before the credit report is obtained by the Contractor. The Contractor is not
authorized to obtain a credit report prior to receipt of the signed notice/release. This signed notice/release
is required in addition to the form DOJ-555, Disclosure and Authorization Pertaining to Consumer
Reports, Pursuant to the Fair Credit Reporting Act. A copy of the signed notice/release shall be submitted
to DEA with the DOJ-555.

c. The Contractor shall not take adverse action against the applicant/employee, based in whole or in part
upon the credit report, without first providing the applicant/employee a copy of the credit report and a
written description of the applicant/employee's rights as described under Section 1681g(c)(3) of Title 15
U.S.C.

d. If a potentially disqualifying debt-related issue surfaces that the applicant/employee omitted from the
SF85, Questionnaire for Non-Sensitive Positions, the personnel security request forms should not be
submitted to DEA unless the applicant/employee provides strong mitigating information that clearly
explains the omission and how the issue will be satisfactorily resolved.

e. Blank forms and additional information regarding credit reports are available at
www. justice . gov/dea/index . shtml : click on "Doing Business with DEA".

6. The Contractor shall ensure that all security related forms and questionnaires are fdled out correctly
and completely and are signed, dated, and submitted to the Contracting Officer's Representative or Task
Monitor (COR/TM) in a timely manner. Personnel security packages with incomplete documentation
will be rejected and returned to the contactor withoutfurther action.

7. DEA's request for additional information or documents regarding the background investigation shall be
responded to within 30 days unless the office of Security Programs grants an extension. If this timeframe is
not complied with DEA reserves the right to disqualify the applicant/employee.

8. The monthly Administrative Report shall include the status of the Contractor's applicants seeking
DEA security approvals. The monthly report shall include the current status of all personnel security requests,
date the packages were submitted to the COR/TM; dates security approval notifications were
received from DEA; the number of approved employees; the number of disapproved applicants; and the
number of applicants pending approval. The due date of the report will be established by the COR/TM
upon contract award or the issuance of an order.

B. General Requirements

1. DEA will conduct background inquiries on all of the Contractor's personnel to be assigned to this
contract and on those officials of the company, including the Security Officer and Alternate Security
Officer, who will be directly involved in any aspect of management of the assigned personnel.

2. Contractors shall include the following statement in employment advertisements: "Applicants selected
will be subject to a Government security background investigation and must meet eligibility and
suitability requirements. "

3. As a minimum, DEA will query law enforcement agencies' indices and the following record systems:
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o Fingerprint Query by the Federal Bureau of Investigation (FBI)
o Narcotics and Dangerous Drag Information System (NADDIS)
o National Crime Information Center (NCIC)
o National Law Enforcement Telecommunications System (NLETS)
o Credit Reporting Agencies

4. Only U.S. citizens, by birth or naturalized, shall be permitted to perform services on this contract.

5. All applicants must have resided legally in the United States for at least three (3) years of the last five
(5) years, unless the applicant was: (The three (3) years do not have to be consecutive.)

o a U.S. Government employee assigned to a U.S. embassy or U.S. consulate in a foreign country;
o a U.S. Government Contractor's employee, who is a U.S. citizen assigned to a U.S. embassy, U.S.

consulate, or U.S. military installation in a foreign country, and who is not ordinarily a resident of
the country.

o a member of the U.S. armed forces stationed in a foreign country; or
o a dependent family member of a U.S. Government or U.S. aimed forces employee assigned

overseas.

6. All personnel assigned to this contract must be approved in writing by the DEA Office of Security
Programs for escorted access to DEA facilities and worksites.

7. The Contractor's employee(s) shall not be assigned to perform services for DEA until the Contractor
has been notified in writing by the COR/TM that the individual(s) has been approved by the DEA Office
of Security Programs.

8. Applicants whose background inquiries result in a determination of unsuitable or are otherwise
determined unfavorable based on derogatory information shall be removed from further consideration for
performance under this or any DEA contract. DEA reserves the right to refuse the services of and/or
terminate the access of any Contractor employee or applicant who is or may be judged a security risk.
The COR/TM will inform the Contractor in writing of any objections concerning specific applicants and
personnel, but is not permitted to provide specific information due to the Freedom of Information Act and
the Privacy Act (FOIA/PA).

9. A determination by DEA that a person is not suitable to perform work under this contract is not a
denial, suspension, or revocation of a previously granted security clearance by another agency, nor shall it
be interpreted as a direction or recommendation to the Contractor regarding the suitability of an affected
individual for employment outside the scope of DEA.

10. The Contractor shall immediately inform the COR/TM in writing when an employee or applicant for
a DEA contract has transferred to another contract, has resigned or has been terminated by the Contractor,
or any other type of action that constitutes a break in the Contractor-employee relationship. The
COR/TM shall provide such information in writing to the DEA Office of Security Programs.

11. The COR/TM shall be the Contractor's point of contact for all personnel security communications,
inquiries, and issues regarding this contract. All required documents must be submitted by the Contractor
to the COR/TM. The COR/TM will not communicate directly with the Contractor's employees or
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applicants regarding personnel security issues unless communicating through the Contractor would
violate the FOI/PA.

C. Documentation Requirements

1. A clearance for access to national security information (NSI) is not required nor authorized by this
contract. However, a previously conducted background investigation that was favorably adjudicated by
the Defense Security Service (DSS) and considered to be current will be accepted and supplemented with
criminal record and credit report checks conducted by DEA. The Contractor 's transmittal letter to DEA
must indicate the applicant has a security clearance through DSS.

I. a. Only those forms described below in Items l.b; l.c; l.d; 5; 8; 10; and 1 1 (16 and 17 if applicable) arc
required to be submitted to the COR7TM when the applicant has current national security information
clearance through DSS.

l.b. One (1) original of form. Contract Employee's Authorization to Conduct Agency-Specific Record
Checks (February 2009). This will be used by DEA to supplement the criminal record checks
previously conducted by the DOD/Defense Security Service (DSS).

l.c. One (1) copy of the J PAS Person Summary if the applicant has a CONFIDENTIAL, SECRET or
TOP SECRET NSI clearance granted through the DSS. A JPAS Person Summary is considered current
as follows and is based on the investigation date. It is not based on the date the clearance was granted by
DSS or the date the JPAS Person Summary was issued to the contractor:

o CONFIDENTIAL—Date of the background investigation or periodic reinvestigation is not more
than fifteen (15) years ago.

o SECRET—Date of the background investigation or periodic reinvestigation is not more than ten
(10) years ago.

o TOP SECRET—Date of the background investigation or periodic reinvestigation is not more than
five (5) years ago.

1 .d. A JPAS Person Summary that states an INTERIM clearance will be accepted when the date the
INTERIM clearance was granted was not more than one (1) year from the date of submission to DEA. A
copy of the final clearance shall be provided to the COR/TM upon receipt. The CORJTM shallforward
the final clearance to DEA Headquarters/Personnel Security Section. (Because access to NSI is not
required nor authorized by this contract, the JPAS Person Summary does not have to show the providing
Contractor's organizational name as the clearance holder.)

1 .e. Do not submit a JPAS Person Summary that states'. Loss of Jurisdiction, Declination, Discontinued,
Cancelled, Denied, Revoked, Suspended, or any other terminology which indicates the applicant does not
have a current clearance or current clearance eligibility.

l.f. SF86, Questionnaire for National Security Positions; SF85P Questionnaire for Public Trust
Positions; SF85P-S, Supplemental Questionnaire for Selected Positions; SF85, Questionnaire for Non-
Sensitive Positions; Fingerprint cards; OBD-236, Inquiry Regarding Suitability of Applicant; Loyalty
Oath; Foreign National Relatives or Associates Statement; and Verification of U.S. Citizenship forms are
NOT required when the applicant has a current DSS clearance and JPAS Person Summary is provided.
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2. If the applicant has a favorable Public Trust Suitability Determination by another U. S.
Government agency, provide one (1) copy of that agency's Notice of Suitability Determination. The
Notice must indicate the type of background investigation and the date it was completed. The background
investigation must have been completed no longer than five (5) years prior to the date it is verified by
DEA.

2. a. Fingerprint cards; Loyalty Oath; Foreign National Relatives or Associates Statement; and
Verification of U.S. Citizenship forms are NOT required when the applicant has a favorable Public
Trust Suitability Determination by another U. S. Government agency. One (1) copy of the SF85,
Questionnaire for Non-Sensitive Positions IS required.

3. The forms and documents described in Items 5 through 17 below shall be completed and submitted as
instructed for each form and submitted to the COR/TM. The COR/TM will provide a supply of blank
fingerprint cards to the Contractor. The Contractor shall reproduce the other forms listed below under V.
SECURITY FORMS as needed. The completed forms will be used by DEA to conduct the background
inquiries or to supplement a background investigation previously conducted by the Defense Security
Service (DSS) or other U.S. Government agency. DO NOT SUBMIT FORMS AND DOCUMENTS
THAT ARE NOT REQUIRED. DO NOT SUBMIT EXTRA COPIES OF FORMS.

4. Do not staple or use ACCO fasteners or otherwise bind the forms together. A paper clip or binder clip
will suffice. Put each applicant's forms in a separate envelope with the name of the Contractor, contract
number, and the applicant's full name and labor category on the front of the envelope. Submit the
completed forms to the COR/TM at the address provided elsewhere in this contract via hand delivery,
FedEx, UPS, Express Mail, Registered Mail, Delivery Confirmation, etc., to have a record of delivery
and receipt.

5. One (1) original and separate transmittal letter on official company stationery for each applicant which
indicates the contract/order/agreement number, the applicant's full name, social security number, and
labor category.

6. One fl) original of form SF85. entitled Questionnaire for Non-Sensitive Positions (Revised September
1995), with original signatures in black ink on Page 5 and the Authorization for Release of Medical
Information. The SF85P may be typed or legibly printed by hand. DO NOT SUBMIT THE
INSTRUCTION PAGES OF THE SF85. (An SF85 is not required ifthe applicant possesses a current
CONFIDENTIAL, SECRET, or TOP SECRET security clearance—or an interim clearance—granted by
DSS or another U. S. Government agency. Submit the Contract Employee's Authorization to Conduct
Agency-Specific Record Checks, form instead. )

6. a. All white-outs, erasures, or other types of corrections or changes on the SF85 must be initialed by the
applicant.

6.b. The date of the applicant's signature on the SF85 must not be more than 30 days old when submitted
to the COR/TM. Pen and ink changes, with the applicant's initials, or supplemental information on a
plain piece of paper with the applicant's name, social security number, and signature are acceptable
methods to update and correct the SF85. Page 5 and the Authorization for Release of Medical
Information must be signed again with a current date. If there are no changes since the date the SF85 was
signed originally, the applicant may re-sign and re-date the SF85 with the notation, "No changes."
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6. Three (3) originals of Federal Bureau of Investigation Form FD-258. entitled Applicant (fingerprint
card). The fingerprint, cards MUST be blue text on white card stock. All three fingerprint cards must
have original signatures in black or dark blue ink. The fingerprints may be taken by DEA personnel, the
Contractor's Security Officer, at a police department or sheriff s office, a local FBI office, or a
commercial facility. DEA will not reimburse fees charged by organizations to take the fingerprints. The
Contractor shall ensure that the applicant's fingerprint cards are authentic, legible, and complete to avoid
processing delays. (Fingerprint cards are not required ifthe applicant possesses a current
CONFIDENTIAL, SECRET or TOP SECRET security clearance—or an interim clearance— granted by
DSS or afavorable Public Trust Suitability Determination by another U. S. Government agency.) DO
NOT BEND, FOLD, HOLE PUNCH, STAPLE, OR OTHERWISE MUTILATE THE FINGERPRINT
CARDS.

8. One fl) original of the 3-page Drug Use Statement. The witness may be the Contractor's Security
Officer, personnel officer, project officer, project manager, vice president, or president or a notary public
as long as the witness occupies a position of responsibility and is not a relative of the applicant. The
witness ' name and title must be printed under the signature line.

9. One (4) original of each form OBD-236. Inquiry Regarding Suitability of Applicant (SEPT. 84).
prepared as applicable to 9. a. or 9.b. below. OBD-236 forms may be typed or printed legibly by hand.
{OBD-236 forms are not required ifthe applicant possesses a current CONFIDENTIAL, SECRET, or
TOP SECRET security clearance—or an interim clearance—granted by DSS or afavorable Public Trust
Suitability Determination by another U. S. Government agency.)

9. a. Each employer for the past five (5) years, including the current employer, shall be contacted by
telephone and asked all eight (8) questions—and only those questions—on the OBD-236. Verified dates
of employment will be accepted if an employer's corporate policy does not permit providing additional
information. If an employer cannot be contacted, efforts to make contact shall be noted on the OBD-236.

9.b. If the applicant does not have an employment history, three (3) associates/references shall be
contacted by telephone and asked questions 1 through 5—and only those questions—on the OBD-236.
The references must have known the applicant for at least two (2) years and may be co-workers, personal
references, or selected from the names provided in Questions 8 and 9 of the SF85.

10. One (1) original of Department of Justice Form DOJ-555 (Revised Oct. 2008). Disclosure and
Authorization Pertaining to Consumer Reports, Pursuant to the Fair Credit Reporting Act. The "Current
Organization Assigned"' is the Contractor's corporate name plus the DEA Division/Office for this
contract.

11. One II I original of the form entitled. RELEASE—FAIR CREDIT REPORTING ACT OF 1970, AS
AMENDED. This form is required in addition to the DOJ-555 above.

12. Ifapplicable, one ( 1 ) original of Lovaltv Oath: Only if the applicant is a U.S. citizen, by birth or
naturalized, and has dual citizenship in a foreign country.

13. Ifapplicable, one fl) original of Foreign National Relatives or Associates Statement: Only if the
applicant hasforeign national relatives or associates, regardless of whether the foreign national relatives
or associates reside in the United States or a foreign country. Do not include foreign-born relatives or
associates who are United States citizens. Once a foreign-born individual acquires United States
citizenship, the individual is no longer a "foreign national."
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14. Ifapplicable, one (1) copy of the U.S. Citizenship Certificate of Naturalization or U. S. Passport. This
may be either a current or previous U. S. Passport. NOTE: The National Industrial Security Program
Operating Manual, DOD Directive 5520.22-M, Section 2-206, authorizes the Contractor to require each
applicant who claims U.S. citizenship to produce evidence of citizenship. However, some naturalized
U.S. citizens may be reluctant to photocopy the Certificate of Naturalization or U. S. Passport due to the
prohibition printed on the front of the certificate. In those cases, an official of the Contractor company or
a DEA employee may personally view the Certificate of Naturalization or U. S. Passport and sign a
statement verifying that the individual is a U.S. citizen. (A sample statement is provided under Security
Forms.)

15. Ifapplicable , one (1) copy of a U.S. Department of State form FS-240, FS-545. or DS-1350. Report
of Birth Abroad of a Citizen of the United States, or a Certificate of Citizenship: Only if U.S. citizenship
was acquired by birth abroad to a U.S. citizen parent or parents.

1 6. Ifapplicable, one (11 copy of the Declaration and one (11 copy of the Trustee's most recent quarterly
payment statement or completion of repayment if the applicant filed bankruptcy under Chapter 13 within
the past ten years, or one (1) copy of the Order discharging the debt if the applicant filed bankruptcy
under Chapter 7 within the past ten years.

17. Ifapplicable, one (1) copy of any other document(s) as proof of satisfactorily resolving a delinquent
debt issue(s).

E. Disqualifying Factors

Issues may surface concerning security approval or retention ofa Contractor 's applicant or employee
that are not addressed in this contract. Ifthere is any doubt regarding the suitability ofan applicant or
employee, the individual will not be approved for assignment to this or any DEA contract.

1 . Suitability is a requirement for employment on a DEA contract as it concerns an individual's conduct,
character, reputation, reliability, trustworthiness, loyalty to the United States, and fitness as related to the
efficiency of the service. To be suitable, an individual's assignment or continued assignment to a DEA
contract must be reasonably expected to promote the efficiency of the DEA's service to the public. A
reasonable expectation that an individual's assignment to a DEA contract will not promote the efficiency
of the service is established when an adverse connection, or nexus, is shown between the conduct in
question and the performance of the individual or DEA accomplishing its mission.

2. Any one or more of the following factors—as disclosed on the SF85P+SF85P-S, in a personal
interview with the applicant, or as part of the background investigation—are grounds for mandatory
disqualification for assignment on a DEA contract and from further consideration for any type of
assignment or employment involving DEA. The Contractor is responsible for interviewing each applicant
and reviewing the completed security forms using the following criteria. If relevant information obtained
is determined to be a mandatory disqualification factor, a request for security approval should not be
submitted to DEA until the disqualifying factor is resolved favorably.

a. Criminal Record

(1) Conviction resulting from a felony charge(s), regardless of when the conviction occurred.
(2) Multiple misdemeanor convictions, regardless of when the convictions occurred.
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(3) Pending indictments or pending criminal charges, regardless of whether the charge(s) is a felony or
misdemeanor.

(4) Currently serving a period of probation resulting from a criminal conviction, regardless of whether
the conviction is for a felony or a misdemeanor charge.

8

b. Illegal Drug Use

(1) DEA's mission is to enforce the Controlled Substances Act, 21 USC 801 et seq. The illegal use of
drags by any of its personnel, including contractor personnel, may adversely affect the performance of its
mission, create a danger to the public safety, expose the agency to civil liability, jeopardize criminal
investigations and prosecutions, lead to corruption, or undermine public confidence. Because of its law
enforcement responsibilities and the sensitive nature of its work, DEA has a compelling obligation to
ensure a workplace that is free of illegal drags.
(2) Applicants who are found, through investigation or personal admission, to have experimented with or
used narcotics or dangerous drugs, except those medically prescribed, possibly may be disqualified for
employment on a DEA contract. Disclosed drug use will be decided on a case-by-case basis.
Experimental use or use of any narcotic or dangerous drug, including marijuana, except medically
prescribed, after employment on a DEA contract is cause for removal.

c. False Statements

(1) A false statement is the deliberate omission, concealment, or falsification of relevant and material
facts from any personnel security questionnaire, personal history statement, or similar form or interview
used to conduct investigations, determine employment qualifications, award benefits or status, such as:
(2) Altering the condition of discharge on military documents.
(3) Altering college transcripts.

(4) Falsely completing or failure to disclose information on the SF-86 or any other documents used in the
background investigation process.
(5) Conflicting statements of drug use, either on the SF-86, on the Drag Use Statement, or during the
background investigation.

d. Debt Related Issues

(1) The terms indebtedness, delinquent debt, and debt related issues mean lawful financial obligations
that are just debts that are past due. Debt related issues raise of number of suitabil ity and security
concerns that an individual must satisfactorily resolve before an affirmative adjudicative decision can be
made.

(2) Each applicant's indebtedness will be reviewed on an individual basis.
(3) Court imposed judgments, defaulted student loans, and other delinquent financial obligations imposed
by law (e.g., child support payments, Federal, state, or local taxes) are matters of serious concern. The
mandatory disqualification policy applies to those applicants who cannot satisfactorily document their
efforts to repay student loans or to pay child support, taxes, or judgments.

e. Allegiance to the United States

(!) Evidence of activities developed during the background investigation that would bring the applicant's
allegiance to the United States into question, such as:
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(2) Involvement in any act of sabotage, espionage, treason, terrorism, sedition, or other act whose aim is
to overthrow the Government of the United States or alter the form of government by unconstitutional
means.

(3) Foreign influence or preference.

f. Personal Conduct

(1) Evidence of any of the following activities developed during the background investigation relative to
the applicant's conduct and integrity.

(2) Reliable, unfavorable information provided by associates, employers, coworkers, neighbors, and other
acquaintances.

(3) Infamous, dishonest, immoral, or notoriously disgraceful conduct, habitual use of intoxicants to
excess, drug addiction, or sexual perversion. Sexual behavior is a concern if il involves a criminal
offense, indicates a personality disorder or emotional disorder, subjects the applicant to coercion,
exploitation, or duress, or reflects lack ofjudgment or discretion. Sexual orientation or preference may
not be used as a basisfor, or a disqualifyingfactor in, determining a person 's suitability.
(4) Illness, including any mental condition, the nature of which in the opinion of competent medical
authority may cause significant defect in the judgment or reliability of the employee, with due regard to
the transient or continuing effect of the illness and the medical findings in such case.
(5) Any facts which furnish reason to believe that the applicant may be subjected to coercion, influence,
or pressure which may cause him/her to act contrary to the best interest of DEA.
(6) Association with persons involved in criminal activity.
(7) Current or recent history of continuing alcohol or prescription abuse.
(8). Misuse of information technology systems.

F. Personnel Security Requirements

1 . When the Contractor's employee reports for duty on a DEA contract, the COR/TM will provide a DEA
Form 487 entitled, Reporting Responsibilities/NonDisclosure Agreement, to the employee and obtain the
employee's signature prior to the commencement of services: This form must be witnessed and signed by
a DEA employee. (See Item 2 under G. Information Security Requirements below.)

2, The Contractor shall notify the COR/TM in writing of the following, prior to occurrence or
immediately thereafter, when a Contractor employee has a change in marital status. The COR/TM will
notify ISR.

a. Married, divorced, or widowed.
b. Date, city, and country of marriage, divorce, or death of spouse.
c. Full name of current or former spouse (if notifying of a marriage, include wife's maiden name and any
former married names(s)).

d. New spouse's social security number, date of birth, and place of birth (city, state, and country).
e. New spouse's citizenship (include as applicable: alien registration number, date and place of entry into
the United States, date and place of naturalization including courthouse and complete address, and
citizenship certificate number).

3. A mandatory periodic reinvestigation will be conducted once every five (5) years if the previous
background investigation was based on the SF85P and SF85PS, Questionnaires for Public Trust Positions.
A mandatory periodic reinvestigation will be conducted once every fifteen (15) years if the previous
background investigation was based on the SF86, Questionnaire for National Security Positions.
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Additionally, a reinvestigation will be required for individuals who have not been assigned to a DEA
contract for a period of one (1) or more years. The same suitability and security standards that are
required for new applicants apply to reinvestigations.

4. If the Contractor is notified that an employee's access to DEA has been revoked or suspended, the
Contractor must remove the employee immediately from further performance of services for DEA.

G. Information Security Requirements

1 . Work performed under this contract requires access to one or more of the following categories of
protected information: DEA SENSITIVE, Sensitive But Unclassified, Law Enforcement Sensitive, or the
Freedom of Information Act and Privacy Act. The contractor and its personnel shall comply with all
Federal, Department of Justice, and DEA regulations, policies, and guidelines regarding information
security.

2. Prior to the commencement of any work for DEA, the contractor's employee(s) shall declare in writing
(utilizing form DEA-487, Reporting Responsibilities/NonDisclosure Agreement, described above in
Paragraph E-la) that he or she intends to be governed by and comply with Federal laws prohibiting the
disclosure of information obtained during the course of their work for DEA. The declaration will be
witnessed and accepted by a duly authorized DEA representative (generally the COR/TM or a DEA
Security Officer) on behalf of the Administrator, DEA.

3. All source materials, information, and resultant work products are the property of DEA and shall not
be used by the contractor for any other purpose. All data received by the Contractor and its employees
shall be handled, stored, transmitted, reproduced, and destroyed in accordance with DEA procedures.
Upon termination or expiration of a contract, all data (documents and other media) and work products
shall be relinquished immediately to the COR/TM.

4. The contractor and its personnel shall hold all information obtained under a DEA contract in the
strictest confidence. All information obtained shall be used only for the purpose of performing this
contract and shall not be divulged nor made known in any manner to any person except as necessary to
perform this contract. The contractor's employee(s) shall not divulge, sell, or distribute any information
at any point in time, even after termination or expiration of a contract.

5. Except as specifically authorized in writing by the COR/TM, the Contractor's personnel are prohibited
from bringing any form of outside computer media into the Government (DEA) facility and introducing it
onto Government-owned computers or contractor-supplied computers located in the Government facility.

6. Except as specifically authorized by the COR/TM, the Contractor's personnel are prohibited from
removing any documents, records, source media, supplies, or equipment from the Government facility.

7. Except as specifically authorized by the COR/TM, the Contractor's personnel are prohibited from
reproducing DEA source media or written products.

8. The contractor shall notify each of its officers and employees having access to DEA information that
such information may be used only for the purpose and to the extent authorized in this contract, and that
disclosure of any information, by any means, for a purpose or to an extent unauthorized herein, may
subject the offender to criminal sanctions imposed by 18 USC 641. 18 USC 641 provides, in pertinent
part, that whoever knowingly converts to their use or the use of another, or without authority, sells,
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conveys, or disposes of any record of the United States or whoever receives the same with intent to
convert it to their use or gain, knowing it to have been converted, shall be guilty of a crime punishable by
a fine of up to SI 0,000.00 or imprisoned up to ten (10) years, or both.

9. The contractor and its employees shall ensure that information technology (IT) systems are
appropriately safeguarded. If new or emerging security threats or hazards are discovered or anticipated by
either the Government or the contractor, or if existing security safeguards cease to function, the discoverer
shall bring the situation to the attention of the other party immediately.

H. Facility Security Requirements

1 . The Contractor's personnel must be escorted by a DEA employee at all time when visiting a DEA or
other U. S. Government facility in the performance of this contract.

2. Any DEA work that is performed at the Contractor's facility must be protected by an approved
security file container that conforms to Federal specifications and bears a "Test Certification Label" on
the locking drawer attesting to the security capabilities of the container and lock. Such containers must be
labeled "General Services Administration Approved Security Container" on the face of the top drawer.

3. The Contractor shall be responsible for physically safeguarding all Government (DEA) records in its
possession, including records in the possession of the Contractor's personnel, from theft, tampering, or
misuse.

4. The COR/TM is responsible for Collecting all DEA-issued property upon the departure of an individual
from assignment to this contract. DEA-issued property includes, but is not limited to: Building Passes,
Identification Badges, Credentials, Computers, Files (paper or electronic media), and Office Equipment,
Supplies and Accessories,

II. STANDARDS OF CONDUCT

A. The Contractor shall be responsible for maintaining satisfactory standards of employee competence,
conduct, appearance, and integrity and shall be responsible for reporting allegations of misconduct to the
COR/TM.

B. All of the Contractor's employees performing work under this contract are required to comply with the
following minimum standards of conduct:

1 . Demonstrate good manners and courtesy toward DEA employees, Federal officials, and the general
public, and maintain a respectful and helpful attitude during the performance of duties under this contract.
2. Maintain a neat, well-groomed, and business-like appearance at all times while on official duty.
Except when authorized by the COR/TM to use another mode of dress because of the need to perform a
special task or for other circumstance (e.g., placing retired files in boxes), the standard of dress is
"business casual" as follows: Male employees shall wear dress shirts and dress slacks (or uniforms when
required by the contract/order). Female employees shall wear conservative dresses, dress slacks or skirts
and sweaters or blouses (or uniforms when required by the contract/order).
3. On or off duty, do not discuss DEA internal matters, policies, grievances, or personalities. Do not
discuss financial, personal, or family matters with DEA employees, their family members, or the general
public while on duty.
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4. On or off duty, do not disclose any official information, except to DEA or other Government officialshaving an official need-to-know, nor speak to the press on or off the record or issue news or press releaseswithout the express permission of the Contracting Officer.
5. On or off duty, do not discuss duty assignment(s) under this contract except in an official business
capacity with the Contractor's Site Supervisor and fellow The Contractor's personnel assigned to thiscontract, DEA officials, or other Government officials having an official need-to-know.
6. While on duty, do not gamble, unlawfully bet, or promote gambling on Government property or whileperforming Government work at the Contractor's site.
7. Do not possess or consume narcotics, dangerous drugs, marijuana or other controlled substances whileon or off duty, except to the extent that the substance is lawfully prescribed by a licensed medical
provider.

8. Abstain from the consumption and possession of alcoholic beverages or other intoxicants while on
duty and habitual intoxication while off duty,
9. Remain alert at all times while on duty. Perform assignments in accordance with prescribed laws,
regulations, and the tenns and conditions of this contract to the best of ability and in accordance with safeand secure working procedures and practices.
10. On or off duty, do not solicit or accept gifts, favors or bribes in connection with the performance ofduties under this contract. Report all efforts by others who offer such gifts, favors or bribes to the
Contractor's Site Supervisor and to the COR/TM.
11. On or off duty, do not use any DEA property, material, or information (e.g., DEA building pass orother credentials; DEA reports and files) associated with the performance of work under this contract forpurposes other than performance of work under this contract.
1 2. On or off duty, refrain from any activity that would adversely affect the reputation of the DEA.13. Neither discriminate against nor sexually harass any person during the performance of duties underthis contract.

14. On or off duty, avoid personal and business associations with persons known to be convicted felonsor persons known to be connected with criminal activities.
15. On or off duty, do not engage in criminal, infamous, dishonest, immoral, or disgraceful conduct.
16. Ensure that all financial obligations are met.
17. On or off duty, do not give false or misleading statements, or conceal facts, in connection with
obtaining or retaining employment under or performing duties under this contract. This includes, but isnot limited to, the provision of information during any administrative or criminal investigation or otherproceeding, the preparation of travel vouchers, and the preparation of official reports.
18. Do not make statements about fellow employees, DEA officials, their family members, or membersof the general public with knowledge of the falseness of the statement or with reckless disregard for thetruth.

1 9. While on duty, do not fail, unnecessarily delay, or refuse to carry out all proper instructions anddirections of the Contractor's Site Supervisor or DEA official having oversight responsibility for workunder this contract.

20. Do not take, remove, possess, or use Government property or the property of others without writtenauthorization.

21. Do not disturb papers on desks, open desk drawers, cabinets, safes, or enter secure space where
access is not authorized.
22. Do not use Government telephones, facsimile, or duplicating equipment except as necessary in theperformance of duties under this contract.
23. Do not falsify or unlawfully conceal, remove, mutilate, or destroy any official documents or records,or conceal material facts by willful omission from official documents or records.
24. Do not engage in disorderly conduct, use of abusive or offensive language, quarreling, intimidationby words or actions, or fighting.
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25. Do not engage or participate in disruptive activities that interfere with the normal and efficient
operations of the Government.

III. REMOVAL FROM WORK

A. The Contractor shall inform its employees of their duties, obligations, and responsibilities under this
contract. The Contractor and its employees agree that, in addition to any other actions DEA may be
entitled to utilize or employ, any Contractor employees who fail to cooperate fully with any inquiry or
investigation or who fail or refuse to perform any duty under this contract may immediately and withoutadvance notice have their DEA access suspended or revoked, be removed from the work site, and be
released from their contractual duties. Additionally, DEA reserves the right to take any and all relief
appropriate under the circumstances. In the event that any such action is taken, neither the Contractor norits employees are entitled to be informed of the basis for the action. Such notice is within the sole
discretion of DEA. In these instances, neither the Contractor nor its personnel will be entitled to any
compensation for DEA's actions.

B. At the direction of the Contracting Officer, the Contractor is required to immediately remove any
person from work under this contract should it be determined by DEA that such a person has violated or isin violation of the Standards of Conduct described above or another performance standard or requirementdescribed in this contract; has been disqualified for either suitability or security reasons; who is found to
be unfit for the performance of duties; whose continued work under this contract may jeopardize,
compromise, or disrupt the safety and security of DEA facilities, property, information, and operations;
who presents an actual or potential threat of any kind to DEA employees, official visitors, or the visiting
public; or, whose continued work under this contract is otherwise contrary to the public interest as
determined by the Contracting Officer.

C. The Contracting Officer will notify the Contractor orally or in writing of the need to remove, or the
removal of, any person from performance of work under this contract. Oral notification will be confirmedin writing by the Contracting Officer. Removals may be effective for a temporary period or permanently,as directed by the Contracting Officer. The Contracting Officer's determination to permanently remove aperson from work under this contract shall be final. The Government is not obligated to inform either theContractor or the person removed of the reason for the removal.

D. Any costs incurred by the Contractor for removal of the Contractor's employee from work under this
contract and any costs incurred in the replacement—including, but limited to—costs for recruiting,
training, certifying, clearing, and otherwise qualifying replacement personnel, travel, or litigation are notreimbursable to the Contractor.

E.. REPEATED : A determination by DEA that a person is not suitable to perform work under this orderis not a denial, suspension, or revocation of a previously granted security clearance by another agency andnor shall it be interpreted as a direction or recommendation to the Contractor regarding the suitability ofthe affected individual for employment outside the scope of DEA.

TV. ADMINISTRATIVE INQUIRIES

A. The Contractor, its officers, and its employees assigned to, or otherwise participating in the
performance of this contract, shall comply with the following ADMINISTRATIVE INQUIRIES
provision. The provision authorizes the conduct of appropriate investigations and inquiries by duly
appointed personnel conducting examinations, reviews, or investigations into information concerning
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inappropriate conduct and/or allegations of impropriety, whether such conduct is criminal oradministrative in nature.

B. The Contractor shall obtain, and make available upon request by the Contracting Officer, acertification, signed by each contract employee participating in the performance of this contract, attestingto the fact that they have been apprised of and will comply with the ADMINISTRATIVE INQUIRIESprovision as stated herein.

1 . The Drug Enforcement Administration (DEA) is a Federal law enforcement agency charged withinvestigating and prosecuting persons violating the drug laws of the United States. To ensure the publichas the highest degree of confidence in the integrity, operations and activities of the DEA, it is essentialthat the personnel assigned to or employed by Contractors that support DEA conduct themselvesappropriately and in accordance with applicable law and regulation.

2. The Contractor and its personnel agree that an inspector or investigator of the DEA, Department ofJustice, or any other duly authorized organization or entity shall have the right to conduct any and allinquiries or investigations deemed appropriate by such organizations or entities in response to informationconcerning, or allegations about, improper conduct or inappropriate actions, whether such conduct iscriminal or administrative in nature.

3. The Contractor and its personnel agree to cooperate fully and to the best of their ability with any suchinquiries or investigations. The Contractor and its personnel agree that persons performing suchinvestigations or inquiries have the right to question the Contractor's personnel. The Contractor'spersonnel will respond fully and truthfully to such questioning and provide, as required, sworn statements,declarations, or affirmations, as directed, or participate in transcribed interviews as directed.

4. Contract personnel will retain their constitutional protection against compelled self -incrimination at alltimes. However, contract employees are required to answer questions under the following conditions: (1)if the subject being questioned is informed that the inquiry being conducted will not subject them tocriminal prosecution, and (2) that any statements made by the subject cannot be used against the subject inany criminal prosecution (except in cases where the subject is criminally prosecuted for knowingly andwillfully providing false information to investigating personnel). When these conditions are met, thesubject is required to respond to questioning in accordance with this provision.

5. The Contractor and its personnel agree that there is no expectation of privacy in any DEA assigned orcontrolled work space, including offices, workstations, closets, or storage facilities, nor is there anyexpectation of privacy in any equipment or other asset or fixture including but not limited to desks, safes,file cabinets or containers of any kind, computers and any storage media, or any such spaces or equipmentprovided by the Contractor or its personnel for use in DEA facilities or premises. The Contractor'spersonnel shall be placed on notice that any space or equipment may be searched with or without notice tothe Contractor and its personnel.

6. The Contractor shall inform its employees of their duties, obligations, and responsibilities under thiscontract. The Contractor and its personnel agree that, in addition to any other actions DEA may beentitled to utilize or employ, contract personnel who fail to cooperate fully with any inquiry or who fail orrefuse to perform any duty under this contract, may immediately and without advance notice have theirDEA clearance suspended or revoked, be removed from the work site, or be released from theircontractual duties. In addition, DEA reserves the right to take any and all relief appropriate under thecircumstances. In the event that any such action is taken, neither the Contractor nor its personnel are
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entitled to be informed of the basis for the action. Such notice is within the sole discretion of DEA. In
these instances, neither the Contractor nor its personnel will be entitled to any compensation for DEA's
actions.

V. SECURITY FORMS

The Contractor does not have permission to alter any of these forms or to convert the forms to corporate
letterhead. No other versions oftheseforms may be used.

--SF85, Questionnaire for Non-Sensitive Positions (Revised September 1995)
(The SF85 is available at www.opm.^ov: click on Forms; dick on Standard Forms; scroll down to SF85.
The SF85 may be completed on-line andprinted using the OPM Standard Forms link, but cannot be
saved or transmitted in electronic format. Blank forms only may be printedfrom the DEA website.)

--FD-258, Applicant Fingerprint Card (Fingerprint cards are not available electronically. Blank
fingerprint cards must be obtainedfrom the CORJTM.)

The followingforms are available at www.iustice.gov/dea/index.shtmU click on "Doing Business with
DEA'' to print blank forms.

-Three-Page Drug Use Statement
—DOJ-555 Revised Oct. 2008, Disclosure and Authorization Pertaining to Consumer Reports, Pursuant tothe Fair Credit Reporting Act
-RELEASE—FAIR CREDIT REPORTING ACT OF 1970, AS AMENDED
-Resolution of Debt-Related Issues (10/28/03)
—Common Language for Consumer Credit
—Rules and Regulations - A Summary of Your Rights under the Fair Credit Reporting Act
-Loyalty Oath

—Foreign National Relatives or Associates Statement
—Verification of U.S. Citizenship
—Contract Employee's Authorization to Conduct Agency-Specific Record Checks
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